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MATEMATUKA U UHD®OPMATHUKA

YK 004.056.5:378.3

. A. BempoB, B. B. Ilo0moneavHulil

OCOBEHHOCTU ITIOATOTOBKU AKTUBHOTO AYAUTA
MHPOPMALMOHHOM BE3OITACHOCTU ACYTII

Paccmompens npobaembvl, BosHukatoujue Ha NpeOnpuAmuY npu nocma-
HOBKe 3a0au axmubBHozo ayouma uHgopMayuoHHoU besonacHocmu abmoma-
MUSUPOBAHHBIX CUCIIEM YNpaBAeHuUs MexXHOA0UHeCKUMY Npoyeccami npu
UCN0Ab306aHUY MPAHCAAYUY OAHHBIX 6 pexcuMe peaivHo20 Bpemenu. Yxkasanbt
ocobennocmu memoouxu onpedesenus OesonacHoeo axmubHoeo ayouma ab-
MoMamusupobannsix cucmem ynpabrenus npu ux coBmecmuor pabome c
Opyeumu cucmemamu. Paccmompenst ocobennocmu onpedesenus napamen-
poB besonacnozo ayouma MHO20ypoBHeBbIX ABMOMAMUSUPOBAHHBIX CUCHIEM
ynpabaenus.

The problems that arise when setting the tasks of active audit of infor-
mation security of automated control systems for technological processes
when using data transmission in real time at the enterprise are considered.
The features of the methodology for determining the safe active audit of auto-
mated process control systems when they work together with other systems
are indicated. The features of determining the parameters of a secure audit of
multi-level APCS are considered.

KiroueBrnie ciioBa: ayanT, puckK, T/IHCl)OpMaL[VIOHHaSI CrcTeMa, aBTOMaTu31poO-
BaHHasA VIHCl)OpMaLIVIOHHaSI crcreMa TEXHOJIOTMHYECKMX ITPOIEeCCOB, YA3SBIIMOCTD

Keywords: audit, risk, information systems, automated information system of
technological processes, vulnerability

BBenenne

ITpu ayaure mHpOpManmornHoN GesonacHocTH (VIB) mHPpacTpyKTyphI
COBpeMeHHBIX ITPOVM3BOICTBEHHBIX IPEANPUSATUN CileflyeT yIUThIBaTh pac-
IIpefesieHVe IOJICHCTeM aBTOMaTM3VMPOBAaHHBIX CVCTeM yIIpaBJIeHMs TexXHO-
sormueckmmy  Tiporieccamut  (ACYTII) no pyHKOMOHAIBHBIM YPOBHSM.
AynuT aKTMBHOTO TWIIA IIPOV3BOAUTCS IIpU (DYHKIIVIOHVPOBAaHWUVI CYICTEMBI,
YTO MOXKET HeTaTMBHO IIOBJIMATh Ha CKOPOCTh Iepeadun JaHHBIX 1 paboTo-
CTIOCOOHOCTD CUCTEMHBIX KOMIIOHeHTOB. COOTBETCTBEHHO, 13-3a CIEIVIPUKNA
cpempl MccIeqoBaHMA HaOOp 3amad v Hopspok nponenyp ayowura ACYTIT
OymeT oTyuaThest OT Habopa 3aad 1 IOpsiIKa, IPVHSTOTO IIPY MCCileoBa-
HyM 6e30I1acHOCTM KOpHopaTMBHBIX MH@opMaimoHHbix cucteM (KVIC), B
Cpefie KOTOPBIX OIIVIOKYM PV TPaHCIISLMM OOIycTMEL. Kpome Toro, comgep-
XaTeJIbHas YacTb IOAOOHBIX 3ala¥ JOJDKHA BKJIIOYATh OTIEIbHOE PaccMOT-
peHve yrpos, BO3HMKAIOIIMX MO OTHOIIEHWIO K CHCTeMHBIM CepBUCaM U
TpaduKy B pexxmme mmpomssozcTeeHHOM 3KcIuIyaTarmm ACY (real-time) mpn
VHCTPYMeHTaJIbHOM IOVICKe YSI3BUMOCTel.

© Berpos V. A., [Togronenmsusi B. B., 2021
Becmuux baamutickozo gpedepasvroeo yuubepcumema um. V. Kanma.
Cep.: Dusuko-mamemamuueckue u mexrudeckue Hayku. 2021. Ne 1. C. 5 —11.
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OnpenesteHne cnenndKM MOOTOTOBKY 0€30I1aCHOT0 aKTMBHOTO ayauTa
uH@opMantoHHoV 6e3onacHocT ACYTII

V3Ha9asIbHO B COOTBETCTBUM C TIOPSIKOM PellleHs 3a1a4 ayauTa Ilepe;t
VHCTPYMEHTaJIbHBIM TIOVICKOM YSI3BMIMOCTEVI TpeDyeTcsi HpOBeCcTV KOM-
IUleKcHoe mcciteqosaHve MHPpacTpykTypsl ACYTIIL: ompenmennTs cremy-
duKy nepemaunt MHMPOPMaLY, TPOTOKOIIBI IIPOMBIIIUIEHHOTO THIIa, CII0COD
pacrpernesieHVsi TaHHBIX, CJIYKOBI, (PYHKIVOHMUPYIOIIMEe B TpaHUIIaX YPOB-
Hent ACY. Taxxe HeOOXOIMMO pacIpeesnTh CUCTEMHbIE KOMIIOHEHTBI U
aKTyaJIbHBIE IIPOTOKOJIbHBIE Cpe/Ibl II0 BBIIeIeHHBIM YPoBHsIM. OOBIUHO BBI-
TeJIAIOT CJIeAyIOIIyie YPOBH:

— yposens KVIG;

— AuCIeTYepcKuil ypoBeHb, Ha KOTOPOM COBMeIIIAIOTCsl KOMIIOHEHTHI U
IIPOTOKOJIBI IPOMBINIUIEHHOTO THiIa 1 ypoBHa KVC (cepBrcH 1 IPOTOKOIIEI
cemmyposHesovt Mozes OSI);

— YpoBeHb, Ha KOTOPOM WCIIOJIb3yeTCsl TOJIbKO KOMIIOHEHTBI U IIPOTO-
KOJIBI 0OpabOTKM ITPOMBIIIUIEHHBIX JTaHHBIX (II0JIEBOI Y POBEHb).

Hasiee HEOOXOIVMO peInTE CiIenyromye 3agaum [1; 2]:

1. Coop nHPOpMaLMY ¢ ypOBHEBBIM paslie/leHreM (MHBeHTapW3alvis).

2. I'louck ys3BUMOCTelI (ITpY pellieHMy 3TOM 3a/auy IIpefriosiaraeTcs: He
TOJILKO aHaJIN3 TPaHCIIMPyeMOoVl MHMOPMAaIII, HO ¥ aKTVBHOe BO3/IeVICTBIe
Ha Hee U ee MCTOYHMK). [Ipy 3TOM IIOVCK ySI3BMIMOCTEVI MOXKET OBITh peasin-
30BaH JlaXke B OpraHM3alMOHHON cocTassrtolent KkoMmuiekca Vb. ITponeny-
pa aKTMBHOIo cOOpa ¥ ayJuTa TeXHUYeCKOV COCTaBJIIONIeN IpeyiosiaraeT
orpezesieHue:

— OymyT v 3amep XKML IIpY Iepeade JaHHBIX;

— Oyner ym vicKaKeHMs MHMOpMAIIUN Ip Ilepefade TaHHBIX;

— OymyT 11 M3MEHSThCS HaCTPOVIKM CUCTeM Ilepefady JaHHBIX U T. 1.

3. AHarm3 yrpo3, 00HapyXeHHBIX YVS3BMMOCTEN U BBIUMCIIEHVIE PUCKOB C
IIOCTIeYOIIMM OIlperiesieH/ieM YPOBH: 3allUIIeHHOCT.

Tax xak ycmosust mposemeHms ayanura VIb Bcex yposHen MHPpacTpyK-
TYPBI IPeOIpUSATIS pa3Hble, KaK ¥ YMCIO MPOIenyp Ha pa3IMIHBIX YPOB-
max ACYTIT npegnpuaTns, ciienyeT BLIIeINTh ABe MOde/ IV ayauTa:

1) Momerns aymwTa, KOTOpasi OTHOCUTCS HEIOCPEINCTBEHHO K BepXHUM
yposHsM — Moperns KNG,

2) MofiesTb ayAuTa HVDKHUX YPOBHe (Tpy yPOBH:, Ha KOTOPBIX aKTUBHO
VICTIONIBb3YIOTCSA ITPOMBIIUTIeHHBIe IIpoToKoibl). OHa OymeT comepxXaThb HO-
IIOJIHMTEIIbHBIE 3a/1a4ll, CBI3aHHBIE C BBIUVCIIEHVEM YCIIEIITHOV peasIV3arn
HporeAyp ayAuTa v BpeMeHM ero OesornacHom peanmsanyi. Ha ocHose aHa-
JIM3a MOJIyYeHHBIX B pe3ysIbTaTe BBIUMCIIEHWUN TaHHBIX HeoOXOmMMO IIpu-
HUMAaTh pellleHre O Iiejlecoo0pasHOCTV IIpVMeHeHMsl MHCTPYyMeHTaIbHOIO
IIOMCKa YA3BMMOCTeV U OoIlpefiesieHNs Mephl X 9KCIUIyaTUpyeMOCTV Ha pac-
CcMaTpUBaeMbIX YPOBHSIX.

ITockompKy OCHOBHasI ITpo0IieMa aKTMBHOTO ayanTa B CETEBBIX CHCTEMax
peaJIbHOTO BpeMeHM CBs3aHa MMEeHHO C 3a/lepKKOVl Ilepefiauy JaHHBIX, TO
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OYEeBMIHO, UYTO YIPO3bI, KOTOPBIE CYIIECTBYIOT B CHCTeMe, He OTHOCSTCH K
TUIIMYHBEIM BugaM yrpos Vb (mepexsar maHHBIX, ITOOMeHa TaKOBBIX, pac-
KpbITHe KOHUOeHIMaIbHOM MHpopManym). OCHOBHBIMM yIpo3aMy IIpu
aKTVMBHOM ay[uTe SIBJISIOTCS MMEeHHO BO3HMKHOBEHMe He ITpefIiojiaraeMont
aJITOPUTMOM IIPOTOKOJIA 3afepXKKM IaKeTa JaHHBIX VIV IIOSBJIeHNe Heo-
IIyCTVIMBIX TIEPVMOMOB IIpepbIBaHMS TPaHCIIAINNM, KOTOpbIe IIPEISTCTBYIOT
Ilepefade JaHHEBIX B peXXnMe real-time, BBI3bIBast 1x 3ala3abIBaHVe, HEIOIY-
CTUMOe TI0 TexHOJIormdeckumM crenydukanysaM yposHs ACYTTI. ITockors-
KY BO3[IeVICTBUe aKTMBHOTO ayAuUTa IIPUBOAUT K TeM JKe pe3ysIbTaTaM, UTo U
IleJleHalIpaB/IeHHas aTaka, TO MX MOXKHO OTOXIEeCTBUTH C TOVI JIUIIb pa3HU-
1IeV1, YTO TWII YTPO3bI IIPY ayauTe 3apaHee M3BeCTeH U IO CIIOCO0y peasn3a-
v HensMeHeH. COOTBETCTBEHHO, Iepell IIpoBeleHVeM ayAuTa Tpebyercs
paccMoOTpeTh IpobsIeMbl BOSHUKHOBEHVISI PVICKOB IIpEPBIBAHNS TPaHCIISIINN
TEeXHWYECKMX TaHHBIX, KOTOpble MOTYT IIPMBECTU K IIOBPEXIEHIIO CUCTEMEI
7, COOTBETCTBEHHO, ITPEeKpPaIlleHVIO cCaMVX IIPOLIeAyp ayauTa.

Taxum oOpasom, 3Tarbl aHasm3a OyIyT BKIIOUaTh He TOJILKO BbISBIIEHIIe
YTPpO3 M ySI3BUMOCTEV, OIIpelielieHle PUCKOB, HO U IIpeaBapUTe/IbHBIN aHa-
7113 Oe30I1aCHOCTH IIPOLIeAyPEl ayauTa Ha OCHOBE allpMOPHBIX OLIEHOK Prc-
KOB BO3HMKaroulero 1ipu mcciegosanumn cucreM ACYTII HeraTMBHOIO BO3-
TIeTICTBYISL HCTPYMEHTapUsl MCCIIefoBaHMs. DTO 4BJISeTcs OTIIMUUTEITbHOM
0CODEHHOCTBIO peajT3alyyl aKTUBHOTO ayauTa B CCTeMaX peaJIbHOIO Bpe-
MeHM (pa3sHOTO THUIIA) Ha HPedIpUSITUSAX C paclpeneIeHHbBIMY (YHKIIVIO-
HaytbHbIMI YpoBHIMYU ACYTIT. CooTBeTCTBEHHO, B CIIMCOK 3a/1a4 TpedyeTcs
BHECTM IOIIOJIHWTEJIBHYIO 3aJady OIlpelelleHus 0e30IIacHOCTM IIpOLeny]p
IIOVICKa YSA3BMMOCTEV M VMHBEHTapM3alUi CUCTEMHBIX CEPBVICOB MCCIIeye-
MOV MHPPACTPYKTYPBI.

ITockompKy yTpo3a Hmpu Iporenype ayauTa ObUIa ompesesieHa KaK Bpe-
MEeHHOVI IIepMofl, 3a KOTOPBIN CMCTeMa yTpaduBaeT (PYHKIVOHAJILHOCTB,
HeoOxommMo momoOpaTh TaKylo MOIENIb pacueTa yCIIEIIHOCTU ayawTa, KO-
TOpasi OyHdeT y4mTHIBaTh CIIeHM UKy VCIIOIb3yeMBIX IITapaMeTpPOB, TO eCTb
TI03BOJIUT BBIYMCIIUTE BEPOSTHOCTb ITOSIBJIIEHMS 3a[epXKKM IIpu Ieperade
TlaHHBIX, IIepUOTI ee CyIIecTBOBaHMs M Iepuoj] IITaTHOIO (PYHKIVIOHWUPO-
BaHVISI CVICTEMEI TPV aKTMBHOM aynmTe. Takasi MOJesTb MOXKeT OBITh OCHOBa-
Ha Ha MeTOJIVIKe oITpefiesleHNs HaJleXXHOCTY (PYHKIIMOHMPOBAHMS CUICTEM.

Ilpenmornaraercs, 4TO HMepUOM, YIMUTBIBAEMBIVI B pacdeTax, OXBaTbIBaeT
BpeMs CKaHMPOBaHMS MHQPPacTpyKTypHBIX KOMIIOHEHTOB. JIo0as 3amepxka
TPaHCTIAIMY MHQPOPMAIVMIOHHBIX ITaKeTOB ITPOMBIIIUIEHHBIX ITPOTOKOJIOB
turia CAN, ModBus, HART npuBoanT K HapylIeHMIO pexknMa padoTsl real-
time 11, COOTBETCTBEHHO, Oy/IeT CUMTATHCS OTKa30M (IIOCKOJIBKY ITepeIaHHas
uH@OpMaIIM He IpUIIUIa K agpecaTy BOBpeMs B COOTBETCTBUM CO CIIeIy-
dukanmen mporokosna) [3]. Torma MHTEeHCHMBHOCTH OTKa30B OymeT TpakTo-
BaTbCs KaK MHTEHCVBHOCTD (CpefHee 4MciIo) PUKCAil 3afepKeK IIpu Ire-
penade maHHBIX B Ipollecce akTuBHOro ayauTa Vb B pexume real-time. He-
CMOTpS Ha TO YUTO yTPO3Bl 3a7iepkeK TPaHCIIAIMY Ha KaK[IOM yPOBHE TUIIO-
JIOTVMYECKN TOXKECTBEHHBL, [UITUTEIIbHOCTD 3a/1epKKM, KOTopas Oy[eT sBIIAThb-
Cs1 KPUTWUYHOV, ISl KaXXIOro ypoBHA OydeT cBost. COOTBETCTBEHHO, VIHTEH-
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CMBHOCTB OTKa3a CMCTEMBI Ilepe1avdr JaHHbIX I10 ITPOMBINUIEHHBIM IIPOTOKO-
JlaM paBHa CyMMe VIHTEHCUBHOCTeV 3a/IepKeK (PVIKCUPYeMbIX IIPY ayIuTe Ha
xaxmoM yposHe ACYTII 1 paccunTsiBaeTcs 1o ciremytorternt popmyite [6]:

A= Zn:a, , 1)

e A — VIHTEHCVIBHOCTb OTKa3a CMUCTEMBI Ilepeaavrt JaHHbIX I10 ITPOMBIIII-

JIEHHBIM ITPOTOKOJIaM; ai — VIHTEHCMBHOCTD 3a/I€p’KeK IIp1 ayIuTe.

Taxmm obpa3om, BeposITHOCTE D (t ) VICIIpaBHOVI pabOTHI B TeUeHe VH-

TepBajla BpeMeHM MPoBeAeHNs ayauTa ¢ ¢ y4eTOM MHTeHCUBHOCTI OTKa30B,
TO eCTh 3a/Iep>KeK IIpM Iepejade JTaHHBIX, OIIpefleIIseTcs TaK:

pr)=c". @

YuureBag yposHeByro cermenTanyio ACYTII, MoxHO paccumTaTh It
KaXIOTO YPOBHSI BEPOSITHOCTH VICHPaBHOV padOTBI I BBIYVCIIUTE BEPOST-
HOCTb WCIIPaBHOV PaOOTHI B II€JIOM IS CHUCTEMBI, CYMMUpPYs ITOKa3aTeIn
BCeX CYIIeCTBYIOIIMX Ha IIPOM3BOZCTBE CHCTeM, CBSI3aHHBIX C Ileperiavernt
TIaHHBEIX B peXxuMe real-time, v TakmM >ke 00pa3oM BBIUVICTIUTE CpeHee Bpe-
M3 paboTel B3aMocBsazaHHbIX cricteM ACYTIL

OnHako ¢ y4eToM CBSI3aHHOCTM yPOBHEV MHQPacTPYKTypel HeoOXomu-
MO paccMaTpuBaTh BIMAHVE (PYHKIIMOHAIA OFHO IIOACICTeMBI Ha paboTo-
crocobHOCTB OpyTuX. ITOCKOIBKY 3TO BIIVISIHME OIpefesiseTcs CeldKon
HPOMBIIUIEHHBIX IIPOTOKOJIOB U CJIY’KO, ITOKa3aTeslb BEPOSTHOCTH VCIIpaB-
HOV paboTBI MOJDKEeH OTpaXkaTh CIIeNMIUIHOCTh JAaHHBIX B3aVIMOCBSI3eM U
B3anmMosaBucuMocTert. C Ipyroil CTOPOHBI, yUWUTBIBasl TEeXHOJIOIMYECKYIO
crieluKy paccMaTpuBaeMbIX ypoBHel (Tpy HVokHUX yposHs ACYTII Tex-
HOJIOTVIYECKM CXOXM), X MOXXHO OOBEIVIHUTD B €IVHBIVI CeTMeHT. PemreHme
paccMaTpMBaTh IIOACUCTEMBI pPeaIbHOTO BpeMeHM KaK eVHBIVI CeTMeHT VTN
KaK HeCKOJIbKO B3aMIMOCBSI3aHHBIX 3aBUCUT OT CHelM@UKM paclpocTpaHe-
HVISL IPOTOKOJIBHBIX Cpef] I CMCTEMHBIX CEPBVICOB Ha CJIEAYIOIIVIX YPOBHSX
ACYTII [5]:

— yPpOBeHb OMUCIIeTYepCKOro yIIpaBJIeHs;

— ypOBeHb aBTOMaTMYeCKOT'0 yIIpaBJIeHs Vi IT0JIeBOTO YIIPaBJIe .

Vcrionb30BaHMe MPOMBIIUIEHHBIX IIPOTOKOJIOB MEXAY YPOBHEM IIVIC-
IIeT4epCKOro YIIpaBjIeHNs ¥ YpOBHeM aBTOMaTIYecKOro yIIpaBiIeHNs, YPOB-
HeM aBTOMaTW4ecKOro yIpaBpJieHMs U II0JIeBOro yIIpaBjleHNs Iofpa3yMeBa-
eT HaJIn4yie B3aVIMOCBsI3eVl MeX/Ty VX CITy>KOamut.

Hasiee He0oOXOOVIMO pacCMOTPeTh IIPOMEXYTOK BpeMeHV MeXOy ABYMs
3afepXXKaMy IIpy Ilepefjave IIaKeTOB II0 IPOMBIIUIEHHBIM ITPOTOKOJIAM.
JaHHBII TapaMeTp sBJIgeTCs IT0Ka3aTeJleM BpeMeHM YCIIEITHOV paboThI CU-
CTeMBbI IPV aKTMBHOM ayAuTe 0 IIepBOro OTKa3a (3ameprkKi), o0o3HauaeTcs
KaK «HapabOTKa Ha OTKa3 TPaHC/ISLMV OAaHHBIX PV aKTMBHOM ayawuTe W
VIHBEHTApM3allMi CEeTEBBIX cepBucoB» (H ) M paccumMThiBaeTCs IO CIIenyro-
ment popmyiie [6]:

H=—. 3)
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s kaxgoro yposHs ACY 3TOT oKasaTeslb pacCUMUThIBAeTCs OTAIIBHO.
Opmako ecimm paccMaTpwBaTh ABa HIVDKHMX YPOBHS KaK €OVHBIN CerMeHT
aBTOMATV3VIPOBAHHOV CUCTEMBI, TO M BpeMs HapaOOTKM Ha OTKa3 Oymer
eIVHBIM I JaHHOV cOOpKm ypoBHern. TakmuM o0pa3oM, MOXHO BBISICHUTB
BpeMsi YCIIeITHOV paboTHI CUCTeM ayduTa M MHCTPYMeHTapysl MHBeHTap-
3aIuu CeTeBbIX CepBMCOB Oe3 IpepbIBaHMS TPAHCISALIUY JAaHHBIX, BO3MOX-
Hble IepuoAbl BOSHUKHOBEHMS IIpo0sIeM ¢ meperadert HaHHBIX U BEpPOST-
HOCTb BO3HVMIKHOBEHUS 3TMX IPOOJIEM B IIEPMOI aKTMBHOV 3KCIUTyaTarun
IIPOMBIIIUIEHHBIX IIPOTOKOJIOB B peXXmMe real-time.

ITocKoJIBKY B COCTOSIHWMM CVICTEMBI «KaK eCTh» (as-is) mapamerp BpeMeHM
BoccTaHOB/IeHMsA H, OymeT olleHMBaThCS KakK BpeMs, KOTOpoe moTpebyeTcs
II19 BO30OHOBJIEHMST peXXnMa real-time, To, COOTBETCTBEHHO, JAaHHBIV ITapa-
MeTp He CJIeflyeT paccMaTpuBaTh KaK ITOKa3aTeslb HVBEIVPOBaHMS KaHasIa
HecaHKOyoHMposaHgHoro gocryma (HC). B manroM cirydyae BO3HMKHOBe-
Hug yrpo3 HCII, B omimyme oT mapaMeTpoB BBIYMCINTEIIBHOV MOJIEIIN PVIC-
Ka, paccMaTPMBAaETCS BCEro OfiHa yrposa (3azep)kka TPaHCIISLMN JTaHHBIX),
KOTOpasi XOPOIIIO M3BECTHA ¥ IIepeKpPbhIBAeTCs IIPOCTBIM OTKJIFOUYEHMEM WH-
crpyMenToB mccnegosanys mofacucrem ACYTIL ITpu stoMm cucrema B pe-
XuMe real-time (B cOOTBETCTBMV C MOJIEIIBIO) BO30OHOBUT CBOIO paboOTy Tak
Xe, KaK ecyiv ObI BO30OHOBJISIa CBOIO paboOTy CMCTeMa 3alllUTBL, P YCIIO-
BUV TOTO YTO OHa ObUIa OBl ITOBpeXJeHa. DTO II03BOJISET OIpeNenTh KO-
3¢ PuIIMeHT TOTOBHOCTM BO30OHOBJIEHWS TPaHCIIANNMI JaHHBIX C Tpebye-
MOVI CKOPOCTBIO VI BBISIBUTB, HACKOJIBKO 3TOT KO3(P(PUIIVIEHT COOTBETCTBYET
TOMY IIOKa3aTesIlo, KOTOPBIVI O3HavYasI OBl BO3MOXKHOCTh BO30OHOBJIEHWS pa-
OOTBI crCTeMBI 0e3 KaKmX-TIMb0o KPUTHMUIECKMX ee TIOBpeXxaeHv. TakumM 00-
pasoM, K03 PUIMEHT FOTOBHOCTM CUCTEMBI BO30OHOBWUTBH TPAHCIISIIMIO W
paboty B mestoM 0e3 KPUTIMYIECKVX ITOBPEXIEeHMN SB/IseTCsl KIII0YeBbIM II0-
Ka3aTeJIsIM B MOV PacdeToB:

K,=—1 @)
(H-Hr)
CoOTBETCTBEHHO, MOXXHO BBIYMCIIUTD TaKXe KO3 (PUIIMEHT HETOTOBHO-

CTU! Kn CUCTEMBI K BO30OHOBIIEHIIO TpaHOALIMY JaHHBIX B PEXVIMeE peallb-

w

HOT'O BpeMeH:
an = 1 - Kw * (5)

CoBMmerrieHne paboTHI cucTeM B pexxnMe real-time m pabGoTel B BUPTY-
aJIbHOM peXmMe BO3MOXHO Ha ogHoM yposHe ACY nipennpusarus. [TosTomy
Bcerna ciefgyer auddepeHIIPoBaHHO IIOAXOAUTH K BOIIPOCY OIIpeflesleHs
TOIIyCTMMOIO BpeMeHM IpepblBaHMs TPaHCIALIVM JaHHBIX ¥ KOJIMYecTBa
3afepXeK (Hy>XKHO 3HaThb TOYHO KOMIIOHEHTHBIVI COCTaB aHaJIM3MPYyeMOIo
o0opyioBaHMs, €ro XapaKTepWCTVKM, CHenudUKaIluy IIPOTOKOJIBHBIX
cpemn).

ITpu BRIABIEHMM CIIenMUKM aKTMBHOTO ayAuTa U IOpsgKa ero IIpoBe-
TleHVs IIpefiBapuTeIbHO He TpebyeTcd aHaIM3MpoBaTh MOZlelTh HapyITeIs
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" IIPUMEHSITHh TaKOBYIO IpM 00paboTKe cOOpaHHBIX HaHHBIX. DTO CyIile-
CTBEHHO obJjlerdaeT paboTy IO IIOATOTOBKE IIpoIenyp Oe30IacHOTO aKTMB-
Horo wmccienosanms nopacucreM ACYTII mpm mx HemmocpeAaCTBEHHOW 3KC-
IUIyaTalum.

BrIiBoabI

Taxmm obpasom, nepen nposenenmeM axktupHoro ayaura ACYTII, pa-
OoTaromyx Ha AVCIIETYEPCKOM, II0JIEBOM U IPYIVIX YPOBHSAX, KOMIIOHEHTHI
KOTOPBIX MCHOJIB3YIOT IIPOMBIIIIIEHHBIE IIPOTOKOJIBL, TpeOyeTcsa peInTh Pl
JIOIIOJIHUTENILHBIX 3a7a4d. IlepBoHavanbHO crrenyet pasgenuts ACY npen-
OpuATHA Ha YPOBHM, MCIIOIB3YIOIINE VI He VICIIOJIb3YIOIIVie peasTbHBIN pe-
XVMM. 3aTeM HeOOXOOMMO IIPOaHaIM3MpPOBaTh WCCIeayeMble CUCTEMBI U
oIpeneNTh CHeNM@PUKY (HOIyCTMMOCTD) IIPOBEAEHNs aKTMBHOIO ayamTa.
B mporiecce aHaIM3a HY>XXHO OIpeNeNTh BEPOSTHOCTb YCIIEITHOM PabOoTEI
CYICTEMBI IIPVI VICIIONIB30BaHMW MHCTPYMEHTapysi ayduTa (KII04eBoV Iapa-
MeTp), HOIYCTUMOe BpeMs 3alep’KKM C y9eTOM CIelV(UKaLM IPOMBIII-
JIEHHBIX IIPOTOKOJIOB, BpeMs YCIIEIIHOV paboThl ayAuTa OO BO3MOXKHOIO
IepBoro otkasa. Ilocsriemanit mapamMeTp HeoOXOIVM IUISL CO3MIAHWS CIIEI-
aJIbHOVI METOIVKM aKTMBHOTO ayAuTa, KOTopas Oy/ieT OpMeHTMpOBaThCs Ha
IOy CTVIMEBIE TIePVIOIIbl TeCTUPOBaHS B COOTBETCTBUM C TeXHOJIOTMYECKIMM
crietMuKayssMyU TTpoMBblUIeHHBIX IpoTokosioB ACYTII. B cucremax c
MATKVUM PeXVMOM real-time MyHMMaTbHBIE 3afepXXKM HomycTuMbl. [loaTo-
My cIlefiyeT IIPUMEHSTbh METOAMKY TeCTMPOBaHM: C y4eTOM BpeMeHU BOC-
CTAHOBJIEHNS CKOPOCTU TPAaHCIIAINI ITaHHBIX M PabOTBI CEpBICOB, KOTOpOe
He IOJDKHO IPEeBBIIATh IIeproIa OTCYTCTBISA MH(OPMAIIMOHHBIX IIaKeTOB B
KaHajle Ilepefaquy OaHHBIX. /111 Oojlee TOYHOTO ompermeseHNs 3TMX Iapa-
MeTpoB TpeOyeTcsl OIIpeeInTh ellle OOMH KJIIOYeBOV IapaMeTp — Koad-
puITIeHT TOTOBHOCTYI CHICTEMBI BO30OHOBUTD TPaHCIIAIINIO.
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YIOK 004.942

M. E. Caanuna

ABTOMATWM3NPOBAHHAJS OBYYAIOIITAS CUCTEMA
I1O0 N3YYEHWIO KOMITVIIEKCA PAAVMOMOHWUTOPVHT A
" AHAJINN3A CUTHAJIOB

IIpedaoxenst nymu u npuHyunsl co30aHus abmomamusupobantvix ody-
UAOWUX CUceM HA npumepe obyuanuel npozpammb. N0 USYHEHUI0 KOM-
naexca paduoOMOHUMopuHea U aHaAusa cueHarol (xaacca «Kaccandpa») 044
nodzomobku cneyuasucmob no urgopmayuonHou besonacHocmu. Iantsle
paspadomxu moeym 0bimb UCN0Ab306aHbl 00pA308armevHbIMU 0p2AHUSAYUSA-
MU U yueOHbIMU yeHmpamu, Bedyuumu nodzomobky 6 smoi obaacmu.

The article proposes ways and principles of creating automated training
systems using the example of a training program for studying a radio moni-
toring and signal analysis complex (Kassandra class) for training information
security specialists, which can be used by educational organizations and
training centers conducting training in this area.

KinroueBsie cj10Ba: oOyu4aromas crcTeMa, paaiOMOHUTOPIUHT, aHAJIU3 CUTHAJIOB,
«Kaccanmpa»

Keywords: training system, radio monitoring, signal analysis, Kassandra

B coBpemenHOM MMpe WMHMOPMAIVIOHHBIE TEXHOJIOTMW 3aTparvBaloT
MHorve cdepsl Hamrerr Xxu3HM. He oborum oHM cropoHOom 1 oOpa3oBaHe.
J1JIs TIOATOTOBKM W IIEPerIOArOTOBKM CIIeIVaJIVICTOB B obiacTu MHMOpMa-
IIVIOHHOVI 0€30ITacHOCTYM Ha4yaIvl CO3laBaTh aBTOMATM3VPOBAHHBIE oOyuaro-
e cucTeMsl. Pa3paboTKa TaKmx CHCTeM BechbMa aKTyasIbHa, TaK Kak I103BO-
jsieT oOpasoBaTe/IbHBIM OpPraHM3allMsIM U Y4eOHBIM IIeHTpaM, OCYIIeCTBIIs-
IOIIVIM TIO/ITOTOBKY, IIOBBIIIeHVEe KBaJIM(VIKAIVIV M TIeperIofiIrOTOBKY CIie-
IMaJIVICTOB TI0 3aIuTe MH(OPMAINY, ITOBBICUTH KadecTBO OOydeHWs, He
rpuberasi K VICIIOIb30BaHNMIO B y4eOHOM ITpoIlecce peaylbHOrO JTOPOTrOCTOs-
ImIero o0OpPyHOBaHMs, 3a4acTyIO VMEIOIIerocs B OpraHM3allisax B eOVHId-
HOM 5K3eMIUIsIpe.

ABTOMaTV3VpOBaHHasl OOydalolas CrcTeMa IIpeJICTaBiIsieT coOov KOM-
IUIEKC TeOPEeTUYECKOV, ITPAKTIYECKOVI 11 OPTaHM3aI[IOHHOVI COCTABIISIOIIVIX.
Ona cTpouTcss Ha OCHOBE IPOAYKTUBHOTO B3aVIMOJIEVICTBUS C II0JIb30BaTe-
JIeM IIyTeM JVaJIOTOBBIX OKOH, MeHIO (pOPM, UTO fejlaeT MHTepdevic TTOHAT-
HBIM. YJIyUIIeHMIO BOCIPUATHSA yueOHOro Marepuasia, a 3Ha4WT, W IIOBBI-
IIeHNI0 3PPEeKTVBHOCTY 00y4aeMOCT CIIOCOOCTBYIOT aHVIMALVIN U APyIye
00BeKTEl MyJIbTHMMeOMa. Takke BO3MOXKHO WCIIOJIb30BaHME BUIEOYPOKOB.
OOyuaromasi porpaMMa MOXET OLI€HVBATh YPOBEHb YCBOEHNSI MaTepuasia
II0JIb30BaTeJIeM ITyTeM IIpoBelleHMsl TecToB. Ilojb30BaTesIb IIOJIydaeT BO3-
MOYKHOCTP OIIeHWTb YPOBEHb CBOVIX 3HAaHWV M TPV HEOOXOIVMOCTY ITOBTO-
puTh Marepmas. TeM caMbIM aBTOMaTM3MpPOBaHHBIE OOYYalOIye CUCTEMBI

© Cagrmmra M. E., 2021
Becmuux basmutickoeo gpedepasvroeo yHubepcumema um. V. Kanma.
Cep.: Dusuko-mamemamuueckue u mexrudeckue Hayku. 2021. Ne 1. C. 12 —19.
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MOFyT KaK B IIOJIHOM Mepe BBIITIOJIHATDH pOHB HpenonaBaTenﬂ, TaK " 6]>ITI)
CPenCTBOM B3aVIMOCBSI3V B 00y4eHMM MeXITy II0JIb30BaTesleM IIPOrpaMMBbL 1
IpernogasareseMm [1].

ITporpaMMBbI CTPOSITCS Ha OCHOBE a[IAlITMBHBIX aJITOPUTMOB, ITO3BOJISIO-
IIVIX pealn30BaTh YAOOHYIO HaBUTAIIVIO TI0 IIpOTpaMMe U CTPYKTY pUpOBaTh
MHQOPMAIIMIO [T JIYUIIeTo ee TIOHVMaHMS U ycBoeHMs. [lomobHble arro-
PWUTMBL CTPOSTCS C Y4eTOM OCODEHHOCTeVI BOCIIPUSTHS YeJIOBEKOM MHQOP-
manyn. [Tocrte co3maHmst cxeMBI aJIrTOpUTMa OTOVpAeTCs VI CTPYKTYpUpyeTcs
HeobxoayMass MHMoOpMalMs 11 KaKIoro MyHKTa. Peaymsalinsa mpowcxo-
IWUT MOKagpoBO (II0 IyHKTaM) ¥, KakK IIpaBWIO, cjieBa HAIIpaBO W CBEPXY
BHM3. PacriosioxxeHne 371eMEHTOB B TaKOM IOPSIKe SBJIsieTcs Hambosiee op-
TaHM30BaHHBIM ¥V IIOHATHBIM.

Hioke mpuBeneHE! 271eMeHTHI MHTepderica paspaboTaHHOV 00ydJaromert
IIPOrpaMMBI II0 M3YYEeHMIO KOMIUTIEKCA PaMIOMOHUTOPIMHIA M aHaJIu3a CUT-
Hastos «Kaccangpa K6», peasimzoBaHHOV Ha OCHOBE CO3/JaHHOT'O aJIFOPUTMAa.
[aHHas mporpaMMa IpeHa3HadyeHa IS ITOTOTOBKM CIEIMAJIVICTOB IIO
KOMITBIOTEPHOVI Oe30ItacHOCTM M OaKasaBpoB IO MHQOpMaIMoHHOM Oe30-
macHocT B VIHCTUTyTe PM3MKO-MaTeMaTHIecKnX HayK ¥ MHQOPMAaIIOH-
HbIX TexHoyorut bADY vm. V. KanTa.

BJ'IEMEHTLI HpOFpaMMbI peaHT/I3OBaHBI Ha OCHOBe OHTV[MVIST/IPOB&HHBIX
aJITOPUTMOB, 00JIafaloT MOHATHBIM AMaJOrOBBIM MHTepdericoM, ymoOHO
Hapuranmen (puc. 1), obecrieunBaroT 3 deKT IPSMOro MaHMITYIIMPOBAHNS
aJIeMeHTaMM 0DOPYIOBaHNS, HaCBIIEHB! JJOIIOJIHNUTEIIBHBIMI hOopMaMi U
aHMMaIen. Bee 3Ty acrieKTsI TO3BOJISAIOT IIPOBOONTH 00yUeHMe Oosee mIpo-
IyKTVBHO.

Puc. 1. Mesnrto nnporpaMMbl

Bxitagka O630p 3HaKOMWUT IIOIB30BaTeNIsl C YCTPOVICTBOM PasIMIHBIX
Mozertert koMmiuiekca «Kaccanmpar, Mx TeXHUYECKMMI XapaKTepyCTUKaMyL 1
dyHKITMOHAIIBHBIMU CxeMaMu (puc. 2).
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Puc. 2. O630p xomrtekcos cepum «Kaccarmpa»

Bo Bkianike Texnuueckue xapaxmepucmuxiy MOXHO ITOIPOOHO y3HATh O
ITapamMeTpax KaKIOro KOMIUIEKca: pafyodacTOTHOV YacTy, Lydposoit ob-
pabotke, Macce, rabapwuTax v T.7. PYHKYUOHAALHAA CXeMA PacCKa3bIBaeT 00
yCTpoVicTBe U paboTe IporpaMMHO-aIlIIapaTHOro Komruiekca (puc. 3). ITo-
IpoOHee ero 371eMeHThI OyAyT paccMaTpWUBATECS JasIbIIIe.

06y arousan nporpanma swi

DY HRIOHANBHA

CXCMd)
B mmanasone BY panocHrHaIbl IPHHIMAIOTCS
. IMPOKOTIONOCHBIMH aHTeHHAMH (10 4-x anTer ) i o BU
aHTeHHBI KoMMYTaTOf -
e Kaeram monatotes Ha Bxozsr Al-Ad antenroro
nosM KOMMYTaTopa KOMILIEKCa.
06paboTku U
YCTPOWCTRO N KOMITIICKCOM ¥ 00paf0TKa Pe3yIIbTaToR €ro
25-6000 MI'y 6ok uncposoit |/ ay ) PabOTEI 0 CymmecTBIsIeTCH
oBpatoTiu u — K OCHOBHOMY GJI0Ky uepe3 LAN nopr. Best HadopMamms o
" PacoTe KOMTITeKea W MPHHSATETX CHIHATAX TIPEICTABTIACTCS
YeTpoiicTao. 3
6-21 Ty omeparopy B Bijie rpadiKOB, IHarpamMM, TaHopaM,
CITEKTPOTPAMM.
‘ F Ceresoit
cucTema nuTanms
ananrep

Puc. 3. ®yHKIIMOHAIBHASA CXeMa

B paspene Koncmpyxkyua HarIssmHO IIOKa3BIBAIOTCS M OMVICBIBAIOTCS BCe
OpraHbl yIIpaB/IeHUs M KOMMYTallMV PeajlbHOTO KOMIUIEKCA, YTO IIOMOTaeT
II0JIb30BaTeII0 OBICTpee 3allOMHUTH (PYyHKUVOHAIIBHOCTh Pas3IMUHBIX KHO-
IIOK, 3Ha4YeHWs VHAMKATOpPOB M T.IL. (puc. 4). 3Hag (YHKUMM OpraHOB
yIIpaBJIeHVs, II0JIb30BaTeIb CMOXET OBICTPO HPUCTYIWUTH K IIPaKTUYECKON
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pabote Ha KomIuTekce. ITpu HeoOXOAVMOCTM HMPU KIIMKe 110 KOHCTPYKIMV
OHa OTKpOeTcsi B HOBOM OKHe B OospiieM MaciuTabe. VIHdopmalims mpen-

CTaBJIeHa KpaTKO 1 sICHO, ITIO YMCJIOBBIM ME€TKaM.

Bce Opras! yIpasieHis i KOMMYTALHH OCHOBHOIO GlI0Ka KOMILICKCA PACHIOIOKEHE! Ha NEpeiHei nanen.
CHu3y KPenaTes YeThipe Pe3HHOBBIX HOKKH VIS HKCALIMH HA TOPHIOHTAILHON I0BEPXHOCTH.

8 8

Oprafsl YIPaBIcHAA H KOMMYTALHH:

pxoausie BY pazsemel (Al — A4) co cBCTOIHOIAMH-HEIHKATOPAMH NOIKII04CHIA (4 Kanaa):
Bx01 9 kI - 30 MIMy;

HHJIHKATOP CTCHCHH PA3pA/ia aKKYMYISTOpa;

pasbem ynpasiesns nepudepritasmnm yerpolicreamu (12C) - omumonansHo;

passem LAN ju1s noAKIIOYEHHA YIPABIMOWETO KOMIILIOTepa;

KHOIKH BKIIOYCHHA/BRIKIIO4CHIA nuTanus (1, 0);

PasbeM JUIA HOAK/TIOYCHHS CETEBONO aAITEpa;

HHTHKATOP NPOIECCa JAPAIKH aKKYMYIATOPa;

HITHKATOP OKOHYAHHA 3aPAIKH KKYMYIATOPa.

Db =

© o -

Puc. 4. KoHcTpyKiys

KomrrexTaryio koMIIeKca MOXXHO yBUzleTh BO BKiIajke Cocma8. 3necn
IIpefICTaB/IeHbl JIEMEHTHI KaK 0a30BOro KOMIUIEKTA, TaK ¥ PaCIIMPEHHOTO.
DJIeMeHTBI M COOTBETCTBYIOIIVE MM Ha3BaHMs BBIIEIIAIOTC (IIyTeM YBeu-
4YeHMs pasMepa VIV KUPHBIM IIpMdTOM) NPV HaBeleHUM Kypcopa, a IIo-
I poOHOe omvicCaHVe MOXXHO yBUIIETh, KJIMKHYB II0 2JIeMeHTY VJIM ero Ha3Ba-
Huro (puc. 5). Takye MaHMIyIISAIMM ¢ 0ObeKTaMM IIPOTrpaMMbI TOBOPST O

IIPOCTOTe U yA0OCTBe 00y deH Is.

P ) B Gasosuii komiuiest Kaccanpht sxouat:

* Ocnosnoii ok

e 4 » [porpasmuoe obecneuenne RadiolnspectorRT
* Anrenna ALLI-12
+ Kabens ynpasncrms LAN

* JapaHoe YCTPOHCTBO

4 K »
T BY KOMMYTATOP, fyranmiomtsix A0KyseHTOR
B0, 610K

CHIHATOB It

undponoii ofj

KTAIHH MOTYT BXOIHTE:
cieTemy mimanis, BUIOIHCH B KOPHYCE HX

1 ¢ PATHOMACTOTHRIM
TIEERaTRoM SMA - N-mina
* Vopasmouas MTIBM
+ Koupeprep npoBoHLIX AHHHT
+ MIMHTaTOp CHIHAIOR TecTombil
* KaSems-yammnmens BRCORoIacToTHRI

+ Masmmynsop ‘s’

Pric. 5. DimeMeHTHI KOMIDIEKCA VI VX OTIVICAHME
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ABTOMaTM3MpOBaHHAs OOydYaroIIasl CucTeMa IIPedOCTaBIIseT BO3MOXK-
HOCTb He TOJIBKO IOJTyYNUTh TeOPeTUYeCcKye 3HaHVsI, HO VI IIPVMEeHNUTh X Ha
npakxTuke. Tak, mporpaMMa oOydeHMs: COCTOUT W3 1Meopemuyeckol i npakmu-
Yeckou Hacmeu, a il KOMIUIEKCHOTO M3yYeHws, He Tpe6y10mero IEeVICTBUN
II0JIb30BaTeIsA, IpeCTaBiieH abmomamuueckuil pexum (puc. 6).

Teopernueckas 4acTh TMpakTHueckas 4acTh ABTOMATHYECKHIT peskum

B

Puc. 6. PexxviMer oOydenmst

B meopemuueckon uacmu mosp3oBaTeIb MOXeT IIOAPOOHO y3HAThL O PWH-
IMIax paboThl KOMIUIEKCa paAiOMOHUTOPVHTIA. B maHHOM paszerte ¢ momo-
IIbIO0 TPpadVIKM TI0CIIe0BaTeTLHO OMMCHIBAIOTCS ITPOIIECCHI, IIPOVCXOIAIEe B
PasyIMYIHBIX YacTsAX OCHOBHOro Oyioka (puc. 7). ITocie m3yueHMst MaTrepuaia
aBTOMaTW3MpOBaHHasl OOydJarollasi CicTeMa II03BOJISIET IIPOBEPUTh CTelleHb
OCBOeHVsT MHPOPMALNIL C TIOMOIIBIO TecTa. 1Ipu mcmons3oBanv obydaro-
eV IIpOrpaMMbl TPYIIION JIFOHEV MOXKHO II€HTpPaIM30BaTh TECTVIPOBaHME.
Torma maHHBIE M pe3yJIbTaThl TECTOB, KOTOPBIE BBIUMCIIAIOTCS TPOTrpaMMON
CaMOCTOSITe/IbHO, OYAyT IepedaHbl ¥ JOCTYIIHBI IIperiofiaBaTerIio.

!_i)y'l'(ll’If)H'l_tl(l'ﬂl‘l'lP KOMIDICKCA!

B (yHKIHH paIHONIPHEMHOTO YCTPOHCTBA BXOJAHT:

*BbIJIEJICHHE [10JIE3HOIO CHIHAJIA U3 BCEl COBOKYITHOCTH
DIIEKTPUYECKHUX KOHeGaHPIﬁ, BO3HHUKAIOIIUX B AaHTCHHE
BHEIITHUMH 3JIEKTPOMArHUTHBIMH HOJISIMHU;

*YCUIICHUE CUTHAJIOB H UX Hp806p330BaHl/le 110 4acToTe;
*JACTEKTHPOBAHHUE BbICOKOYACTOTHBIX CHI'HAJIOB,
‘06]38.60’1‘1(6. CHUTHAJIOB C LEJBIO MOJIABJICHUS MTOMEX.

nox unposoi |
obpacomn |\

\/—\’ Curnan
1 T
-'WWJ‘:“V"L:\IWL-’W 8

¥

WAL

Puc. 7. PynxumonmposaHye KoMIUIeKca
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[paxmuuecxas uacmy MO3BOJISIET TIOJIB30BATEIIO O3HAKOMMUTHCS C OpraHa-
MM yIIpaBJIeHVS ¥ IIOJIYYWUTH HaBBIKM 3KCIUTyaTalM ITyTeM BBITOJIHEHWS
TIOCIIeIOBATENTBHBIX 3aJIaHMI, a TaKXe CaMOCTOSITEJIFHO IIPAaKTVMKOBATHCI B
paboTte ¢ KoMIUIeKCOM. MaHUITYJISIIMM MOXKHO IIPOBOOWUTH KaK C CaMVMU
3JIeMeHTaMM, TaK 1 C "X opraHaMV[ praBHEHVIH — KHOIIKaMWU, pa3’bEEMaMVI 148
T.1. Ha pucyske 8 mokaszaHo OKHO, IIpefoCTaBIAmoNlee Iosie A1 paboThI ¢
3JIeMeHTaMM KOMIUIEKCA pPagMIOMOHWTOPYMHTIA, Te II0JIb30BaTelb MOXET Ile-
peHOCUTh U OOBeNVHATh OOBEKTHI, MAHWIIYIMPOBaTh OpraHaMwu yIIpaBiie-
HUSI OCHOBHOTO OJIOKa, B3aMMOJEVICTBOBATH C PasIMIHBIMU KaberrsMu u
pasbemamL. Bee mevicTBIS BBITIONTHAIOTCS Ha MHTYUTUBHOM YPOBHE, He Tpe-
OyIOT crienVasbHBIX 3HaHWMI ¥ HaBBIKOB. 11 ymoOcTBa MCIIONIB3YIOTCA TIO-
IIOJIHUTEJIbHbIE OKHa, B KOTOpBIX TaKXXe BBbIIIOJTHAKTCA HeKOTOpI)Ie )1617[-
CTBVIA.

Y CTAHOBHTE OCHOBHOH GII0K

==

TlosEmoTATe AaRTCHARIC KAOETH K 0CHOBAOMY Broky

Puc. 8. IlpakTudeckast 4acTb 0OydeHMs
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151 o3HaKOMIIEHVSI ¢ (PYHKIIMOHAIBHBIMM BO3MOXKHOCTSIMM IIpefjlara-
€TCS PEXMM C YKasaTeJIsIMV M BCIUIBIBAIOIIMMI OKHaMM, OTOOpaKaroIyMu-
Cs1 IpV HaBeIeHWV Ha KHOIIKY IV JIeMeHT. B cBsi3u ¢ mmpoKon (PyHKIINO-
HaJIBHOCTBIO IIPOTPAMMHOTO oODecIiedeHMsI B IIpOrpaMMe OTOOpakeHBI
Hanbosiee BaKHbIe (PYyHKIIU.

ABmomamuveckutl pexxum IPencTaBiIsieT coOOV TTOC/IenoBaTeIbHOe TIPeThb-
sIBJIeHVe MHPOPMAITMUI TT0JIH30BATEIIO, ITIOPSAAOK paboTeI ¢ KOMIDIEKCOM Oe3
ydacTus caMoro IIOJIb30BaTesId. I JIydirero IOHMMaHMS MaTrepuaa B
TTAaHHBIV PEXVM MOYKHO BKJTIOUNTH BUIE0Y POKIL.

Pasgen CnpaBxa mipemocrapisieT MH@OpPMAIMIO 00 VCIIONIB3YEeMEIX B
IIporpaMMe VMCTOYHMKaX ¥ II03BOJISIET 3arPy3UTh HEKOTOPbIe (payiIbl MCTOU-
HVKOB I[PV HaKaTUM Ha Hero.

ITooOHBIe aBTOMATH3VIPOBAHHBIE 00yYarOIIIVe CUCTEMBI B ITOJIHOM O0Bb-
eMe JIaloT II0JIb30BaTesIio IIpeficTaBjieHre O paboTe oOOpyHOBaHWMS M €ro
aKcIuTyaTalmm. K Tomy ke pasnraeble MeTOIbI KOHIIEHTPAIIMV BHYIMAHNS U
yIIpOIIEHNsT IIOHMMaHMs [IeJIaloT TaKye IIporpaMMbl aJalTVPOBaHHBIMU
o, oOyueHMe, a MPOCTOVL 1 IIOHSATHBIV MHTeP@eTIC, AMaIoroBble OKHa I103-
BOJISIOT IIPOBOAMTE O0yUeHMe Oe3 BMeIllaTeIbCTBa IIperofgaBaTesisd. []aHHbIin
crrocob oOyueHMs cunTaeTcss 000CHOBAaHHO 3(PPEKTMBHBIM U YKe MCIIOJIb3Y-
€TCS B HEKOTOPBIX YUPEXKIEHVISX.

ITpevmmytiecTsoM 1OZOOHOTO poma OOydUeHMs ABJIA€TCS BO3MOXKHOCTD
yOaJleHHOro o0ydeHMs Oe3 BMeIlaTeIbCTBa IIperofaBaTesisa. AKTyaIbHOCTb
TaKVMX O0yYaloIMX IIPOrpaMM TaKKe CBsI3aHa C BBICOKOV CTOMMOCTBIO 000-
PyOOBaHVS IJIA 3aIIUTHl MHMOPMaIyy M HeOOXOAMMOCTEIO 0OydeHms pa-
bore ¢ HUM.

OmmcaHHast BBIIIe IPOrpaMMa pealn3oBaHa B cperie paspaborkn Adobe
Flash Professional CC c mcrionp3oBanmeM si3bika ActionScript 3.0. JanHas
cperma pa3paboTKM IIpenocTaBsieT MVIPOKMI IMalla30H BO3MOXXHOCTEN IS
CO3MIaHMS TTOJOOHBIX aBTOMATV3MPOBAHHBIX PabOUMX CIUCTEM, a TaKXKe SIBJIS-
€TCS MOIIIHBIM CPEZICTBOM CO3IaHMs Pa3JINMYHBIX aHVMAIIAY VI MYJIbTVIDIV-
Kallyiil, 9TO IIOJIOKUTEIPHO CKa3bIBaeTcs Ha BOCHPUSTUN MHQOpMaumm u
CTaHOBUTCS OOJIBIIVM ITPEeMMYIIIecTBOM B 00ydeHVt. PaboTa c aHMMansMu
TaKkKe He TpeOyeT IMMPOKMX 3HAHWMV B JAHHOV O0JIaCTM M CEpPBE3HBIX 3a-
TpaT: MHOTME [ABVDKEHNMS aHVMAOWl peayM3yIoTcsl IIyTeM YCTaHOBKW
HaYaJIbHOTO VI KOHEYHOTO ITOJIOXKEeHMs, (POPMBI M APYTMX XapaKTEePUCTHUK,
Ilajlee IIporpaMMa caMa IIPOPVICOBBIBAET IIPOMEXXYTOUHBIE Ka/IPBL.

ITporpamma peanmm3oBaHa Ha si3bIKe IporpammmposBaHms ActionScript
3.0, coBMecTmMa ¢ omrepanyoHHBIMU crcteMaMmy Windows, Linux 1 macOS,
He TpeOyerT crrenmanbHOro codra, 3aammaeT 30 MbanT maMsTn.

[aHHasi aBTOMaTM3MpOBaHHAs OOydJaloIasl CHUCTeMa MOXXeT OBITb VIC-
IT0JIB30BaHa PV OCBOEHMM IVUCLMUIUINHEL « TexHudeckas 3ammTa nHpopMa-
V>, BXOOAIIEVI B y4eOHBIN IUTaH.

Crmcox uTeparyphl

1. Bempo6 M. A. TlpakTudeckoe TpvIMeHeHVe MeTOIOJIOTMM MHTEeHCUBHOTO VIH-
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A.IO. Coxapeba

PA3PABOTKA ABTOMATWV3VIPOBAHHOV OBYUYAIOIIIEN

ITPOTPAMMUBI [ IETEKTOP HEJIMHEVIHBIX ITEPEXOIOB»

AJIs1 ANCTAHIOMOHHOT'O OBYYEHWMSI CITELIMAJIMCTOB
I10 3SAIIMTE MH®OPMALINN

IIpedsosxenst nymu co30anus aBmomamu3upoBbaHHblx 00YHAIOWUX CU-
cmem 044 noBviuieHus kavecmba nodeomobku creyuaisucmob no urgopma-
YuoHHot besonacrocmu 6 OUCMAaHYUOHHOM hopMame Ha npumepe o0yuaro-
wetl npoepamml «[lemexmop HeauHenHbiX 1nepexo0ob».

The article proposes ways to create automated training systems to improve
the quality of training information security specialists in a remote format using
the example of the training program «Nonlinear transition detector».

KitroueBble (JI0Ba: aBTOMATM3MpPOBaHHAs O0ydaroIas IporpaMmMa, IIporpaMm-
HBIVI TPeHaXep, AeTeKTOp HeJIMHeTHoCTY, ITaTdpopma Adobe Animate

Keywords: automated training program, software simulator, nonlinearity detec-
tor, Adobe Animate platform

B Hacrosiiee BpeMsi 3HaUNTEILHO BBIPOC YPOBEHb BHEIPEHVIS IVICTaH-
LIVIOHHBIX OOpa3oBaTeIbHBIX TEXHOJIOIMV I IOATOTOBKM KBaJIMMUIINPO-
BaHHBIX CIIELVIVICTOB Pa3IN4YHOro npodwid. [JJaHHBIT BOIIPOC CTaJl elle
Ooslee aKTyaJIbHBIM B YCJIIOBMSIX pacIpocTpaHeHMs KOpOHaBMpyca, Korma
oOpasoBaTesTbHbIe OpTraHM3aN U yaeOHbIe IIeHTPBI (DVPM VI IIPENIPUSATIN
OKa3aJIViCh BBIHYXXIEHBI II€PEBOANTH CBOMIX COTPYIHMKOB M OOyYaroIIvXcs
Ha yHaJeHHYI0 paboTy M OMCTaHIMOHHYIO dpopMy oOyuenms. IIpm sTom
OCTPO BCTaJI BOIIPOC OOyUeHVs], ITOBBIIIEHNS KBaJIM(WKALIUM ¥ IIePeIIofro-
TOBKM CITeLMAJIVICTOB IO MHMOPMAIMOHHON 0e30I1acCHOCTM, KOTOpPhIe M3Y-
4JaloT HpOorpaMMHO-alIapaTHbIe ¥ TeJleKOMMYHMKAIIMOHHEBIe CpercTBa 3a-
muTel MHMopMany. Kpome TOro, BBICOKAsl CTOMMOCTB II€PEUVICIIEHHOTO
o0opyIoBaHMs He Bcerya II03BOJIIET OCYINECTBUTh Ha HOJDKHOM YpOBHE
o0yueHVe TPYIIIBI CIIELMaIVICTOB II0 3aIluTe MH(POPMaLuM, Tak KaK 0bo-
pyIZoBaHMe B 0oOpa3oBaTeIbHBIX OPraHM3allMSIX VUIV HNPeOIpusSTVsEX Hpef-
CTaBJIEHO MO0 B eOAMHWYIHOM 3K3eMIUIIpe, JIM00 3KCIUTyaTupyeTcs IJIS BbI-
TIOJTHEHMS APYIMX (KOHKPETHBIX) 3a/1ad.

PerrenvieM maHHOV ITpo0JIeMEI SBJIseTCS pa3paboTKa V1 IIpUMeHeHe aB-
TOMaTMU3MpOoBaHHBIX oOydaromux cucrteM (AOC) ¢ HabopoM pasIMIHBIX 3a-
Iad, TeOpeTI4IecKX MaTeprasoB, C PasHBIMI CIIOCOOaMV IIpecTaBIeHVIs
nadopMarim. Takme AOC MOryT MOIydWTh IMIMPOKOe IIpVIMeHeHVe Kak
IUIS OYHOTO, TaK VI IJIS JVICTAHIIMOHHOTO OOydYeHW:, IO3BOJISIT CaMOCTOS-
TeJIBHO OTpaboTaTh YMEHMs ¥ HaBBIKIM pabOTHI CO CpefCTBaMM 3alllUThI MH-
dopmarium. D10, HECOMHEHHO, IIOBBICUT 3P (PEKTMBHOCTb O0YUeHNS U HacT
BO3MOXKHOCTB CaMOCTOSITIIBHOV KBJIV(PUIIMPOBAHHOV IIOATOTOBKIL. B maH-
HOW CTaTbe IIPeNCTaBlIeH OOWH M3 IIOAXOHOB K pa3paborke AOC B Bume
oOydarorert IIporpaMMBI II0 M3y9eHWIO JeTeKTopa HeJTVMHEHbIX IIepexXoIoB,
VICIIOJIb3YEeMOT0 JIJIs PellleH sl psiyia 3a7ad 10 3aluTe MHQOopMaIimii.

© Coxapesa A.10., 2021
Becmuux basmuiickoeo gpedepasvroeo yHubepcumema um. M. Kanma.
Cep.: Dusuko-mamemamuueckue u mexrudeckue Hayku. 2021. Ne 1. C. 20— 25.
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Msl mpemraraeM paspabaTbiBaTh aBTOMATW3VIPOBAHHYIO OOyYaroIIyIo
CUCTeMY B BUfle IPOrPaMMHO-TeXHWYECKOT0 KOMIUIEKCa, BKJIIOYAIOIIeTro B
ce0s1 MEeTOMYeCKYIO, YueOHYIO 11 OpraHM3allIOHHYIO TIOIIePXKKy IIpoliecca
o0yueHNs, MpoBoOMMOro Ha Oase MHQOpPMaIMOHHBIX TexHosormit. Ilpu
sToM AOC BBIONHAET (PYHKIINM HE TOIIBKO JIEKTPOHHOTO yuebHMKa, 00y-
YaloIeyl MporpaMMbl, HO WM IIPOrpaMMHOIO TpeHakepa, II03BOJISIOIIETO
M3y4aTh 00OpYHOBaHMe U OTpadaTeIBaTh VMEDKEHEPHBIE, SKCIUIyaTallIOHHBIE
¥ HaBUTAIIMOHHEIE 3a/Ia49y, YTO obecIiednBaeT IOCTYIIHOe 00pa3oBaHye BbI-
COKOTO Ka4ecTBa.

INpennaraemas crpykrypa AOC comepxuT apa Or10Ka:

a) y4eOHBIVI, (POPMUPYIOIINI IPOIlecC OOyUeHMs 1 BKIIIOYAIOIIVI WH-
dopmaroHH0-00pa3oBaTesIbHbIe ¥ VCCIIelOBaTeIbCKIIe PecypChl, MaTepu-
aJIbl TeCTOBBIX 3afaHMV, OCYIIeCTBIISIONIVX KOHTPOJIb 3HaHWV, HeoOXomm-
Mble yueOHbIe MaTepalbl, BUIEOYPOKY, TECTHL;

0) mporpaMMHBIVI — IpOrpaMMHBIE CPeJICTBa, yIIpaBiIsiomye MHQPOP-
Manment ¥ 0a3aMy JaHHBIX aBTOMAaTM3VMPOBAHHOV CUCTEMBI, IO3BOJIAIIVE
aHaJIM3VMPOBaTh U OIleHMBaTh yPOBEeHb 3HaHWUII oOyJatomyxcs [1].

PaspaboTaHHasi aBTOMAaTV3MpOBaHHas oOydarolias IIporpaMMa BKIIIO-
4JaeT CIIeAyIoIIe 3JIeMEeHThI:

— y4eOHOe mocoOuie, MMelollee KaueCTBEHHBIV, YIOOHBIV MHTEpderic 1
cocrosiee 13 y4eOHBIX MaTepyaIoB M PYKOBOACTB IO 3KCIUIyaTaIUi Tex-
HIYeCKVX CPenCTB, IPeACTaBIeHHBIX B pa3INIHbIX popMax: M300pakeHNe,
TEKCT, BIJIe0, aHMMaIIs;

— TeopeTuvecKye CBeIleHVIs VI TeCTOBBIE 3afaHVs;

— PeXVM M3y4deHMs CpefcTBa 3alluThl MHPOPpMAaIIn;

— CHWCOK Hay4HOVI JINTEPaTyPHhIL.

B pexmnMe m3ydeHNS TEXHWYECKOIO CPeNCTBa IIPelCTaBJIeHBI CIIeIyIO-
1Ive MHAOPMaIs ¥ BO3SMOXHOCT:

— ommcaHMe 1 oToOpakeHVe CTPYKTYPHBIX M (PYHKIVOHAIBHBIX CXeM
TeXHIYIECKOro 000pyIoBaHMs;

— mMuUTaIs POPMIUPOBAHYS W IIPOXOXKIEHVIS CUTHAJIOB HeJIVHETHOTO
JI0OKaTopa 1 X oToOpa’keHNe Ha cxeMax;

— ommcaHMe cocTaBa, (PYHKIIUIL VI Ha3HaueHVIs OJI0KOB 11 2JIeMEHTOB;

— MHCTPYKUMW IIO HEVCIIPaBHOCTSIM OOOpYyIOBaHMS ¥ CIIOCO0aM 71X
yCTpaHeHs;

— BO3MOXXHOCTh CaMOCTOSATEIPHOIO ITOVICKa OOYYalOIIMMVICA IIPWHYVH
HeCIIPaBHOCTeV U aHaJIV3 IeVICTBUM B ITpoIiecce Mx IOVCKa;

— BO3MOXXHOCTH VICIIOJIB30BaHWVS Pa3INIHBEIX PEXVMOB OOydeHNS (aB-
TOMAaTWYeCKUVI U1 PYyUHOI);

— TexHWYecKas U CllellaIbHas JIuTepaTypa;

— BUIEOYPOKM ¥ TeCTOBBIe 3afjaHNsl C KOHTPOJIeM 3HaHWM 00y Jarommx-
e [2].

YuebHOe mmocobrie B COBOKYITHOCTM C 0OydaroIelt IIporpaMMOTl COCTaB-
JIAIOT IIPOrPaMMHBIN TpeHaXep. PexxnM paboThl JaHHOrO TpeHaXxepa aHa-
JIOTMYEeH PeXUMy paboOThl TeXHIUYIECKOTO0 00OpyHOBaHNSA W AO/DKEH BKIIIO-
4JaTh B ceDsg peXXnM 3KCIUIyaTalmy TeXHWYEeCKOTO CPeCTBa; OTOoOpakeHwe
HaBWUTALIVIOHHOVI Cpefbl, OPTaHOB yIIpaBjIeHVs, peaIbHbIX HacTPOeK TeXHU-
YeCKOI'0 CPeICTBa V1 eT0 PEryIIIPOBKI; KOHTPOJIb IEVICTBUVI 00y YarOIIer ocs.
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Hioxe mpuBenieHBI HEKOTOPBIe 37IeMeHTHI MHTepderica paspaboTaHHOM
oOydarorert IIporpaMMbl 110 M3Y4YeHWIO HeTeKTopa HeJIMHETHOCTH, VIMelo-
eVt yAOoOHYIO VI IOHSTHYIO HaBUTAIIVIO IS JIydIleTo BOCIIPYSATIS II0JIb30-
BaTesIsl PV IIOATOTOBKE WJIV IIOBBIIEeHUN KBamduKanuy B obracTy MH-
dopmanmonHon 6e3omacHOCTH [3].

I'maBHOe MeHIO HporpaMMel (puc. 1) cOmepXUT OCHOBHBIE pasesibl,
HaXOAAIIMecs Ha IT0JIb30BaTelIbCKOM 3KpaHe. [laHHasg CTPyKTypa SABJISeTCA
MaKCMMaJIbHO BOCIIPMHVIMAEMOV 1 YAOOHOI ISl pealn3aliiyl aBTOMAaTV3U-
PpoBaHHOV 00yJaroleVt IIporpaMMBl ¥ COCTOUT W3 TaKMX pasziesios, Kak «O0-
30p», «CocraB», «CTpyKTypa», «O0ydeHme». [lepBrt pasmert cogepXur oo-
30p OCHOBHBIX, HarOoJjlee OTIMYHBIX APYT OT Apyra IeTeKTOPOB HeJIHeVI-
HOCTW, VIX Ha3HadeHvVie ¥ TeXHUYecKre XxapaKTepucTuku (puc. 2). Bo BTopom
paszere, «CocraB», paccCMaTpMBaIOTCS BCe JIEMEHTBI, BXOISAIIIVE B KOMIUIEKT
vsaervs. IlpercrasiieH 0630p KaXkoro sjieMeHTa B OTAEIIBHOCTH 11 €T0 B3a-
VIMOIEVICTBIA C APYIMMYM 71eMeHTaMu. B pasperte «CTpyKTypa» HpuBeneHb
CTPYKTYpHBIe CXeMbl PaOOTEI YCTPOVICTBA ¥ HPOXOXKAEHVISI CUTHAJIa B IIPU-
Oope, KaXXIBIVI 37IEMEHT CXeMBI VIMeeT IIOApOOHOoe OmvcaHVe, BOSHIKAIOIIIee
Ipu HaBeleHnUM Ha 00beKT. Pasmern «O0y4eHve» IT03BOJIIET 03HAKOMMUTHCS C
TeopeTNYeCcKMMV CBeJIeHVSMM 110 paboTe ¢ mprOopoM 11 IPVMEeHUTH IT0JTy-
yeHHBIe 3HaHN: Ha IIpaKTHUKe.

JETEKTOP HEJIMHEMHbIX
MEPEXO/10B

()
|

OBYYEHWE

0 NPOrPAMME

BbIXOA

.“\,‘ % -»l" o

Puc. 1. OcHOBHOe OKHO 00yJaroIert IporpaMMbI

NepeHocHoi AETEXTOR HEMVHENHBIX NEPEX0A0E
«NR-9005»

NOUCKA CKPAITHO YETAHORNEHS:

TEXHHUECKME
XAPAKTEPHCTUKH

Puc. 2. Pasgern «O630p»:
a4 — HasHaueHWe ¥ PYHKIMY Iprbopa; 6 — TeXHUUYeCKIe XapaKTePUCTVIKI
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PacrionoxeHne paseioB obecliednBaeT 0OydaromeMycs I10CIeNoBaTelTb-
HBIVI IIepexor] OT 0030pa, JeTaJIbHOTO M3y4eHMs CYILeCTBYIOIINX YCTPOVICTB,
VX COCTaBa M CTPYKTYPHI K M3YUEHMIO MHKEHEPHBIX M SKCIUIyaTalIOHHBIX
3a1a4 TEXHNYECKOTO CPeICTRa.

VHdopMalms B IOIb30BaTEIHCKOM OKHE pasMeIaeTcs cJieBa Harpaso,
BCe VWUIIOCTPALIUL, CXeMBI, aHMAaIy OOBIYHO pacIIojlaraloTcs B JIEBOVI Ya-
CTV WIV B CepelyHe 3KpaHa, a TEKCT — B IIPaBOVl YacTU VIV BHU3Y, HaIlv-
caHue MpPOM3BOOUTCS HIpMdTOM Oe3 3aceuek I yHoOCTBa BOCIIPMSTISL
rioib3oBaTesieM. KHOIIKM HaBuraimm v IepeKIIo9eHs 110 yPOBHSIM OThde-
sioB «Briepen», «Hasan», «Ha rimaBHyro» HaxoIsaTcs B HVDKHEN YacTy 3KpaHa
¥ TIO3BOJIAIOT JIETKO OpueHTupoBaThca (puc. 2). Ilonb3oBaTesio mDOCTYIIHO
HpsIMO€e B3aMMOZIEVICTBIe ¢ O0BEKTaMy Ha SKpaHe M MaHWUITYJISIUN C dJIe-
MeHTaM Ipubopa, 4To 103BosIsteT Ooslee HAITISIHO 3HAKOMUTBCS C M3HEITN-
eM 0e3 ero paKTIYeCKOro HaIndvs.

OOGyuaromasi mmporpaMMma COOEpPXWT pas3IvdHble ydeOHBIe pPeXXVIMEI
(puc. 3): TeopeTvaecKmii, BUeooOydeHve, aBTOMATUYIECKIIL, PYYHON (caMo-
cTOATeNBbHBIN). TeopeTuduecknil peXXnM oOydeHMs BKITIOYaeT B cebsi y4eO-
Hble MaTepuaIbl II0 OOIIeMy Ha3HAUeHMIO HeJIMHEVHBIX JIOKATOPOB, II0
BHyTpeHHell paboTe Ipubopa, IO TeXHWYECKOV 3KCIUIyaTalliy 7 ee orpa-
HVUYEHMSIM, IO PasMeIeHNIO, XpPaHEeHVIIO U TPAHCIIOPTUPOBKE M3IeIIvs.

ABTOMATUYECKWIA PEXXUM

MyNLT yNPaBNeHHs U HHAWKaLIMA

PEXXWUMbl OBYMEHWA

PexnMel paboTel HENMHEAHOO
nokaTopa

ABTOMATHUHECKHIA BHAEOYPOK Brnioyerme nokaTopa n nposepka ero

paborocnocobHocTH

EEEN s Paora poarcpa wenwweimocT npH
a

I

OTCYTCTBMM MNKM HANKYKMK OBLEKTa NOMCKa

PYHYHOH PEXMM HCNONLI0BAHWA HENMHEHHOM
nokatopa

:

§
E

Puc. 3. Pasgern «O0yueHme»:
4 — OCHOBHBIE PeXVIMBL; 0 — pasesl aBTOMaTIUeCKOro peXmma

B pasnerie BumeooOydeHs OJIb30BaTeIIb MOXKET O3HAKOMUTBCS C BUIIEO,
B KOTOPOM JeMOHCTpUpYyeTcsi paboTa ¢ HeJIMHeNHbIM JIOKaTOpOM. ABTOMa-
TUYECKUVI PeXXVIM COCTOUT M3 PasziesioB, HallpaBJleHHBIX Ha M3ydeHmne ITyJIb-
Ta yIIpaB/IeHVs Y VHAVIKALVV JeTeKTOpa HeJIHEeVTHOCTY, PeXXMOB paboThI
yCTPOVICTBa, BKIIIOYeHVs IIprOopa 1 II0OBepKI ero paboToCIIOCOOHOCTY, CXeM
IPOXOXKAEHVISI CUTHAJIOB B IIPMOOpe 11 II0Ka3aTesIeVt yJIbTa MHAVKALN 1PV
HaJIM4ImMi M OTCYTCTBUM OObeKTa IIoMcKa (pafguoIeKTPOHHOIO 3aIllOMMHAa-
orero ycrpovictsa). CxeMa IIPOXOXJIEHMs CUTHala aHMMMPOBaHHA, YTO
II03BOJIsIeT HAIISIIIHO O3HAKOMWTHCS ¢ BHYTPEHHMM yCTPOVICTBOM IIpmbopa
 JIydllle TOHATh NPVHIINI ero paboTel. Takke B pasmesie aBTOMaTMYECKOIO
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00ydJeHIsI ITOJTh30BaTEITIO TIPeIOCTABIIAETCS BOSMOXKHOCTE CAMOCTOSTEITbHOV
paboTeI ¢ MpMGOPOM, TIOCIIe M3YYeHNIs BCeX TI0/Ipas/iesioB MOXKHO ITPOBEPUTH
IIOJTy YeHHbIe 3HaHMS Ha IIPAKTMKE C TIOMOIIBIO PYYHOTIO PeXVMa MCIIOJIb30-
BaHMs HeJIVMHEVHOro jiokaropa. ObydartoreMycs IIpeajiaraeTcs BBIIOIHUTb
IIOCJIeAOBATeIbHOCTD JEVICTBUV IS BKIIIOYeHWs IIpubopa M MPOBEPKM €ro
PpaboTOCIIOCOGHOCTH C TIOMOIIBIO IITATHOTO MMUTATOPa IOVICKa PayiodJIeK-
TPOHHBIX YyCTpoVicTB (puic. 4, a). IlpuBenmeHsI WWUIFOCTpAIM PealbHOTO
BHEIITHETO BVJIa TEXHNYECKOTO YCTPOVICTBA U BCEX €0 3JIeMEHTOB, YTO I103-
BOJISIET II0JIB30BATENII0 PeaIbHO IIPENCTaBIIATh TeXHIUECKOe CPelICTBO 1 pa-
60Ty c HVM.

BmioueHie u nposepka paboTocnocoBHOCTI MNynbT ynpaenexus u nhaukaumun NR-900EMS

1) BRMOYHTE H3ZENHE, OQHOKDATHO HAMAB KHOMKY BIMIOYEHUA, NPH 3TOM
YCTAHOBMTCA pexmM «LISTEN»

Ha MymiTy yIpOBNENta POCHONGIEHS :

= HHTOPS YOS MDRHAMBEMSO CATHANOB 2-0F H 311 IaPMOHIK COUTBETCTBENHO;
= KON BIIOHENASR/BIAIOHENIR NHITESHHA VORENIEN;

* YHKLIAOMANHER KHONKS,

- KHONKM PENYTMPOBKH YOBHR PONKOCTH CHIHANS B TO/OBHYX TENEdONEY;

- KHONKS NEPEXTIONENMA PERMMOB PABOTH;

- NEPEUHEE FPOSIEH MOLIOCTH JMIIDYIOLITD CHIHARD

- KO PEDEXTNOMEIIE TONOBNM TE:

- KO YIOIRIEHIS OCABEMSHEN YPORHA BXOIHOND CHINANS NDHESSAKOR

Puc. 4. IlynbT yripasieHus i MHAUKAITAL:
a — BKJIIOYEHMeE U IIpoBepKa paboTocriocobHocT pubopa; 6 — xapaKTepucTuKa

B nmporpamme mpuMeHSIIOTCS CpeACcTBa aHMMAIIMK M AMajoroBOIo B3au-
MOZEVICTBUSL € IIOJIb30BaTesleM. Takke IS KOHIIEHTpalyM BHMMaHUS Ha
Ppa3IMYHBIX 37leMeHTaX Ipubopa, B YaCTHOCTY ITyJIbTa YIIpaB/IeHUs VI VHIV-
Kanym (puc. 4, 0), ncnonb3yeTcs: 3pdeKT MoCBeYMBAONTMXCA MUTAIOIIVIX
PaMOK VI TIOSIBJIeHVISE TEKCTOBOVI CIIPaBKM TP HaBedeHMM Ky Pcopa MBI
Ha 3JIeMeHT cocTaBa. [Ipy HaXXaTuy Ha 3JIeMeHT OCYIIeCTBIISEeTCS IIePeXor, K
0710Ky ¢ Oosiee mompoOHOV MHMOPMaIIeVt, HasHaYeHVeM 1 (PyHKIVISIMIAL.

[11s JTydIiero BOCIIpUATHS M IIOHVMAaHNS MaTepuaia B IIporpamMMe 3a-
JIO)KeHa BO3MOXKHOCTh IIPOCMOTpa He TOJIBKO TeKCTOBBIX TeOpPeTMYecKyX
CBeIeHMVI, HO M y4eOHBIX BreoMaTepraIoB, a TakxXe MCIIO/Ib30BaHs IIPo-
IpaMMHOIO TpeHaXkepa I10 3KCIUIyaTaluy IeTeKTopa HeJIMHEHOCTI.

Bo3MOXXHOCTM aBTOMAaTM3MPOBaHHON OOydJaloIlleii MporpaMMbl peajn-
30BaHBI IIPOrPaMMHBIMU cpeficTBamu Iutatdopmbel Adobe Animate ¢ BcTpo-
€HHBIM OOBEeKTHO-OPMEeHTMPOBAHHBIM $3BIKOM IIpOrpaMMupoBaHMs Ac-
tionScript, GasupyromieMcst Ha OnbimmoTekax JavaScript. C moMoIpo BCTpo-
€HHOTO $3bIKa MOXHO 3allporpaMMMpOBaTh OOBEKT Ha BBHIIOJIHEHWe pas-
JIMYIHBIX 3a7iad II0JIb30BaTels, UTO obecriednBaeT HaIJIIIHYIO JAeMOHCTpa-
VIO PabOTEI TeXHMYECKOTO CpezcTBa, B3aVMOIIEVICTBIE IIOJIb30BaTesIs C
o0BeKTaMM Ha 3KpaHe ¥ IIOJIHOE €ro BOBJIedeHMe B ITpOLecC O0ydeHMs.
ITporpamma ob6stafaeT MOIYJIBHOV TMOKOVI CTPYKTYPOV, TIO3BOJISIIOIIEN 13-
MEHSIThb V1 [OIOJIHATE ee MH(OPMAaIIMOHHYIO COCTaBIIAIONIYIO0 M (PYHKIINO-
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HaJIbHBIE BO3MOXHOCTV, Orlaromaps deMy HIpy HeOOXOOVMMOCTV MOXKHO [I0-
CTaTOUHO OBICTPO II€pPeHACTPOUTh HMPOTrPaMMHBIV OJIOK 7 BHECTM M3MeHe-
Hs B MTHQOPMaIIIOHHBIE PECYPCHL.

HanHast oOyuvaroIriast mporpaMMa peaji3oBaHa IIPaKTUYECKU VI MOXKET
ObITh BHepeHa B y4eOHBIVI IpOIlecc IS IIOATOTOBKM CIIELMAJIVICTOB IIO
KOMIIBIOTEPHOV ¥ MHQOPMAITMOHHOV 0e30I1acHOCTM B paMKax TaKOW JIVC-
IUIUIMHEL KakK «TexHMdaeckme cpencTa 3ammTel MHMOpMarmm». [Iporpam-
Ma COBMeCTVMa C onepalioHHbIMM cucTeMamu Windows, macOS n Linux.
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SOC. HAUMHAET M ITPOUT'PBIBAET

IpoanasusupoBarst ocHoBHbie Hedocmamku u npobieMs. npomubocmosn-
HUS CUMYAYUOHHO20 YeHIMpPa MOHUMOPUH2A UHGOPMAYUOHHOU 0e30nacHo-
cmu (Security Operation Center) memodam coyuaibHoil UHKeHepUL.

The paper analyzes the main shortcomings and problems of opposition to
the methods of social engineering a situational center for monitoring informa-
tion security (Security Operation Center).

Knrouessie ciroBa: SOC, 1IeHTp MOHUTOPMHTa MHQOPMAIIMOHHOV Oe3oracHo-
cTu, MH(OPMaIVIOHHas 0e30I1aCHOCTB, COIMalIbHAs MHXKeHepUs

Keywords: SOC, information security monitoring center, information security,
social engineering

BBenenne

IIpomorrkas TeMy, 3aTpOHYTYIO B M3IAHHON paHee craTke [1], paccMmoT-
PVIM TUIIVYHYIO CUTYyarmio. EcTb IieHTp MOHMTOpMHTa HEKOV (PVHAHCOBO
opraHwmsarmm. ITpovsotiesn ciyyart BEIBOIA CPEICTB KIMEHTa. 3asBiIeHne OT
KIIMeHTa IOCTYIIWIO B CIIyXXO0y Oe3omacHocTi. HaunHaeTcs paccienosaHme.

ITar niepBBIT — 3BOHOK KJIMEHTY:

— Coo0mInTe MOXXaIyvicTa Kof, KOTOpBIVI BaM mputert gepe3 CMC.

Kimnent, 3Harommm ocHoBbI MHQOpManoHHoM OesoracHoct (VIB) B
duHaHCOBOM cdepe:

— 51 BaM coolm1aTh ITaporie (Kom) He Oyzmy.

ITar BTOpOT — ybexmeHme:

— W npaBwIbHO Heraere, MBI IIPOCTO IIPOBEPWIIV Ballly OCBEIOMJIEH-
HOCTb B 0Os1acTy 3amuThl. IlepeBoXy Bac Ha aBTOMATHYeCKOTO ITIOMOIITHKA,
4TOOBI 3aKOHUYUTH ITPOITeCC.

Kimment He cooOrman xox cobecenHUKy 110 TelledpOHY, KaK ero mHGop-
MMpOBaIM B OpolIope, BBIIAHHOV B KPEOWTHON OpraHM3aly.

ITar TpeTnit — TexHWYecKas IIOATOTOBKA 3JIOYMBIIIUIEHHMKa. Pasrosop
IIepeBOANTCS Ha aBTOOTBETUMK. MeTarumidecKuri To1oc 00Ta IO CKa3bIBaeT:

— HabGepwure B TOHOBOM pexxmme 6 1mdp Kopa, ITOIYyYEHHOTO ITOCpeN-
cteom CMC.

Tax Ha IIpaxTHKe cpabaTHBAIOT METOABI colmabHO MEKeHepun (CI).

SOCuCHn

Kak mpowcxoguT Tumm4Has 3BOJIOLVE MHGOPMAIVIOHHOW CHUCTEMBI?
EcTpb Hekas MHPPpaCTpyKTypa, KOTOpask pa3BUBAETCS, 3PeeT, IIOBLIIIAEeT yPo-
BeHb CBoeVl MH(OpMalVoHHOV Oe3omacHocTH. B pesyibTare BO3ZHMKaeT
LIEHTP MOHUTOPVHIA, KOTOPBIV 3alluIIaeT OoT Knbepyrpos. Bee mpexpacHo
pabotaet. OnHaxo...

© Crpensauxos P.B., 2021
Becmmux barmutickozo gpedepanrvroezo ynubepcumema um. Y. Kanma.
Cep.: Qusuko-mamemamuueckue u mexnuveckue nayku. 2021. Ne 1. C. 26 — 30.
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BomprmmiaCcTBO KOMaH# Vb ipropuTeTHO POKyCHUpyeTcs Ha TapreTrpo-
BaHHBIX yrpo3ax, Hanboslee aKTyaIbHBIX 171 (PMHAHCOBOIO ceKTopa. Takme
aTaky peayIM3yIOTCs C MCIIOIb30BaHMeM TeXHUYecKX MeTOHO0B, a MX JOJIs B
ob11eM uncIIie aTak cocTasiigeT He 0ostee 5 %. VIHBIMYI cloBaMM, COTPYIHUKM
SOC doxycmpyroTcs JIUIITs Ha MajIov 9acTy KubepaTaxk.

DTO CBA3aHO C Te€M, UTO TeXHMYIeCKre BeKTOPbl MHOTO ITpOIIle OTCIIeAUTh,
IIpoIlie HaCTPOUTH ClleHapuu pearvpoBaHus. K ToMmy e BBICOKOV KBasIu-
pmKaLMM CIIEIMAaIVICTOB AJIs BBISBIIEHS TAKOTO pojia aTak He TpebyeTcs.

OnHako B peayIbHOCTY OOJIBIIMHCTBO TapreTHPOBaHHBIX aTaK COUeTafoT
B cebe BEKTOPBI HeTeXHIYECKVe (COIMaIbHOM MHXEHEePUN B TOM UICIIe) U
TeXHWYeCcKIe.

ITo dpaxry CU:

— Bcerjia IeVICTByeT B 3aBVCHMOCTY OT YpoBHs 3pestoctu VIb;

— IIpeCTaBiIsieT COOOV OrPOMHOEe KOJIMYECTBO HETEXHWYECKVIX VI TeX-
HUYeCKVX BeKTOPOB aTaK U CTpaTeru;

— MOXKET SBJIATHCS COCTAaBHOV YacThIO CTpaTeruny KmubepaTaxys;

— BCerna TapreTMpoBaHa VI IIpefIioiaraeT 1iejib (OpMeHTpOoBaHa Ha Op-
raHm3aInio, KOHKPeTHOIO COTPYAHMKA U T.[1.);

— MOJXKeT VCIIOJIb30BaTh HellpelIcKa3yeMble ClIeHapUL.

Yrposa V1b MoxeT OBITH peay3oBaHa Oe3 BeKTOopa KmbepaTaku. 3a I1o-
CJIEOHUT TO, MHOTO JaHHBIX YTeKIO He II0 TeXHWYecKMM KaHasiaM. Takum
o0Opa3oM, HellpenCcKa3yeMOCThb IeVICTBUIL COIMAIbHBIX MHKeHepOB IIperio-
JjlaraeT HeBO3MOXXHOCTb IIOCTPOeHMs BeKTopa aTakiu. To ecTe KmbepaTaku ¢
npvMeHeHVeM MeTonos Cll B GOJIBIINHCTBE CBOEM SBJISIOTCS YCITEITHBIMU W
HepuamMbMu 11 SOC. KoMMepuecknM opraHmM3amnisM 3To Hambollee ode-
BUHO, IMEHHO II09TOMY B IIOC/Ie[JHee BpeMsl ITPOVICXOOWUT TaKoe COKpallle-
H1e KomrdectBa SOC. TexHMdeckne cpecTBa He IOCIEBAIOT 3a TaJJaHTaMM
COLMAJTbHBIX MHKEHEePOB, ¥ (PVIHAHCOBbIe BIIOXKeHVIS B CO3TaHMe ¥ pa3BUTHe
SOC craHOBATCSI MeHee OIpaBIaHHbBIMIA.

OmHako B MeTomax Kubepartak ¢ mcronb3oaHveM CVl MOXHO BBISBUTH
3aKOHOMEPHOCTH U IIMKIIMYHOCTD, KaK U B Jo0ovt atake Vb, koTopas 3aBu-
CUT OT HMOATOTOBKM aTaKyIoIero: passefka — cOop mHMOpMaImm — m3pile-
yeHVe MHMOPMaLMM — IIpedyIor — MaHVIIYJIAys 11 oOMaH — yOexmeHme —
oIperiesieHVIe IIeJIN.

Texaukmu conmMaIbHO VHO>KeHepun

OcuosHble (HekoTOpHBIe) TexHMKN CU:

— mepBu4Has oOpaboTka (3arpyska na@opMarium, poHoBasg oopadoTka);

— MaHMITyJOvs ¥ oOMaH (KeCTBl M MUMMKa, COMHEHVe, HaKasaHIe,
IIaHTaX, KOMIUIVIMEHTBI, IIPOTMBOpeUNs, KoleOaHs, ITOBBIIIIeHNe IIpecKa-
3yeMOCTH, OTBJIeueHIe, KOHTPOJIb OKpY KaloIlleil 0OCTaHOBKM, CJ1ab0CTh, pa-
6oTa 110 TUITy MBIIIUIEHNMs, paboTa ¢ MUKPO3KCIIpeccusIMy, pUKcaIlns u3Me-
HeHWs IOBeeHs], Hepepbarmka);

— HeVPOIMHTBUCTUIECKOe IIPOrpaMMMpoBaHMe (BO3EVICTBUE Ha BOC-
IpusiTVIE, BO3OEVICTBUE Ha y6€)1<,£[eHT/I$I, BO3[IEVICTBIE MHTOHAalMel, MeTaMO-
TeJVpoBaHie, BO3[IEVICTBIE 3BYKaMl, BO3[IEVICTBUE BepOaIbHBIMM OOpasa-
MW, «3arpy3Ka»);
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— mpemIory (MaXyHAIWM C TeJlepOHAMM, MCIIOIb30BaHMe JIMIHOCTHBIX
VIHTEpPeCOB, IIpUMeHeHIe TVaJIeKTOB);

— u3BJIeYeHVe MHGpOpPMaIM (BOJIOHTEPCTBO, TEXHVIKA «XOPOIIIEro» CIIy-
IIaTesIs, IOATacOBKa JaHHBIX, alleJUIMpOBaHe K 3r0, MUICKPEHHOCTb VI 3aMH-
TEPECOBaHHOCTb, JIeCTb, VIFHOpMpOBaHVIe, AJIKOI'OJIb, TEXHMKAa praBHHEMbIX
BOIIPOCOB);

— BMAHME (IIOCIIEIOBATEIBHBI IIePexoll, YCTYIIKM, VICKYCCTBEHHBIV
IedpVIINT, CUMITaTHS, YOIyTa 3a YCIyTy, CouyaibHoe, IOpUANYecKoe ¥ opra-
HM3alMOHHOE BJIMSHNE, ITOIAPKY, BIVISHVIE aBTOPUTETOM, IIOJIMEHa pealb-
HOCTM).

Co MHOTMMM 3 ITepeUMCIIeHHBIX TEXHNK MOXXHO OOpPOTBCS IIPEBEeHTMB-
HBIMM MepaMu. OIHAKO ecTh IIeJIbIV IUIACT aTaK, KOTOpble IEeVICTBYIOT Ha
yposHe nopcosHanms. Cpenm skcrieptos Vb cymecTByer nmckyccns Ha 3Ty
TeMY, [IO3TOMY IIpVBeNy PaKThI:

— B IIOACO3HAHUM COCped0TOUeHO OT 95 1o 99 % BBIUMCIIMTETHHOV MOIII-
HOCTU MO3Ta;

— B IIOJICO3HAHWM COCPeNOTOUEHO IPMOMM3UTETBHO 95 % KOTHUTMBHOM
IesITeJIbHOCTV;

— CO3HaHMe OrpaHNYEHHO;

— CKOPOCTB pacIIpocTpaHeHMs MMITyJIbca B co3HaHvm rmoury B 1000 pa3
MEeHBbIIIe, UeM B IIOCO3HaAHWMI;

— KOJII4IecTBO OUT mHOpMaIUM B CEKYHIy B IIOCO3HAHMM OosIbIle Ha
400 mipp;

— IIIyOwWHa ITaMATM B CO3HaHMM cocTasirsieT 10 20 ceKyHI 1 OecKOHeUHa
B IIOICO3HaHWW;

— IIOJICO3HAHMeE OIepUPYeET HACTOSAIINM BpeMEeHeM;

— 99 % petireHVTT MBI IIPVHVIMAEM IIOICO3HATEIIBHO.

Vexons m3 m3IoXeHHBIX (PaKTOB ¥ YUUTBIBasi CKOPOCTh POCTa BO3MOXK-
HOCTeVI VMCKyCCTBEHHOTO MHTEeJUIEKTa, VICIIOIb30BaHVe MaIMHHOrO o0yde-
HUS B CUCTEMaXx CJIEXXEHVIS 3a YeJIOBEKOM, M3y4eHVe KapThl ObITa UeJIoBeKa,
IIOBeJeHYEeCKMX XapaKTepT/ICTT/IK 148 KapTLI geJyioBeueCKoro CO3HaHMA B UTore,
BBICOKa BepOHTHOCTB TOI'O, 4YTO B CKOPOM 6y,[[yH_IEM CTaHeT BO3MOXHBIM «IIO-
mobpatpk KI09» K JIF00oMy destoBeKy. Ecrv mpm Bo3mevicTBUM Ha CO3HaHWMe
OHO MOXXET COIIPOTUBIISITHCS OCO3HaBaeMOMY BO3IIEVICTBUIO (IIOCTCO3HATEIIb-
HbIe IIPOIIECCH), TO IIOICO3HaHMe Oe3 COIIPOTUBIIEHVS 3allyCKaeT Iiejle3aBu-
cuMBble (IIpeficO3HAaTeIbHBIE) IIPOIIecChl. B pesyrbraTe «ys3BMMOCTV» MO3Ta
Ha MOPSAKY IIPeBBIIAIOT yS3BUMOCTH ITPOrPaMMHOTO OOecIIeueHVs.

TexHMdeckoe OCHallleHVIE COIIMAIBPHBIX MHKEHEpPOB TaKXe IIPOrpecci-
pyeT, nernas BO3MOXHBIMY, HaIIpUMep, ITOIAeIIKY MHTOHAIVI I CUHTE3VPO-
BaHVIe TeMOpa rojioca HadaIbHIMKA TPV 3BOHKE ITOYVMHEHHOMY C TIOMOIIIBIO
IIPOrPaMMHBIX CPEJICTB.

OdeBUAHO, YTO KOJIMYIECTBO YIPO3 C MCIoIb3oBaHMeM MeTonos CH B Oy-
IyIIeM TOIBKO BO3pacTeT.

ITouemy SOC npourpseisaer?

ITouemy duHaHCOBBIe CpeliCcTBa, BIIOKeHHBbIe B IIeHTPBhl MOHWUTOPVHTA,
IponagaroT?

Ucnornb3ys momertb SANS Institute, MOXXHO yBMIIETh, UTO KaKMM OBI TeX-
HIYEeCKV OCHAIleHHBIM HY ObUT IIeHTp MOHWUTOPWMHTA, Kakasl Obl KnOep3a-
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muTa HU ObUIa IIOCTpOeHa, IIpu peaslbHOM MoTvBe Red Team moxer cre-
JIaTh C 3aIUIIeHHOV MH(OpPMAaIIMell YTO YTOAHO (IIepBHIT VI BTOPOV yPOB-
HM) [2].

Ho pmaxe ¢ ygerom pocra TexHMdeckon nmogrorosku SOC He mpeacTas-
JIIeTCsl BO3MOXXHBIM (PMKCMpPOBaTh HaMepeHNs 3JI0YMBIIUIeHHNKOB. [loaTo-
My CO3[0aTb MaTpUIly II0 aTOMapHBIM TeXHMKaM TEeXHWYEeCKMX BEKTOPOB
npenaraky kKacarerpHo Cl HeBO3MOXHO [3].

XOpoI110 TIOATOTOBIEHHBIVI COUVAIBHBIN MHKeHep, IIpearionaras Haav-
4yie TPaMOTHBIX CIIEIVaJIVICTOB IeHTPOB MOHUTOPWVHIA, OymeT MaKCc/UMallb-
HO 0OXOOWTH «OIacHbIe MecTa» IJIs CBOEVI aTaKy, HUBEJIMPOBATh 3Tall coopa
nH@OpMaImm (Hesas, HarpuMep, ¢oTtorpaduio MHPOpMaIMY ¢ SKpaHa).

s SOC Gopbba ¢ 1osIb30BaTeIAMM 3aINIIIAeMOVT MHAOPMAaIVIOHHO
CTPYKTYpBI MeHsAeT Moperib. [IprdeM ocTaeTcst Bcero ABa-Tpu 3Tara A0 huK-
calMy JeVICTBUV 3JIOYMBIIUIEHHVKA. A C y4eTOM TOTO, UTO ITOJIMTUKM Oe3-
OIIaCHOCTYM TIO YMOJIYaHWIO HacTpOeHBI OoJlee IIamsiee IO OTHOIIEHWIO K
BHYTPEeHHVM COTPyAHMKaM (IOJIb30BaTesIsIM), aTaka ¢ mcrosiasszoadvem Cl1
CTAaHOBUTCS YCIIEIITHOVA.

ITpy HU3KOM 3pesIocTy CCTeMBl MH(POPMAIIVIOHHOV 0e30I1acCHOCTH, KO-
Ir7a IIpezrosaraeTcsi, YTo aTaKylommy OyIeT pealM30BbIBaTh aTaKy IIpy II0-
MOV TeXHWYECKMX BeKTOpoB, MeTonbl CV MOryT He TpeboBaThCs B IPVIH-
nyrte. YcrenHele pabOTEI KOMAH/I IIEHTeCTEPOB TOKa3bIBaeT 3TOT (PaKT.

B Gosee spesbix cucremax Vb sioymbniuieHHNKy OyneT ciioXHee BbI-
CTpauBaTh CTpaTeIVIo aTak, TO eCTh IIPOVICXOAUT yAOpoKaHMe peaIi3aliim
aTaKw, VCIIOJIb3YIOIIeVl TeXHUecKne BeKTOphL. B maHHOM ciTydae mmpuMeHe-
Hue Metopos Cl cymiecTBeHHO yHpocTWUT peaymsainio. CTOUT OTMETUTS,
uTO B CiIydae npumeHeHns CVl mponcxoauT geaHOHMMM3aUVs M PUCK pac-
KpBITHS (PU3MUIECKOV JIMYHOCTY 3JI0yMBIIIUIEHHMKA BO3pacTaeT. B 3aBucu-
MocTM OT Hermm (puHaHCOBas, MIMMOHAX, HecTaOwm3alus paboTsl, MIpo-
MBIIIJIeHHAs aBapyisl) MeHSeTCs VI PUCK 310y MBIITUIeHHVIKA.

Kaxk >xe fgericTBoBaTh IIpyt HETeXHMYECKNX BeKTOpax aTak?

IMepBuuHbIT BeKTOpP (BBIABIIEHVE ATAKYIOIIETO) IIpedIionaraeT MHPoOp-
MUPOBAaHHOCTb COTPYIHVKOB. BTOpWYHEIN (BBIsIBIIEHMe aTaKyeMOro) IIpef-
IoJIaraeT aHaJIM3 Pas3yIM4HbIX coObITvI TexHudecknx cucrem (UAM, DLP,
UBA, TBA, EDR, MDM, Threat hunting).

bopsba ¢ CU

B 2017 r. B Poccunt mpom3onuIo 3HaKoBoe coOBITHE, HAa KOTOPOe MaIo KTO
obpatwt BauManue: bank Poccmm coBmectHO ¢ MuHMcTepcTBoM 00pasosa-
HUSL yTBEPIAWI «JOPOXKHYIO KapTy» ITOBBIIIIEHMsI (PVHAHCOBOVI TPAMOTHOCTM
HaceJIeHVISI CTpaHbl B 001acTy MHAOpMaIMoHHON Oe3omacHocTn. Kak moka-
3bIBaeT MpaKTVKa yTeueK MHpoOpManmy, Kpax (PUHAHCOBBIX CPeNCTB, Ca-
MBIM CJIa0BIM 3BEHOM B eI 3alllThI VIHCpOpMaL[VIVI SABJIAETCA 4YeJIOBEeK.
" O6yanB MeTOoOMKaM OETEKTMPOBaHVISI MCIIOJIb30BaHMS 3JIOYyMBIIJIEHHVI-
xamu CVl HeoOXOOMMO CO IITKOJIBHOVI CKaMBbIA.

OnHako HapsAy C IOBBIIIEHMEM rpaMOTHOCTM B Bompocax Vb ckauko-
00pa3sHO pacTeT KOJIMYECTBO aTaK Ha KpeOUTHbIe OpraHV3aliii C VICIIOJIB30-
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BarmeM CVI. He crouT monarats, 4TO ITapajUIeIbHO CO3MAIOTCS M Pa3BUBaET-
Cd aHaJIOTMTYHbIE ITTKOJIBL 3J'IOyMI>IIHJ'IeHHVIKOB, HO MeTOIbI 11 CI_[eHapT/IVI pea-
JIM3aluM aTaK CTAHOBSITCS BCe M3OIIPeHHee.

MHorme KpenuTHble opraHv3sarymy, nMmes cobcrsennsii SOC, paspaba-
ThIBAIOT HpOFpaMMEI ITIOBBIIIIEH WA KBaHV[Cl:)V[KaLU/IVI COprHHT/IKOB, HaHpaB-
JIEHHBIE B TOM 4McIe Ha OOpbOy ¢ cOIMaIbHBIMM MHKeHepaMy KOMaH]T 3710-
YMBIIUIEHHVKOB. B HEKOTOpBIX OopraHmsalysax IPOBOAATCS TPEHUPOBKU 110
1esiepoMy aHTHUMIIMHTY. HO maxe B yCJIOBMAX OCBeIOMJIEHHOCTV COTPYA-
HVKOB, 110 cTaTucTHKe, OT 10 % (UITMHIOBBIX aTaK SBJISIOTCS YCIEITHBIMU
IIPV TPaMOTHOM IIPeIOCTaBIIeHMM MHPOPMAITAL.

Konmermio Zero Trust B oTHOIIEHWY COTPYJHUKOB 3amuaemornt SOC
MHPOPMAITMOHHOM MHAPaCTPYKTYPHl TPYOHO pean30BaTh Ha MPaKTUKE.
A Takovt crioco0 3aIuThl, KaK HellpepblBHas BepudmKalsi-ayTeHTndmKa-
VIS TIOJIB30BaTeJIeV], CJIVIIIKOM IOPOT B peaym3army. OcTarbHbIe METOIIHI 3a-
mutel SOC OyayT, K coXXajleHMIo, JaBaTh COOVI PV CTOJIKHOBEHMUM C METO-
ZIaMVI COITMAITBHO M KEHEPUL.
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OCOBEHHOCTW ObPA3OBAHWMI IIDMVH B KITABMIATYPE
KOMIIBIOTEPA C TOUKW 3PEHVA OBECITEYEHW
MHO®OPMAIIMOHHOM BE3OITACHOCTHA

Ipoanarusupobarvl BosmoxrHocmu 0bpasobanusa 6 KOMNbIOMeEPHbLIX KAA-
Buamypax c unmepdpericom ps/2 NOBOUHBIX IAEKMPOMALHUTHBIX USAYHEHUT]
u HABo0OK, CNOCOBHBLX NPpUBOOUNTL K UHPOPMAYUOHHBIM YmeukaM. Y cmarnob-
Aenbl 3aBucumocmu pusuveckux napamempo8 IIDMUH om koncmpyxmub-
HbIX 0cobenHocmeil ucnoabsyemoeo odopyoobanus. Ipoanarusupobars 603-
MOJKHblE KAHAAbL HECAHKYUOHUPOBAHHO20 CoeMa UHGOpMayuu nocpedcmbom
ucnoavzoBanus IIDMUH. Cgopmupobarv pexomendayuu no 6e3onacHomy
ucnoav3oBanuto krabuamyp ps/2 6 ungopmayUoOHHbIX CUCEMAX.

The paper analyzes the possibilities of the formation of spurious electro-
magnetic radiation and interference in computer keyboards with the ps/2 in-
terface, which can lead to information leaks. The dependences of the physical
parameters of the PEMIN on the design features of the equipment used are es-
tablished. Possible channels of unauthorized information retrieval, through
the use of TEMPEST, are analyzed. Recommendations for the safe use of ps/2
keyboards in information systems are formed.

KitroueBsle c10Ba: Ki1aBuaTypa, nHTepderic, [IDMIH, nadopmaroHHas 6e3o0-
IIaCHOCTb, KaHaJI yTeYKW

Keywords: keyboard, interface, TEMPEST, Information Security, leak channel

Kak wmsBecTHO, KiIaBMaTypa SBJISeTCS HEOTheMJIEMOVI YacThIO IIePCO-
HastbHOTo KoMmbioTepa (1K), obecrieunBarortiert BBox, TeKCTOBOV MHPOpPMa-
OV M MHOTVe ApyTie ollepaumy, K KOTOPBIM B 9aCTHOCTVI OTHOCWTCS IIa-
poJibHast ayTeHTUMKAIIVS, CO3IaHVe JOKYMEHTOB, COIeprKalllX CBeIeH s
KOH(WIEHIINaIBHOIO XapaKTepa, U T.II. B pesysbTaTe C TOUKM 3peHMs II0-
TeHIMaJIBHBIX YIPO3 II0 yTeuKe MHQOPMaLMV JaHHOe YCTPOVICTBO MOXKHO
paccMmaTpuBaTh Kak KpuTndeckoe 3geHo I1K, o yem cBumeTenscTByeT mmpo-
KOe pacIpocTpaHeHle KIaB/aTyPHBIX IlepexBaTanKoB [1].

[ocTaBKa nepexsadeHHOV MHAOPMAIUI B OCHOBHOM IIPOVCXOIUT ABY-
Md IOyTSMM: Ilepefadell JaHHBIX depe3 TeJleKOMMYHWKaIIVOHHbBIE KaHasIbl
CBSI3U U Uepe3 OoTUyXpaeMmble HocuTem mH@opMarnum (USB-nakommren,
KOMITaKT-AVCKN 1 T.1.). HecaHkmyoHmpoBaHHOe (PYHKIMOHMpOBaHMe KJla-
BUATYPHBIX IIepeXBaTUMKOB MOXET OBITh YCIIEIITHO OJIOKMPOBaHO 3a CUEeT
colrmrozteHst obIIMX TpeboBaHMI KOMIIBIOTEPHOV 0€30I1acCHOCTI ¥ HEKOTO-
PpBIX peXnMHBIX Mep. OmHAKO yKa3aHHBIE MepPBI 3alllUThl He yCTPaHSIOT Ka-
HaJI yTeUKW, peayVM3yeMBIVl depe3 IOOOUYHbIe 3JIeKTPOMAarHUTHEIE M3JIyde-
Hus 1 HaBouku (mastee — [IDMIMH) [1—3]. B paborax [2; 3], B wacTHOCTH,
IpuBoAsTcs pe3ysbrarel n3meperuit [IDMIH xiaBuatype! ps/2 B mmpo-
KOV TI0JIOCe YacTOT Ha PacCTOSHUM 110 HeCKOJIbKVX MeTpoB. IToHoIeHHbI

© INepcnuxun A. A, TTepcruknna H. B., lmtesas C.I'., 2021
Becmuux baimuticxoeo gpedeparvroeo yuubepcumema um. V. Kanma.
Cep.: Qusuko-mamemamuueckue u mexnuvecxkue Hayxu. 2021. Ne 1. C. 31 —-37.
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aHaJIM3 NpyayH Bo3HUKHOBeH [ISMIIH B ymoMSHYyTBIX paboTax, OmHaKo,
He BBIOJTHUICSA JTMOO CIOeIaHBl BBIBOABI O HaIMYNMM BBICIIVX FAapMOHWVK B
nobouHoM curHae [4; 5].

B maHHOVI cTaThe IIpercTaBIIeH aHaINU3 IPUYWH U XapaKTepHBIX 0COOEeH-
HOCTeV1 00pa3oBaHMsl BO3MOXXHOIO KaHala yreukyu 1o ITOMVH misa xiasua-
Typ ¢ uHTepdericoM ps/ 2.

W3 mamHBIX, TpuBOAMMBIX B [2; 3], CjlemyeT, 4To IIMpMHA CIIEKTpa
IIDMIH moxet cocTasiiTh 10 AecsatkoB MI't. MakcumanbsHOM I ps/2
MOXXHO CYMTATh YacTOTy MMITyJIbCOB cHMHXpoHM3auvm (=13 xI') [6]. Takum
oOpa3oM, TIpreM CHUTrHajIa Ha COTOVI U BBIIIe TapMOHMKaX MaJIOBEpOsITEH, U
U1 OOBSICHEHMS IIpollecca HEOOXOOMMO VCKaTh Hpyrvie (u3mMdecKue Vc-
TouHMKYM 0Opasosarms [IDMIVH.

CxemoTexHVYecK MHTepderic ps/2 IOCTPOeH II0 CXeMe C OTKPBITBIM
KOJUIEKTOPOM, UTO SBJISIETCS IIPOCTBIM M 3(PPEKTVBHBIM pelleHneM, II0-
CKOJIBKY B 9TOM CJIy4ae OOVH IIPOBOJ, VICIIONIb3yeTcs KaK AJIA IIprieMa, TaK 1
w1 nepemaun MHMopManyy. COOTBETCTBEHHO, B JIMHUM CBA3U Ps/2 vmMe-
IOTCSI TOJIBKO IBa MH(OPMAIVIOHHBIX IIPOBOAa, 00ecrieunBaromX CUHXPO-
Huzaumo (clock) n nepemauy manneix (data) (puc. 1). B crygae mpoxoxe-
HVSL CUTHAJIOB OT KJIaBMATYPbl K KOMITBIOTEPY OHM TPAHCIMPYIOTCA IIO JIN-
HUM C BOJIHOBBIM coIrpoTusiieHveM ~120 OM Ha HpMeMHMK C BXOIHBIM CO-
IIPOTUBIIEHVEM B ITecsITKM KOM.

KOHTpONnnep Ha M&TEPHHCKOI?I nnarte kabenes KnaBuaTtypa unuv Mbillb
+5Y
“
T /s
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Puc. 1. IlpuHnmmnmarneHas cxeMa nHTepderica ps/2

Ws3BecTHO, YTO IpM Ilepeade MMIIYILCHOTO CUTHAJIA IO JIMHWI CBSI3U C
Harpys3KOVi, IIPeBOCXOIAIIIEN IO BeJINUIHEe 3KBIBaJIeHTHOE BOJTHOBOE COIIPO-
TUBJIEHVE, MOXeT HaOJIIofaThCs IIePeXOIHOVI IIPOIlecC B BUJIE BBICOKOYA-
CTOTHOT'O 3aTyXaloIIero IIepUOAMYIecKoro KojlebaHms («3BOHa»), B 0OIIeM
CJIydae ONVICBIBA€MOTO BBIpaXKeHVIeM

S(t) = b(t)e>" ", 1)

raoe f — JacToTa KosjieOaHWIL; @@ — IIOCTOSTHHAsS 3aTyXaHus.
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W

O BO3MOXHOCTV IIOSIBJIEHVIS YKa3aHHOTO 3(pdeKTa, xapaKTepmn3yeMoro
BbIpakeHMeM (1) IIpy IPOXOXIEHNI MMITYJIbCHOTO CUTHAJIA B JIMHWN CBS3V,
yroMuHaeTcs B pabore [7], Toe paccMoTpeH nHTepderic RS-232.

1 MopienMpoBaHs ITePexXOIHBIX IIPOIeccoB, KOTOPble MOTYT BO3HMK-
HYTh B JIMHUM KIaBUATypbL ps/2 (puc. 2), BOCIIOIb3yeMcsl IIPOrpaMMONL CXe-
MOTexHI4IecKoro Momemmposaaus Micro-Cap 8 [8]. B xauecTBe mMcxomHBIX
IaHHBIX VICIIOIBb3yeM IapaMeTphl peaIbHOro Kabesls KilaBMaTYphI C MIHTep-
devicom ps/2 ¥ MaTepWHCKOV IUIATHL BOJIHOBOE CONPOTMBIIEHVE JIMHUN
120 Om; dusmaeckast mmHa avHVM 1,3 M; conpoTusiieHne Harpysku 10 KOu.

Bowcroamy - cn
TS ] YR A Dl A ~TL\Ad-1 ¥H(=ap T Y

“3BOH»

"—0

Puc. 2. Pe3ysibTaTbl KOMIBIOTEPHOI'O MOIEIMPOBAHS [IePeXOQHBIX IIPOLIeCCOB
B KabeJTe KJTaBUaTypEI Ps/ 2

Kaxk rioxasbiBaeT Moze/IbHOE IIpeJiCcTaB/IeHle, YacToTa IIepexOJHOro IIpo-
Irecca («3BOHa») B OCHOBHOM 3aBUCUT OT (PM3MYECKOVI [UIVIHBI JIVMHUW CBSI3V,
a aMIUIUTy[a — OT COIPOTWBIIEHWV IIOTePh JIMHUN ¥ BHYTPeHHEero COIpo-
TUBJIEHNS WMICTOYHMKA, UTO COITIACYETCSI C BBIIIOJTHEHHBIM HaMU SKCIIepu-
MeHTaJIbHBIMI M3MEePEeHUSIMI.

ITpu HemocpeACTBEHHBIX M3MEPEHUSX CUTHajla C KJIaBMaTypPhl «3BOH»
OBUI BBEIpa’keH 3HAUMTEIBHO Cj1alee JO0 He PUKCMpOBaIICS BOBCE. DTO CBS-
3aHO ¢ HajIm4yeM OJIOKMpyIolero KougeHcaTopa eMkocTsio 300 nd (puc. 3),
PACIIOIOXEHHOrO Ha MaTepUHCKOV IUTaTe VI HeIIOCPeICTBEHHO TTOIK/II0UeH-
HOTO K JIMHUM JaHHBIX pa3beMa ps/2, a Takke MaJIbIMI 3HAUEHVSIMI TOKOB
B JITHUL.

Harmume Gioxmpyroliero KoHeHcaTopa He SBIISETCS 00sI3aTeNIbHBIM,
IIOCKOJIBKY ¥ He BXOOWT B clienmdukarimo mHrepderica ps/2. [JaHHBII
3JIeEMEHT IIpeCTaBIIgeT COOOVI TOIOIHUTEIBHYI0 KOHCTPYKTUBHYIO OIIIINIO,
BBEIEHHYIO IIPOM3BOAMTEIeM 000PYIOBAHI C IeJIBIO YIIyUIleHs 9J1eKTPOo-
MarHWTHOVI COBMECTUMOCTM m3ztesivs [9].

TTomumo curxama IIDMUWH, BhI3BAaHHOTO HECOTJIAaCOBAHHOCTHIO BOJIHO-
BOT'O COIPOTMBJIEHVS JIMHUY Y Harpy3Ku IIpu Ilepefade MHPOPMaLMIOHHO-
TO CUTHaJIa, B JIVHVSIX CBA3M KJIaBMATYpP PS/2 IIOCTOSIHHO IPVCYTCTBYET CUT-
HaJl B BUJle BCIUIeCKOB ¢ amrummTyzron 10 50 MB 11 gacTroTom ciiegoBaHms B fe-
carkm K11 (puc. 4).
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Puc. 4. Berutecku curHasla, BO3HUKaroIe B Kabeste ps/2

YKasaHHBIE aHOMa/INVI IIPEJICTABIISIOT COOOVI IIepexXOHBIN MpoIiecc, 00-
Ppa3oBaHHBIN 3a CUeT eMKOCTHOVI CBSI3M MeXOy MHQOPMaIIOHHBIM IIPOBO-
IIOM, IIPOBOAHVKAMM ITUTaHMS ¥ 3KpaHOM Kabest ps/2. Ero mcrounmkom
SBJISIIOTCSL HeOT(PWIIBTPOBAHHEIE ITOMEXY, IIPOCavulBaIOIIVecs 13 VIMITYJIbC-
Horo 0JI0Ka NUTaHVA KOMIIBIOTEPa C YaCTOTON IIpeobpa3oBaHs MHBEPTOpa
(50—100 I'mm). Pe3ymnpraTel MopempoBaHMs JAHHOTO IIpoIiecca IIpercTaB-
JleHBI Ha pucyHKe 5. CurHasI B Touke 1 mMUTHpyeT HeOTMWIBTPOBaHHBIE
VIMITYJIbCHBIE «BCIUIECKV» B IIMHe NuTaHys, a KougeHcaTop Cl cayxur aHa-
JIOTOM €MKOCTHOVI CBS3VI MEXY ITPOBOIHVMKOM NWTaHWSA (3KpaHOM) M WMH-
popMalVOHHBIM IPOBOIOM KabeJist ps/ 2.
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Puc. 5. Pe3yrbTaThl MOZIe/IMPOBaHMS IIpoLiecca 00pa3oBaHs
HasereHHbIX [IDMVH B smeMmM cBsi3u nHTEpdevica ps/2

Kak 11 B mpenpinyIem cirydae, 9acToTa IEPeXOAHBIX IIPOIIECCOB OIIpesie-
sisieTcs pU3MIecKovt IIMHOV JIMHWM CBI3U M cocTapisieT gecarku MI'tr. He-
CMOTps Ha TO 4TO HaBefgeHHBIN curHasi IIDMIVIH nmeeT xapakTep niepmonam-
YeCKMX BCIUIECKOB, OH MOXKET CIIYXKUTh HeCYIIeV COCTaBJIAIoIIer] KaHasla
YTEeUKM, IIOCKOJIBKY (POpMMpYeTCs KOAOBOTI ITOC/IeN0BATeIFHOCTHIO C KJIaBU-
aTyphblL.

TakmmM 06pasoM, MOXHO cIeslaTh BBIBOI O IOTEHIVAIBHOV YSI3BUMOCTH
nHTepderica ps/2 ¢ Touku 3peHms obpasosarms [IDMIH. ITpuuem B ero
criermduKaMy He IIPeIyCcMOTPeHbl MephI 110 mX Onokmposke. Obpasosa-
Hle TOOOYHOTO M3JTydeHMs 3aBVICUT B OCHOBHOM OT TOTO, VICIIOIb30BaH JIN
IIpOM3BOANTEIIEM 00OPyIOBaHMs OIIOKMPYIOMMI KOHIEHCAaTOP, I OT TEXHO-
JIOTMM, TI0 KOTOPOWI co3jaH KoHTposwtep KiasuaTypsl (TTJI v KMOIT).

Kax mpaswsio, B Momesix MHQOPMAIIMOHHBIX YTP03 KaHAJI YTEUYKM II0
IIOSMIWH nHe cunTaeTcs aKTyaJIbHBIM, IIOCKOJIBKY CTOMMOCTB 000PYIOBaHNS
IUIS OpraHM3alMy epexsara (IMPOKOIIOJIOCHBIE IIPUEMHMKM C IIpeodpaso-
BaHeM Dypbe) OUeHb BeJIMKa, YTO [ejlaeT ero He[OCTYITHBIM I IIOTeHIIV-
aspHOro HapyimTeda. OFHAKO BEPOATHOCTb YTeUKM MHQOpManuu depes
YKa3aHHBIV TeXHUYECKWUI KaHaJl sBJIsIeTCsI BIIOJIHE peaJIbHOVL. 3a IIociIeIHue
10 tet, B ocoberHOCTM C paseuTmeM TexHomormm SDR (Software-defined
radio), 1leHBI Ha JaHHOe OOOpymoBaHMe (aKTUUECKN «OOBaIIVIIVICE» IO
ypoBHsI oKosio 50 IO 3a HpMEMHMK C YIPaBJIAOMMM ¥ aHAIMTUIeCKUM
nporpaMMHBIM obectiegervieM [10; 11]. [Tpudem 31O cooTBeTcTBYyeT Hambo-
Jlee TpygHOMY ciydas — IepexsaTy no IIDMVIH m3o0Opaxenns Ha MOHU-
Tope (IpVMep OpraHM3ally YKa3aHHOIO KaHala yTeUKM C VCIIOIb30BaHVeM
SDR-TexHosorum [12]).
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Ha ocHOBaHUM BBIIIEN3JIOKEHHOIO MOXHO 3aKJIIOYNTh, YTO IIpu dop-
MUPOBAHWUVI MOTIeJIeV YTPO3 BHOBB CO3aBaeMbIX MH(MOPMAIIOHHBIX CHICTEM
CIIeyeT yAeISATh CyllecTBeHHOe BHIMaHe deTaIbHOV IIpopaboTKe pasmera
TEXHIYECKMX KAaHAIOB YTeYKMU. B yXe (PYHKIMOHMPYIOIINX MHQPOPMAILM-
OHHBIX CHCTEMaXx C I1eJIbIO IIOBBIIIEHVS CTeIleHN VX 3allVIIeHHOCTI PeKo-
MeHJTyeTCsI OTKa3aThCs OT WCIIOJIB30BAHNS B KauecTBe YCTPOVICTB BBOZA KiIa-
BUATYp C MHTepdericoM ps/2.

Abmoprt baa200apsam eocydapcmberroe abmonomHoe yupexoenue Karununepadckoi 06-
aacmu «Karununepadckuil eocydapcmBentuiil HayuHo-uccaedoBamensckutl yenmp ungop-
MAYUOHHOU U TMexHuUeckoll 0e30nacHocmu» 3a npedocmabieHHylo aibmepHamubnyio usme-
PUMEABHYIO NA0WA0KY U KOHIMPOABHO-USMepumeavioe 0bopydoBate.
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A. B. Koaectuko8, C.b. PymoBckasn
9. B. Acunckuii, P. B. [Ilembaney,

MHTEJUJIEKTYAJIU3ALIVISL
OITEPATUBHO-TEXHOJIOTMYECKOTI'O YITIPABJIEHWUSI
PETVIOHAJIBHOVI DJIEKTPOSHEPTETMIKOV METOIAMM
KOTHUTUBHbBIX IMBPUIHBIX MHTEJUIEKTYAJIBHBIX CUCTEM
Yacts 2

Uccaedobanus unmensexmyasvroeo ynpabaenusa 6 ounamuneckoil cpede
u pabomyi onepamopa BuiaBuAl cepbesHble OMAUYUL MEHMAALHO20 00pa3 00-
exma onepamuBHo-mexHoA02UUeCkoe0 Ynpabaenus om eeo omodpaxenus 6
aBmomamusupoBaHHbIX CUCTEMAX, UCTIOAb3YEMbIX ONepamopoM, 4mo Mmeua-
em emy pabomams u Guinoansams deicmbus 6 yme, cnocobcmbyem Bo3HUKHO-
Benuto owinubox unmepnpemayuu oannvix. Obpabonka pasHopooHoil uHpop-
MAYUYU 102UKO-CUMBONBHBIMU MEO0AMU USYHeHA U Pe3yAbIambl UiUpoko
npumensiomea Ha npaxkmuxe. OOHaKo Bonpocsi UMEHHO NpaBocMOpoHHUX,
Bu3yasvHo-00pasHblX paccyxOenuii onepamopa, obecheuubatouux UHMyU-
muBHoe npuxAmMUe peuieHuil Ha 0cHoBe deMoHcmpupyemozo 0bpasa npobaem-
HOU cumyayuu u npediaeaeMulx 6apuannol ee NOHUMAHUSA, OCMAIONICA He-
usyuenHvIMu. B Oannon pabome npedcmabaenv pesyavmamot uccaedobanus
cybwexma onepamubro-mexHo0eutecko2o ynpabienus 6 peeuoHaibHOu IHep-
eocucmemsl, 0cobeHHOCIMeTl e20 pabombl, MblULAEHUA U OKpYxKarujei eeo oei-
cmbumenvHocmu.

Studies of intelligent control in a dynamic environment and the work of
an operator have revealed serious differences between the mental image of an
operational and technological control object and its display in automated sys-
tems used by the operator, which prevents him from working and performing
actions in his mind, and contributes to the occurrence of data interpretation
errors. The processing of heterogeneous information by logical-symbolic meth-
ods has been studied and the results are widely used in practice. However, the
questions of the right-handed, visual-figurative reasoning of the operator re-
main unexplored. Such reasoning provides intuitive decision-making based on
the demonstrated image of the problem situation and the proposed options for
understanding it,. This paper presents the results of the study of the subject of
operational and technological management in the regional power system, the
features of his work, thinking and his surrounding reality.

KrroueBrnie cjioBa: VIHTeJUIEeKTYaJIbHasd 3JIEKTpOSHepreTmiyeckasd cmucremMa, Cy6"b-
€KT yIIpaBJIEHVIA, MBIIIUIEHVE OllepaTopa, A3bIK OTHOIIIEHU U CBs3€ell orieparopa

Keywords: intelligent power system, the subject of control, the thinking of the
operator, the language of relations and connections of the operator

© Kosecuukos A.B., Pymosckas C.B., flcunckmin 2. B., [lempsiner P.B., 2021
Becmuux baimuticxoeo gpedepasvroeo yuubepcumema um. V. Kanma.
Cep.: usuko-mamemamudeckue u mexrudeckue nayku. 2021. Ne 1. C. 38 —50.
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BBenenne

Hacrosimias paboTta — BTOpast yacTh Iy OIMKaIiy ¢ eMHbIM Ha3BaHMeM,
JIOTMYECKY yBsi3aHHas C coflepkaHueM IepBot 9acT [29], rme paccMoTpeHBI
pesyibTaThl aHajIM3a OCOOEHHOCTeVI M CTPYKTYPbl CUCTeMBI OIepaTMBHO-
TexHosorndeckoro ynpasieans (OTY) pervoHaIbHEIMM 37IeKTPOIHEepreT-
YeCcKVMM CrcTeMaMy Ha IpuMepe KamyHMHTpanckov ob1acTy, a Takke pe-
3yJIbTaThl VCCIeJOBaHMA OOBbeKTa OIepaTHMBHO-TeXHOJIOIMUYeCKOTo YIIpaB-
JIeHVIsI C OHTOJIOTMYECKOVI 1 MaTeMaTdecKol Touek 3peHms. B HacTosimen
YJacTy W3JIOKeHBI pe3ysIbTaThl aHa/Iv3a CyObpeKTa (desioBedecKoro ¢axropa)
OIIepaTMBHO-TeXHOJIOTMYECKOTO YIIPaB/IeHNs B PerMOHaIbHON MHTeJUIeKTY-
aJIbHOVI 2JIeKTPO3HEpreTyKe, ero BHEITHeVl Cperlbl, 0COOeHHOCTEV BOCIIPYs-
U MM MHGPOPMAIIUY M ero MBICJIUTEeIPHBIX MeXaHWM3MOB, a TakKXke s3bIKa
podeccroHaIEHOM AesTeIbHOCTI.

OHToO/I0rMYecKasi ceMaHTMKa cyObeKTa
OIepaTUBHO-TeXHOJIOTMYIeCKOr0 yIpaBIeHns
B perMOHAIBHOV MHTeJIJIEKTYaIbHOV 3JIeKTpO3HepreTHKe

Cybrvexmul 21exmposrepeemuxy — JIMIa, OCYIIeCTBIIAIONINe IesITe/IbHOCTD
B cdpepe 3IeKTPO3HEPreTUKY, B TOM UWC/le IIPOU3BOMCTBO 2JIeKTPUYeCKOTV,
TeIUIOBOV SHepruy ¥ MOIITHOCTY, HpuoOpeTeHMe ¥ IIPOHdaxy 3JIeKTpude-
CKOVI 3HEPTMM M MOIIHOCTH, 3HeprocHalXeHue IoTpeOuTesieVi, oKasaHue
YCJIYT IO Ilepefiave JIeKTPUYecKoV SHepIvK U OollepaTHBHO-AVCIIeTYe PCKO-
My VIpaBjIeHMIO B 3IeKTpO3HepreTuKe, COBIT 3IeKTPUYeCKOV SHeprun
(MOITHOCTY), OpraHM3aIMI0 KYIUIM-TIPOIaXN 3JIeKTPUYecKO 3Heprum u
morrHocTr [1].

Onepamubro-mexwoaoeuveckoe ynpabenue — KOMIUIEKC Mep II0 yIpasjie-
HWIO TeXHOJIOTMYeCKVIMM PeXnMaMy paboThl 00beKTOB 371eKTPO3HepreTHKI
VI SHEproNpUHVMAIOIIVIX YCTPOVICTB ITOTpeOuTeIIelt 3IeKTPpIYecKoi 3Hep-
rmu [1].

Onepamubno-oucnemuepckoe ynpabaenue 8 ssexmposnepeemuke — KOMIUIEKC
Mep IO HeHTPaIM30BaHHOMY YIIpaBJIeHUIO TeXHOJIOTMYeCKMY peXVMaMiu
paboTel OOBEKTOB 3JIeKTPO3HEPTeTUKN 1 SHePrOIPUHMMAIOIIVIX YCTPOVICTB
roTpeOwuTesien 3J1eKTprdecKkont aHeprum [1].

Cy6wext OTY permonanbHom sHeprocvcreMsl (DC) B yCIOBMSIX BHEIII-
HeV1 cpefibl IIpeiCTaBjIeH Ha PUCYHKe CIedyIOIMI OCHOBHBIMY KOMITOHEH-
TaMI: «4eJIoBeuecKuil pakTop» — KOJUIEKTUB [WCIIeTYepoB; AMHaMIdecKoe
IIPOCTPAHCTBO 3KPaHOB BUAEOCTEH ¥ PabOUMX MeCT; MaTeMaTiIecKye Mofe-
JIV pacyeTa HapaMeTpoB peXyMa; TporpaMMHO-alIIapaTHBEI KOMIUIEKC aB-
ToMaTu3upoBaHHom cuctemer OTY.
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C_\'ﬁ'bch'[ ONCPATHBHO-TCXHOJOIMYCCROIO YIIPpABJICHHA

H-B — Huskoe HanpsbKeHMe — BBICOKOE HaIlpsDKeHVe
B-H — BrICOKO€e HalpsKeHVe — HU3KOe HallpsDKeHe

P — pacnipenenvresibHas

JIDIT B — BBICOKOBOJILTHAS JIMHIAS 3JIeKTpoIIepefayn
Tp — TpancdopmaTop

UBIT — mcrounmk GecriepeboVIHOrO IMTaHMs

Dcxitan — CKilajl MTHCTPYMEHTOB U 3J1eKTPooOOpyI0oBaHNS OllepaTUBHO-BLIe3THEIX Opurar,
MITSC — mobOwiIbHasI ra30TypOVHHAS 27IeKTPOCTAHIIVS
BOC — BerpoanexTpudeckas 3IeKTPOCTAHITVS

P3 — pernennas samura

ITA — nmpoTuBoaBapuiiHas aBTOMaTHKa

Puc. Cxema cricteMbt OIIepaTMBHO-TEXHOJIOIMYECKOI'O YIIpaBJI€H VI
peFVIOHaHBHOVI BHeKTpOBHepFeTVILIECKOVI CUCTEMOW B yCIIOBMAX BHeIITHe Ccpennl

YeaoBeueckuti paxmop (kosrexmub oucnemuepod). B [2] momuepkHyTa ak-
TYaJIbHOCTD 4UeJIOBEYeCKOro (paKTopa IS ITOBBIIIEHVST CKOPOCTVL VI Ha/leX-
"oct OTY 1 oneparusHO-IMcIIeTYepcKoro yipasienys (OLY) cioxabMu
TeXHOJIOIMIecKnMM IIporeccamMit. OO 3TOM TOBOPST WM caMU CIIELIMAIVICTEL
HampvMep awucierdep neHTpos ynpasieHns cersimu (LIYC) mo Exarepun-
Oypry u Ceepmiosckont ootact B. Hukonos: «/Iist paboTel mucrieTdepoM
IeKTpOCeTeV! Hy>XHbI TeXHIYeCKVe TI03HaHVs 1 IIOHMMaHye (OU3MKM IIpo-
neccos. Korma BosHMKaeT coOwITHe, AyCIIeTYep HO/DKeH B TOJIOBe ITPVIKM-
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HYTB, UTO €ro XXIeT: II0 IlepeTOKaM MOIIHOCTY, II0 YPOBHIO HAIIPsDKEHMS B
KOHTPOJTBHBIX TOUKaX. be3 Texmmdeckoro cxiazga yMa 3mech paboTaTh HeJlb-
3s1. borlee 4eTKO OIIEHWUTH IIOCIIEACTBYSL COOBITHMS ITOMOTaeT IIPOrpPaMMHBIN
xoMmIiulekc. Hamma mpodpeccmsi mpoTmBoIlokasaHa JIIOASM MeJIATeIbHBIM,
CKpYTIyJIe3HBIM: IIOPOVl y Hac HeT BpeMeHU BIyMBIBAaThCs, ITO3TOMY Hamo
3apaHee 3HaTh, YTO fejlaTh. Ba’keH oIlepaTWBHBIN CKJIaJ yMa ¥ ObIcTpoe
npuHATHe pemeHuit. Ha MHeMocxeMe fyicrieTdep BUAUT TOJIBKO YCJIOBHBIE
obosnauenns JIDI1, Hagmcy, KOTOPEIe Ha CaMOM [iejle, B peaJlbHOCTH — OT-
TebHBEIe 3JIeKTPO3HepreTHdecKre YCTAaHOBKM C paboTarommMmy Ha HUX
JIOABMY, 37IeKTpoMoHTepamy. OHM IIpeKpacHO 3Ha0T 00beKT, HO He IIOH-
MaloT KapTHHY B IIeJIoM, KoTopyio BuanT aucnerdep L1YC, xoopauHmupyro-
IV MX paboTy M pasgarominyi KOMaHObL [yicIieTdep yIIpaBiIseT JIIOObMI,
KOTOpBIE y>Ke BO3/IeVICTBYIOT Ha 3JIeKTPOYyCTaHOBKY» [3].

OnHo 113 BaXKHEVIIINX YCIIOBII Oe3aBapUiTHOV PabOTh 3HEPrOOOBEKTOB —
obecrieueHe Ha/leXXHOCTM YeJIOBEUECKOTO (PaKTOpa, MPeCTaBISIONIero Co-
0OV COBOKYITHOCTP VIHTEUIEKTYaJIbHBIX, (PV3VOJIOTMYECKNX, 3MOIVOHAIIb-
HBIX, BOJIEBBIX, MOTMBALVIOHHBIX 1 APYIVX KadecTB JIMIHOCTY, obecriedvBa-
ommx 6e30IM004YHOe, CBOeBpeMeHHOe 11 afleKBaTHOe BOCIIPUSITVIE CJTOXKIB-
IIIeVICS. CUTYalluV, BBIIIOJIHEHe IPeAIMCAHHbBIX (PYHKINIL B OIIpele/IeHHBIX
pexnmax paborsr [4].

W3 meranmpHOrO aHaymsa [5] BuaHO, 4To Hamboslee 3HAUYVMBIMU VCTOY-
HVKaMV OIIMOOYHBIX HEVICTBUI OIIePaTMBHOIO IepCOHaIa SBJIAIOTCS He-
KOppeKTHEIe IIpOolleAyphl, HeaJeKBaTHBIN 4eJI0BeKO-MalllVIHHBIV MHTepderic
u HeaddpekTMBHasA TpeHUpoBKa. AHaim3 35 HeIITaTHBIX CUTyalUl Ha
Komneckoir ADC nokasart, uTo B 77 % cjIydaes OT oOIIlero 4nciia VHIIMIEHTOB
oIepaTVBHBIV ITepCOHasI COBEPIINII OMIMOKM B MHTepIIpeTaluy MHpOpMa-
v (41%), anammrdeckue (38 %) 1 ceHCOMOTOpHBIe (Hea/leKBaTHEBIE fevi-
CTBMS, 3aI030asIble peakiym) ommokm (21 %) [6]. B wacTHOCTM, OIIMIOKM B3a-
VIMOZIEVICTBUS C aBTOMATVIKO B cuTyarnsax, korga P3 n [TA Gypao miporpec-
CUpyeT; OTCYTCTBVe B3aIMOIIOHVMMAaHI M3-3a PasHBIX Mofesiell MBIIUIeHVs
OIlepaTMBHOIO IlepcoHasla, paboTaloOIIero B OMHOV CMeHe 3a OIHOVI MHeMO-
CXeMOVI, pa3HBIX TPaguUIWI OTOOpakeHMs MHQOPMamuM ¥ Ppas3IinIHOIO
KYJIBTYPHOTIO OIIBITa; VICIIOJIb30BaHe B KOJUIEKTMBHOVI KOMMYHMKAIIVN, He-
CMOTpS Ha HOPMBbI, HEOTHO3HAYHBIX IO CMBICITY ¥ IIOHMMAaeMBIX IT0-pa3sHOMY
CJIOB; HapyllleHVe KOOPAMHAIVN, MHOTOCJIOB/E; HeCcOOJIIofIeH e «CTepuIb-
HOCTV OIlepaTMBHOIO IIOMeIleHMs»; 3PPeKT «CIIeNoThl K WM3MeHeHIM»
(mvicTieTuep He 3HaeT, ITle MMEHHO IIPOVICXOOUT M3MeHeHwe, 1 II09TOMY He
3aMedvaeT ero); IpOCTpaHCTBeHHas [Ie30PVeHTAlIVs B BOCIIPUATUN U VIHTep-
IIpeTanvvi cOOBITU U cuTyanmt oobekra OTY.

Hunamuueckoe npocmparcmbo sxpanob Budeocmen u pabouux mecm. OCHOB-
Hble MHCTPYMEHTHI TpyZa desioBeka-orepartopa B OTY u OIY — mHeMo-
cxeMa AMHAMMYIECKOW M CTaTUYECKOV CHUCTeM YIIpaBJIieMOro oObeKTa Uit
CJIeXXeHVISI B OCHOBHOM 3a COOBITVSIMY, BO3HVKAIOIIVMMM TPV IIepeMeleHN
OVHAMIYIHBIX PeCcypcoB OTHOCUTENIBHO CTaTMYHBIX M OTHOCUTEIBHO APYT
Ipyra, oroOpakeHHasl Ha TeXHWYECKVX HOCUTEIISIX (HaIpyMep, Ha XXVIKO-
KPWCTa/UINYECKMX BUIEOCTeHaX 3HAUMUTEeJIBHBIX pa3MepOoB) AVCIIETYEPCKIIX
IIyJIBTOB YIIPaBJIeHMs, VI CPEIICTBa T'0JIOCOBOVI KOMMYHMKAINN (TerledpOoHBI U
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pammocBsa3b). MHeMocxeMa B MHKEHEPHOV IICMXOJIOTMM — COBOKYITHOCTB
OIIOPHBIX TOYEK ITPOVM3BOACTBEHHOV MBICTIUTEIIFHOV IedTelIbHOCTI OIlepa-
TOpa, OCHOBHOE CpPeICTBO (POPMMPOBAaHMS y MONCIETYepa HVHAMUYECKOTVI,
00pa3HO-KOHIeNTyayIbHOM Mozenn oobekTa yrpasieHns (OY) — ocHOBEI
€ro TpyHoBoro MemulieHus. B [7] mogdepkHyTo, uTo mOHATMA «MHPOPMa-
LIVIOHHAsI MOJIe/Ib» I «KOHIIeNTyaIbHasl MOJIeNIb JIeATeIbHOCTI» prodpermn
ODIIeTICHIXOTTOTMYEeCKIIL XapaKTep.

WMnpopmayuonnas modesb — COBOKYITHOCTb OpraHM30BaHHOU MHQOpMa-
VY, IIOJIyYaeMoOV pasHBIMM CIIOcOOaMM IO CUTHAJIaM OT IIPOrpaMMHO-
TeXHUUYECKOTO KOMIUIeKca aBToMarmsmposaHHom cuctemsl OTY (AC OTY).
C omHOVI CTOPOHBI, CUTHAJL, VICIIOIHSAS CEMaHTYeCKyI0 PyHKIIVIO, OCBEIOM-
JIgeT 4YeJIoBeKa-oIlepaTopa O COOBITMSX, CUTYaIIMSIX, COCTOSHIM, Yallle BCETO
00 OTKJIOHEHWSIX OT HOPMAJIBHOIO PeXMMa, IIpuUYeM IIperIoaraeTcs, 9To
3Ta MHMOpMaIVs SBILeTCs 3HaUMMOV 71 YesloBeKa-oreparopa. C mpyrom
CTOPOHBI, ITparMaTndecKas (PyHKIMS CUTHaIa — MIpeayHpennTb o Heobxo-
IVIMOCTY TUIV I1eJIecoO0pa3HOCTM [EVICTBUI OIlepaTopa, ero BOCIPVHMMA-
IOIIIETO.

BHe 3aBMCMMOCTMI OT COOTHOIIEHWS KOJIMYECTBA CEMAHTUYECKOW U
IIparMaTu4eckon nMHdoOpMallMy B CUTHaJIe 1 OT XapakKTepa caMou olepa-
IVN-AEVICTBUS (HalpuMep, Ilepelava, paclpereieHne, IIpeodOpasoBaHue
3JIEKTPO3HEPTMM) OCHOBHBIE 3a7auM IlepepaboTKM MHQOpMaun oneparo-
pOM — OMarHOCTMpPOBaHVE IIPOOJIEMHOVI CUTYalIMV, BEIOOP, IUTaHMPOBaHe
Y OpraHM3alMs pejIeBaHTHOV peakuum-mevictsus. [Ipu saToMm mpuem u 1re-
pepaboTrka mMHMOpMaIVN, 3aBUCAT OT KadecTBa CUCTEM OTOOpakKeHWS VIH-
dopmartnm (COV) MHeMOcxeMaM, BUIeOKyOaMy, BUIeOCTEHAMIU W TPYIU-
MW CpefICTBaMV KOTHUTVBHOVI MEDKEHEPVIL.

[1s1 "yertoBeka-olepaTopa JIMIIb He3HAUUTEILHBIV IIPOIIEHT OTpaXkae-
MBIX Ha HaHeIIX cuTyaumm (cooertuyi, coctossHnit oobekta OTY) Tpebyer
BMeIllaTeIbCTBa. ABTOMATM3allMsl yCyTyOsseT pa3pblB MeXIy ceMaHTIde-
CKOTI ¥ IIparMaT4IecKoVl (PYHKIIMAMY CUTHaIOB: KOJIMYECTBO CeMaHTIde-
CKOTI MHMOpMaIMI BO3pacTaeT M3-3a aKTyaJIbHOCTY ITpeacTasieHns B COU
He TOJIBKO cMeHBI cocTosHM 00bekToB OTY, HO 1 padotsr P3 u I1A, a xo-
JIMYECTBO IIparMaTideckort MHEMOpMalmMy II0 Mepe COBEpPIIEHCTBOBAHMS
3TUX YCTPOVICTB COKpallaeTcsi. DTO BeleT K TOMY, YTO OoJIblIasi 4acTb pe-
3yJIBTaTOB TeJIeM3MepPeHMs M TeJleCUTHaM3alMy IIparMaTudHa JINIIb I10-
TEHIIVaJIBHO.

YesioBeK-0IIepaTop YacTO BBIHYXKIIEH VICXOOUTh B CBOVMIX PEIIEHVSIX W3
mHMOpMaIMM He 0 dpakTe BOSHMKHOBEHNS COOBITVIS, a M3 IIPeIeCcTBYIOIIeN
II0CIIEN0BATEILHOCTY (VICTOPWV) COOBITMVI Ha MHEMOCXEMe, Ieperpy KeHHOV
curHAIM3anmert. Kpome toro, oreparop, 1o MHeHMIO IIpodeccroHaIa B. Hu-
KOHOBa, He pacIiojlaraeT JOCTaTOYHBIM BpeMeHeM IUIS PeTPOCIEKTVBHOIO
aHa/IM3a VICTOPVV COOBITMVI B TOT MOMEHT, KOra cOOBITHE y)ke HaIUIO 1,
crIemoBaTeTbHO, IepepaboTka mHpopMmarym OymeT HeaddextmsHOI. B OTY
aKTyaJIbHBI TIOCTOSIHHBIVI KOHTPOJIb 3a AVHAMMKOV IIapaMeTPOB, IIPOTHO3VIPO-
BaHVe BO3HVKHOBEHNS COOBITUI 1 SKCTPAIIOJIMPOBaHe, YTO MOXET IIOJIrOTO-
BUTB OIlepaTopa K AEeVICTBVSAM B KPUTUYECKVIVI MOMEHT.
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Popma cuUTHaIM3AIMM Ha MHeEMOCXeMaxX HepejieBaHTHa OIIepaTMBHOM
mesarerbHOCTH. CJIOKHAs, COOBITUITHO OPMEHTMPOBAHHAS CUTHaIV3AlNL
3aTpyIHSET BOCIPUSATHE OIlepaTopa, M30MpaTeslbHy0 (PYHKIVIIO €ro BHU-
MaHusa. HeoOxommmo oOTKasaTbCs OT OIHOIUIAHOBOIO, PSIIOIIOJIOKHOTO
OTOOpasKeHMsI Ha HaHeIW XOoda TEeXHOJIOTMYecKOro IIpollecca B IIEJIOM.
INpencraBnenne Ha IaHeIM IIOCIIEOBATENIbHBIX cocTogHM oO0bekra OTY
IIOJDKHO OBITh (DYHKLMOHAJIBHO M ITOYMHEHO IIPOLIECCY YIIPaBIIeHWUs, AU-
HaMVKe B3aVIMOOTHOIIIEHN MeX/y cyobekToM 1 oobekToM OTY. AkTyarieH
KOHTPOJIb (MOHUTOPWHI) BCeX ITOKa3aTeJIell OVHaMMKM IIpollecca, COOTHe-
CeHMe MX C HOpMaMy ¥ IIPOTHO3MPOBaHME TeX WIN MHBIX coObrTvit. HyxHo
OTOOpakaTh TOJIBKO AVMHAMUKY PasBUTHS IIPOIIECCOB B CTOPOHY OTKJIOHE-
HVS OT HOPM U Ha Tex MHTepBajlaX BpeMeHW, KOI[ia COOBITHS, CUTyaIliu U
cocTOosiHMe pa3BuBaioTcs K aBapumHbiM. . A. OmaauH [8] moguepkmBaert,
YTO OYeHb YIOOHBIM MOXeT OKa3aThCs OTOOpakeHMe IIPOIIECCOB B BUIE
3JIEeMEHTApPHBIX, JIETKO BOCIIPMHIMMAEMBIX, OIIO3HABaeMbIX U AnddepeHn-
PyeMBIX IIPOCTPAHCTBEHHO-BpeMEHHBIX CTPYKTyp. Ilpm 3TOoM nmmHammke
Ppa3BUTMS Mpoliecca B CTOPOHY OIHOTO M3 COOBITMII COOTBETCTBYET IIOCTe-
IIeHHOe IpuOIIVDKeHMe ITpeoOpasyIolerics Ha ITaHeIM CTPYKTYPhI K CTaH-
mapTHOV (popMe — PuUrype-Komy JaHHOTO COOBITHSL.

Mamemamuueckue modeau pacuema napamempo8 pexuma. [JJOCTaTOIHO ITOJI-
HO MaTeMaTi4ecKre MoeNm o cocraBy 3amad (pyrkumn) OOY B DC pac-
cMoTpeHHI B [9]: mepepabotka mcxopHO MHMOpManmy, BefeHMe a3 aH-
HBIX, HaJIeXXHOCTh TeXHMYIecKnX cpencTs (5 3amad); IUIaHMpOBaHe JIeKTPU-
YeCcKMX PeXMMOB (27 3amad); IUIAaHMPOBaHME SHEPreTUUecKMX PeXVMOB
(26 3amau); oOyuenme (2 3amaum). Llerm v 3agaun, TpUHINMITEL OpraHV3aI
u crpyktypa OLY DC, MeToarl, MOMeIIM M CpeficTBa YIIpaBiieHns HOpMalb-
HeIMI pexknMaMy DC, MeTomydeckvie ITOAXOABI K JIMKBUIAINM OCHOBHBIX
aBapUVHBIX PEXMMOB B SHEPIOCHCTEMaX, CUCTEMOOOPasyOMMX M paclpe-
TIeJTNTEIIbHBIX ceTsiX naHsl B [10]. [T1aBHas 11e1h IpUIMeHEeHMS VICKYyCCTBEHHO-
ro uaTewiekTa (VM) B AC OTY — ymeHbIlIleHMe BJIVSAHMSA YeI0BEYeCKOIo
daxTopa M memecoodpa3HOCTh MCIIOIb30BaHMsA TexHomorumt VIV no ¢dpyHK-
mysm ACY TIT (Tabit) [11].

ITenecooOpa3HOCTH MCIIOIE30BAHMS METOIOB, CVICTeM M TexHos1orui VIV
no ¢pyskomam ACY TII

LlenecoobpasHoCT
Conepxanuie PyHKIUI VICIIOJIb30BaHMS METOIOB,
cvicteM u TexHooruvt VI

DyHKIVL
ACY TIT

INepBuunas 00-|BBop/BeIBON maHHBIX 1 Ipeobpaso-|HenemecoobpasHo
paboTka MHpOP-|BaHUE VX B IV POBO (PVBIMIECKIMIL)

MaImm BUL
Bepudnkammss |KoHTporlb IOCTOBEpHOCTM AaHHBIX|BO3MOXHO, aKTyasIbHBI 3KC-
TTaHHBIX U 3aMeHa HeIIOCTOBEPHBIX JJOCTOBEP-|IIEPTHBIE CYCTEMBI

HBIMI

CT/IFHaJ'II/ISaHT/IH OHeHKa OTKJIOHEHM IlapaMeTpa OT Bo3moxHo n uenecoo6pa3Ho
YCTaHOBJIEHHBIX PETrJIaMEeHTHBIX I'pa-
HVILT

Apxusuposanue |CkaTue, apxuBuUpoBaHue, n3biede-|HerlerrecoobpasHo

HVie 13 apXViBa
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Oxonuanue maba.

Dy IerrecoobpasHocTs
ACY TII Copepxanme QyHKINMI VICTIONIb30BaHMs METOJIOB,
crcteM u TexHostorvut U
ITpotmBoasapuii-| MOHUTOPUHT U pearupoBaHue B c1y-|HemomycTmo m3-3a pakTopa
Hble 3aIlUThI Jae aBapUITHBIX CUTYalIui HeoIpeyielIeHHOCTU
AsToMaTmdeckoe |PeryimposaHme  TexHosormdeckux ([ IepcriekTiBHO, BocTpeOoBaHO
peryympoBaHue |IIPOIeccoB B 3aBUCHMOCTH OT aHaIu-
3a TTOCTYTAIONTMX JaHHBIX
HucrannyonHoe |YrpapieHue obopymoBaHueM, nsMe-(IlepcriekTBHO B (popmaTe
yTIpaBjieHue HeHVe TI0JIOXeHMs UCTIONTHMTeIbHbIX | [IC
MexaHM3MOB, KOMMYHUKAIIVM C Tiep-
COHaJIOM
PacueTsr PacueTrel m BeIuMciIeHuUs: aBToMat-|He Tpebyet VN
3MPOBAHHOIO yIIpaBJIeHus
HOuarHoctika  |MoHuTOpUHI obopynoBaHus u Tex-|IlepcrexktrsHO B dpopmare LIC
TOY HOJIOTYeCKOIo Imporiecca
HOuarHoctika  |BcnomoratensHag dpynkuus B ACY|IlepcrexktrsHO B dpopmare LIC
TITK TTI, mornropwmr IITK
Yemnoseko-ma-  |Komruieke 3amau  B3amumopervicTsus ([IepcrieKTMBHO
IIIVHHBI wmH-|tosib3oBaresievi ¢ [ITK ACY TT1
Tepderic

Ipumeuanue: TOY — TexHomormdeckmit oovekT ympasienns; [ITTK — mporpam-
MHO-TexHUdeckuy1 Komiuiekc; LIC — 1mdposoit coBeTHUK.

Onna n3 TeHOeHIMI VHTeIUIeKTyaymsaiyy DC — BHECTV CMBICTT «<BHYTPb»
anmapartHo-niporpaMMHoro Komiuiekca AC OTY, uto TpebyeT mHTerparmmmy,
oOpenmHeHMa Ha (OpMaJIbHOM YpOBHE MaTeMaTWYecKMX Mofesiel Bep-
GaJIbHO-TIPeAVKATVBHOIO VI IIPEeIMETHO-1300pa3UTeIbHOTO IIpeICTaBIeHN
3HaHWUM. DTa IIOTPeOHOCTD, yKe peayl3yeMasl B TeOPUI ITO3HaHM: (IIpobite-
Ma MHTepIpeTauuni) M KOMIIBIOTEPHOM MOHEIVPOBaHWMM, IO HaCTOSIIETO
BpeMeHI ellle He oco3HaHa paspaborumkamm AC OTY. OnmHako «3aKOHBI
OpUpPpOabl» C yKasaHMeM YCIOBUM MX IPUMeHeHMs MOTYT IIOCTelleHHO Ha-
KaIUIMBaThCs B Oase 3HAHWMII HE3aBUCUMO OT IIOCTAHOBKM TeX VI WHBIX
KOHKpeTHBIX 3afa4. COBOKYITHOCTb 3aKOHOB ¥ TeOopwil oOpasyeT IpM 3TOM
«T7100aJIPHYIO MOZIEITb IEeVICTBUTENTBHOCT» [12].

OmmcaHne 3akoHa WIM WM3JIOKeHME Teopun (PusMIecKom peaTbHOCTU
anmnapaToMm MaTtemaTudeckon peapHocT OTY DC pacniagaercs Ha JBe 4a-
ci: 1) MaTemarndeckas dopMysia wim cucTteMa popmyn («MaTeMaTnde-
CKMVI alllapaT», «MaTeMaTudecKas AeVICTBUTEIIBHOCTh») U 2) copepKaTellb-
Hoe ommcaHVe — He(OpMaJIbHOE, CJIOBECHO-BepOasTbHOE IIpeficTaBIIeHyie Ha
IpodeccroHaIBPHOM SI3bIKE, YCTaHaB/IVBaloOIllee CBA3b MeXIy CUCTeMOV IO-
HSTWUI, YMCTBEHHBIX OOOOIIIEHHBIX KOHIIEIITOB, CYINECTBEHHBIX IS 3JIeK-
Tpoctatuky, sekrponuHaMuku OTY DC, a Takke IjIg He3JIEKTPUIECKIX
IIPOIIECCOB 1 SIBJIEHWVI, B TOM 4VCiIe IIPUPOTHOIO XapaKTepa, I MaTeMaTide-
CKVMMW 3HaKaMU (CMIMBOJIaMM) B MaTeMaTi4ecKoM dpopMasiiMe. PaccMoTpym
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3TO0 Ha HpvMepe 3akoHa OMa I ITepeMeHHOro Toka: I = %, rme LU —

ZIeVICTBYIOITe 3HAUeHVIS TIepeMeHHOIO TOKa 1 HallpsDKeHMs, Z — IIOJTHOe
COIIPOTHBIIEHNEe TAaHHOTO yJacTKa e, Kypcus OTHOCUTCS K coflepKaTenb-
HOMY OIVICAHWIO, MHTEPIIPeTHPYIOIIeMy yIOoTpeOiIseMble B (pOpMyIle MaTe-
MaTuJecKye CMBOJIBI B TEpMUHAX IOHATUN «3JIEKTPUIECKUIT TOK», «HaTIps-
JKeHe», «II0JIHOe COIIPOTUBIIEHIEe», KOTOPbIE IIPeIIoJIaratoTcs B sI3bIKe Pu-
3VIKV M3BECTHBIMIL. B comepikarelbHOe oIvicaHwe BOMIET U YKa3aHVe Ha yc-
JIOBVISI VI AOIIYIIeHNs («IIOJTHOe», «IIepeMeHHBIV», «y9acTOK IIeI») IpumMe-
HUMOCT popMyiIbl. [Tpobiema oToOpaskeHMs «PU3MIECKOTO CMBICTIa» CO-
CTOUT B TOM, YTO COflep KaTeJIbHOe OIIVICaHVie OCTaeTcs BHe MAaIllHHOV, pac-
YeTHOVI MaTeMaTW4ecKOVI MOJeIN, 3aTPYAHSeT VI OrpaHM4VBAeT CTHIKOBKY
3alporpaMMVpPOBaHHBIX IO OTAETBHOCTM PacdeTHBIX Moesierl, BO3MOXXHO-
CTVI pacIIMpeHNs, aHaJIn3, KOPPEKTUPOBKY WX VCXOAHBIX IIOCBUIOK W pe-
3yJIbTaTOB B UeJIOBEKO-MAIIMHHOM VaIoTe.

B 3TOVI CBA3M TPaOMIIMOHHO «y3KO€ MeCTO» B XXM3HEHHOM IIVKIIe paspa-
6oTtkm nHTEeIUIEKTYaIbHBIX crcTeM (VIC) [13] cocTaBisIfoT JIOrMKO-CEMaHTI-
YyecKye acIleKThl Ha CTafyy KOHIIeNTyaJIbHOTO aHajli3a WIN CTPYKTYpUpo-
BaHus 3HaHU. Kpome Toro, omnvcaHme IIOHATUHOM CUCTEMBbI MMEHHO KakK
cucreMsl TpeOyeT BBemeHns B csioapb AC OTY enwHMII, HUKOIA He yIIO-
TpeOJISBIIMXCS B peuw, BHyTpUcHcTeMHBIX enuHMIL [12]. CTpemiienme K j10-
TMYeCcKOV II0JIHOTe KOHIIENTYaJIbHOVI MOV BefdeT K TOMY, UTO 3KCIIEepT,
KOHCTPYMPYIOIINY MOZIe/Ib, IIOCTOSIHHO OOHapy KMBaeT JIorideckue IIpobe-
JIBI B IIPOeCCHIOHAIbHOVI TEPMIHOJIOTITYEeCKOVI CVICTEME.

Ipoepammuo-annapamuuiil Komniexc agmomamusupobannon cucmems. OTY
[14]. TermeHIIMAMM TeXHWYECKOTO OCHallleHMs coBpeMeHHBIX DC B MHIY-
CTpVIAJIBHO Pa3BUTHIX CTpaHAX SBJISIOTCA T'MOKMe, yIpaBiIgeMble CUCTEMEI
antexTponepenaum (aHrI. Flexible Alternative Current Transmission Systems —
FACTS), acurxpoHM3MpoBaHHblEe CMHXPOHHBIe MarHbl (ACM), MHTeIUIeK-
TyasibHBIe ceTyt (aHDL. Smart Grids), TpaH3UT yIIBTPaBBICOKOTO HAIIPSDKEHNS
IIOCTOSTHHOTO M TlepeMeHHoro ToKa (Crbups — Ypan — eBporerickas 9acTb
Poccun), pacrpenerneHHas TeHepamysi, CijIoBas 3JIeKTPOHMKA B CETEBBIX
yIIpaB/IsieMBIX YCTPOVICTBAaX, IMOKIMe CUCTeMBI Ilepefiavun IIepeMeHHOTO TOKa,
VIHTEJUIEKTyaJIbHbIe 3JIEKTPOHHBIE YCTPOVICTBA C ITOIEPXKKOV TEXHOJIOT MM
BEKTOPHBIX W3MepeHWUV, paclpeleeHHble CUCTeMbl aBTOMATWKM (aHIJL
Wide Area Control System — WACS), pacripeiesieHHbIe CHICTeMBI PeJIefIHOM
samnThl (aHD1. Wide Area Protection System — WAPS), koMOMHMpOBaHHBIE
pactperiejieHHBIe CUCTEMBI yIIpaBjleHVs, 3allUThl M aBTOMAaTMKM (aHIJL
Wide Area Monitoring, Protection, and Control System — WAMPACS).

VI3 m3yueHHBIX IO OTKPBITBIM VICTOYHMKAM IIPOrPaMMHO-TEXHWYECKIIX
KOMIUIEKCOB HIDKe IIpUBeleH CHMCOK OpraHM3aluil — pa3paboTdmkos Oa-
3UCHBIX pelleHMM [y uHTewlekTyamsauun OTY n OOY B DC: AO
«PTCodr» (rtsoft.ru), xommaums «Asnbsrepollaysp» (alteropower.ru), AO
«Monurop DrekTpuk» (monitel.ru), AO «HTL] ®CK EAC» (ntc-power.ru),
OO0 «MMucTnTyT 3Heprocucrem» (enersys.ru), OOO «Coszsesgme-Cepsric»
(sozvezdie-service.ru), «Cmmenc» (Siemens, smart-grid.siemens.ru), ABB
(new.abb.com), xommammsa «[ImDnCu TexHomomxm» (plctech.ru), 3A0
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«HII® IlpopeB» (proryv.com), rpymma kommanuv «IIpocodpr-Crictrembr»
(prosoftsystems.ru), AO «Atomuk CodT» (automiq.ru), WMHKeHEPHBIV
neatp DHTEJIC (ersr.ru), OOO ETAP SYSTEMS Russia (etapru.ru). Hioxe
IIepeulCiIeHbl MHTEIPaTOPEl ¥ PelleHVIs II0 MIUTOBOMY OOOPYIOBaHMIO IS
OTY n O1Y 2C: xommanum ITOVCK (poisk-company.ru), «[emavt 2000»
(delight2000.com), «}Or-Cucrema ITmroc» (yugsys.nt-rt.ru), MultiRu (multi-
ru.ru), «CoprCrncrema» (video-panels.ru), «®@opcarr» (forsite-company.ru),
000 «TexITpoMenma» (displite.ru), BI'VIT «Ypasbcknit 35iekTpoMexaHde-
CKMV 3aBofl» (uemz.ru), LEHTP IIPOEKIIMOHHBIX TEeXHOJIOIMM «BukuHr»
(viking.ru).

SI3BIK OTHOIIIEHWVI VI CBA3EN YeI0BEeKa-oriepaTropa
B cviCTE€MeE OII€epPaTMBHO-TEXHOJIOIMYECKOI'0 YITpaBJICHVIA
pernonanbnoﬁ I/IHTeJ'IJ'IeKTyaJ'IBHOI;I BHEKTPOBHEPFETMKOﬂ

B mucraHImMoHHOM IleHTpayM30BaHHOM yIipasieHuy DC OCpeacTBOM
TeJlen3MepeHys, TeJleCUTHaJIM3alyy ¥ TeJleyIlpaBileHNsl HauOoslee ITOJIHO
BOIUIOIIIEHBI XapaKTepHble UepThl YesloBeKa Kak peryssropa VIC ympasite-
Hys1. OcoOeHHOCTY 11 KOMITOHEHTEI VIHTEeJUIEKTYJTbHON AesTeTbHOCTH, IICH-
XOJIOTVMM MBIIIUIEHNs 4YesloBeKa-oreparopa B Iporiecce OTY, ero pomu B
IIPOM3BOJICTBE MCCIIenoBaHb! B [15—19].

H.A. Tlocnestop n B.H. TlymkmH HepaspbIBHO CBA3BIBAIOT KauecTBO U
HaZeXXHOCTbH IIVCIIETYEPCKOro TPyAa C IOCTPOeHMeM B CTPYKTypaxX Mo3ra IIo-
CPEenCTBOM «sI3bIKa» MH(OPMAIIMIOHHBIX aHAJIOTOB PeCyPcoB TOVI CPemdrl, B KO-
TOPOVI XXMBET U JeVICTBYeT YeJloBeK-oreparop. Boccosmasas ToT v mHO pe-
CypC OKpy>KaloIIleVl Cpefibl, oIlepaTop PUKCHUpPYeT ero CBOVICTBA OTHOCHUTEIILHO
BpeMeHM ¥ B CBOEM CO3HAaHWVI M3MeHseT OTpaKaeMBIVI pecypc, Ipeodpasyer
ero. braromaps cmocobHOCTM CTpowTh MHAOPMAIVIOHHBIE MOIEIN («BHYT-
peHHMe 00pa3HO-KOHIIENTyaIbHBIE MOIENM 00CTaHOBKW», 1o I.B. dpyxwu-
HyHY [20], «0bpa3HO-KOHIleNTyaIbHBIe MOe/M obcTaHoBKM», 1o C.V. Ma-
runy [21], «koHIenTyabHBIE MOIENN HesTeNIbHOCTI», 10 C. A. [IpyXWIOBy
[7], xoTopBle citemyeT oIMYATh OT MHMOPMAIIMOHHBIX MOZIeJIe-MHEMOCXEM
Ha «sI3bIKe MHEMOHIYIEeCKOTo 1300paxeHsi», 1o . A. OmaHnHy), orreparop
arpoOupyeT BapWaHTHI IIOBEIEHMs «IIpo celsi», Ipexiae 4eM HaudaTh HeV-
CTBOBATb.

Pecypcer B 00bexTe OTY 1mo-pasHOMY BO3MIEVICTBYIOT Ha OpraHbl UYyBCTB
JeJIoBeKa-oIlepaTopa ¥ HaxOOATCs APYT C APYroM B OIIpelesleHHBIX OTHO-
meHVsIX. /[Iyig pasyMHBIX IlejleHaIlpaBJIeHHBIX AeVicTBum B cucreme OTY
oIrepaTopy Hy’KHa BO3MOXHOCTb OTpakaThb 3TV OTHoIIeHu:. [lockoseKky oT-
HOIIIEHWVSI U CBSI3V PeCcypcoB He OTOOpaKaroTcs YyBCTBEHHO, aKTyaIbHa POJIb
MBIIIUIeHS B [IeATeIbHOCTY YesloBeKa-oreparopa. MeuteHue, 1o [1. A. Tloc-
nenoy u B.H. Ilymkuiy, — 3T0 ycTaHOB/IeHVe OTHOIIEHUII MeXITy pecyp-
caMy. MBICTIUTENIBHBIMM MeXaHM3MaMI OOBeKT YIIpaBlIeHWs, B KOTOPOM
TIeVICTBY €T 4ueJIoBeK-OIlepaTop, BOCCO3IaeTCs B €ro TOJIoBe C OTpakKeHveM 00-
HapyXXVBaeMbIX CBOVICTB VI CBS3€VI MEXy pecypcaMu. B oTmame oT g3bIka
BOCHIPVISITVISL, (PVIKCHPYIOIIIETO CBOVICTBA PeCypCOB, IIPOSBIIAIONMIVIECS B BO3-
TIeVICTBUSIX Ha OpraHBbl YyBCTB, IJIS MBIIUIEHUS XapaKTepeH CIeIVaIbHbIV
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s13bIK oTHOIeHM 1 csizent (SIOC), mocperrcTBOM KOTOPOro CyOheKT HoTyda-
eT BO3MOXXHOCTb BHYTpPeHHeVI pabOThI C TeMM pecypcaMm ¥ VX CBOVICTBaAMM,
KOTOpBIE He JaHbl B BOCHPVSTUN Y HaXOOATCS BHe cpepbl ero Herocpem-
cTBeHHBIX KOHTakToB ¢ OY. MrpimuieHne o0benyHseT, MHTEIPUPYeT BCIO
BOCCO3/IAIONIYIO /IedTeIbHOCTh YesloBeKa-orepaTopa, kotoporo [1. A. ITocrme-
sioB m B. H. Ilymkus cpaBHMBAIOT ¢ MaTeMaTVKOM, PeIIaroIIM aJIfOPUTMM-
YeCKV HepaspelMylo 3aady B Ipo0sIeMHOV CUTYaluA.

Omnepatopsr LIYC pemator 3amaumt [9] kax gopmy 63aumodeiicmbus ¢ He-
onpedeseHHOCTbI0, YcA0BuUs 3anycka MblCAUMeAbH020 npoyecca [22], BBITOIHSSL
pyHKUVM IUTaHWPOBaHMS, KOHTPOJI, pa3paboTKy peryIMpyoLInX BO3ne-
CTBUVI, MEPOIIPUSATUI M AUArHOCTUKN. Tpy/ onepaTopos COIIpsDKeH C BO3-
HVUKHOBEHVEM ITpPOOJIeMHBIX CUTYallMil C HeJIOCTATOUYHO BBISBIIEHHBIMW VIV
0o0OHapy XeHHBIMV YCJIOBVSIMM ¥ C HeOIIpeZleJIeHHO 11eJ1bI0, KOTOPYIO HeoO-
XOAMMO [IOCTWYb, YTOOBI YMEHBIIWTH WIM LEIMKOM CHSATH 3aTpyHHEHVIT
[23], ¢ pe3kmMM, KaXXyIIMMICS HEITPeOJOIMMBIMI IIPOTHMBOPEUNsIMI B OLIeH-
Ke KOHTPOJILHOV MHpOpMayy 1o MHeMocxeMe. /11 mpobreM y omeparopa
HeT YeTKOro criocoba JIeyicTBIs, pearrpoBaHMs: JIMOO OH He W3BecTeH W3
JIMYHOTO OIIBITA VI He IPeAyCMOTPeH perjlaMeHTaMV ¥ MHCTPYKIIVISAMU, JIV-
00 M3BeCTHHI OTAEJIPHEIE IIPVEMBI (peryJIMpyIoLie KOMaHAbl), KOMOVHIPYS
KOTOpBIe MOXKHO CHSITH IIPOTMBOPEUNS U CIIPABUTHCS C IIpobieMort. Y orre-
paTopa MOTYT «BbIITafaTh» W3 MaMATH U3BECTHBIe eMy MHCTPYKTUBHBIE CIIO-
COOBI pelteHNsi (IIpellefleHTHl), ¥ OH BBIHYXK[IEH «OTKPBhIBaTh» VX I ceDs
3aHOBO. OmepaTop — HpeIMeTHOe CYIIeCTBO, AEVICTBYIOIlee IpeIMeTHBIM
o0pa3oM B CO3JaHHOM Y€JIOBEKOM VICKyCCTBEHHOM IIpeIMETHOM MUpe —
«MMIpe OIIepaTUBHO-TEXHOJIOITIECKOT AeVICTBITeIbHOCTI» (Myp OT/).

Pacnpeomeuubanue — mnpespallieHne, «II€PeBOI» OIPeesleHNIT IIpeIMe-
Ta, JIOTVIKM €Tro OBITUS Ha «SI3BbIK» XXMBBIX CYIITHOCTHEIX CWJI UesloBeKa (CyOn-
exTa). D10 packpeiTiie oobekTa OTY cyOpexty [23].

151 KareropmaspHOro oTpakeHus IpenmerHoro mupa OT] akryanen
KOTHUTMBHO-CEMaHTMYECKUTI aHaIM3 SI3bIKa IIpOdeccroHaIbHON AesiTelTb-
Hoctm (SII1d) omepaTtopa OTY, oObacHAIOmMII MexaHM3MBl KOHIIEIITYaIV-
3aLMM, KaTeropusalyuy M BepOaIm3alini B si3blke KaK popMe CO3HaHWSA M
MBIIIUIEHWSL.

Kameeopusayus, o E.C. KybpsikoBoit, — MbICTIUTeIbHAsL OIlepalins, Ha-
IIpaBJleHHas Ha popMMpoBaHe KaTeropuil KaK IOHSITII, IIpeaeTbHO 0000-
IAIOIMX M KIacCUUIIMPYIONINX pe3ysIbTaThl O3HaBaTeIbHON JedTeslb-
HOCTI 4JesioBeKa. [loHATMe KaTeropmsamm — OnHO 3 dyHIaMeHTaIbHbBIX
IIOHSITUVI YeJIOBeUeCKOVI IeATeJIbHOCTY VI KJIIoUeBoe ITOHSTVIe KOTHUTVBHOIO
IIOJIXOJ1a: OHO TeCHO CBA3aHO CO BCeMV KOTHUTWBHBIMM CIIOCOOHOCTSIMM de-
JI0BeKa-oIlepaTopa M KOMIIOHeHTaMV KOTHUTMBHOV CHCTeMBl — BHMMAaHMW-
eM, pacTio3HaBaHVeM 00BEeKTOB, yMO3aK/IIOUeHMSsIMI U ITaMsIThIO [24].

CrienpajmvicT 110 TeOpUM YIIpaBJIeHMs VIMeeT CBOIO KOHIIEIIIMIO sI3bIKa.
[1)151 Hero SA3BIK BHICTYIIAaeT KaK CPeliCTBO OIMMCaHVS TeX 00beKTOB, KOTOPHI-
MU OH cOOMpaeTcs yIIpaByIsiTh, CUTyalWUl, CKJIafbIBAIOIIMXCS Ha 3TUX 00B-
€KTax,  IpoLenyp yipasieHns [25].

Konyenmyaausayus, o 1. A. IToctienoBy, — IIOMCK MeXaHWU3MOB, IIOCPeTI-
cTBOM KOTOpPEIX SI1/1 BEIpa’kaeT IIOHSATVS, OTHOIIEHVISI M POJIV, BaXKHBIE IIJIS
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yIIpaBJieHIla, BBIpabOoTKa YIIPOIIEeHHOTO B3ITIAa Ha MU, BbIIeJIeHIe TOIBKO
TeX 37IeMeHTOB IIPeIMEeTHOV 00JIacTyi, KOTOpble HeOOXOOVMMBI IS JTaHHOW
3agaun. Pe3yspraT KOHIIENITyaym3aliiy Ha3blBaloT KOHIIETY /IbHOVI CXEMOTL.

KonyenmyaivHas cxema UHxeHepHoU 3a0a4y — aOCTpaKTHBIVI yIIPOIeH-
HBIV B3IJISI HAa OPEeIMETHYIO o0J1acTh mMaHHOV 3aadl, BBIPaKarOIUVICS B
BBIZIeJIEHI TOJIBKO TeX CBOVICTB IIPEIMETHOV 00JIacTi, KOTOpBIe IIOJIe3HEI
IUIsL LieJIeVi DaHHOW 3afa4vl, ¥ OTOpachIBaHUM W3 PACCMOTPEHMS OCTAIbHBIX
ee CBOVICTB [26].

CmpyxmypupoBanue (Vv koHyenmyasusayus) 3HaHum, o T. A. Taspuio-
Bo1 n B.dD. Xopomesckomy, — paspaboTka HedOpMaJIbHOIO OIIVICAHVISL
3HaHWUN B BUfe Tpadpa, TabunIlel, IarpaMMEl WIM TEKCTa, KOTOpoe OTpaxXa-
€T OCHOBHBIe KOHIIETIIIN ¥ B3aVIMOCBSI3M MeXIy IOHATMSMM IpeIMeTHO
obmactu. Takoe omvicaHVie Ha3bIBaeTCS ITOJIEM 3HAHWII, a A3BIK €0 OIVICAHVIA
COLEP’XUT MUHVIMYM HETOYHOCTeV, 0e3 IByCMBICIIEHHOCTEVI, IIOCKOJIbKY SIB-
JISIeTCSI CMIMBOJIBHBIM JIM00 TpaduieckyM (CXeMbl, PUCYHKM, MUKTOTPaMMBI)
[27]. JIMHIBMUCTBI paccMaTpPMBAIOT TakKXkKe TaKye IIOHSTVS, KaK BHEITHSSI
(KOMIIO3WITMOHHAS) W BHYTpeHH:AS (comeplkaTellbHas) CTPYKTYPbI TeKCTa.
IlepBasi COOTBETCTBYeT KOMITO3VIIMIOHHO-JIOTMYECKOI CXeMe TeKCTa U IIpW-
HaIIeXUT JIMHEVHOMY IUIAHY TeKCTa, a BTopasl (ceMaHTWdYecKas, IJTyOwH-
Hasl, KOTHUTMBHAs1) OTpakaeT peayIbHyI0 CUTYalIlMIO ¥ OTHOCUTCS K KOTHV-
TUBHOMY IUIaHy CO CTPYKTYpOVI, IPUCYIIeN opraHM3aluuy 3HaHWS Y OTpa-
XKaromieyt To, KaK 4eI0BeK-OIlepaTop BOCIIPOV3BOIUT U MOJAENMpPYeT JIevi-
CTBUTEJILHOCTb, «BITVICBIBAET Ce0s1» B OKPYIKAIOIIYIO JIeVICTBUTEILHOCTS [28].

3aksrroueHme

PaccMoTpena KaTeropwmsamyss OHTOJIOIMYECKOV CEMaHTMKM CyObeKTa
OTY B pernonansron DC: CBOVICTBA 1 OCOOEHHOCTM KOJUIEKTMBHOIO YeJio-
Beueckoro akrTopa, crenmdmka 1 mpobreMaTvKa OMHAMIYIECKOTO IIPo-
CTpaHCTBa 3KpaHOB BUIeocTeH 1 pabounx Mect 1IYC, paspaborumkm mpo-
rpamMHo-armapaTHbeIX komiutekco AC OTY, nonsTie «uH@OpMaIoHHas
MofIeIb» ¥ MaTeMaTudecKye MOJeNV pacdera ITapaMeTpoB pexnma. IToxa-
3aHBI 11€J1eCO00Pa3HOCTh VICIIOIB30BAHNS METOIOB CHUCTEM W TeXHOJIOTMW
mcKkyccTBeHHOro nHTevTekTa o dyHkisaM ACY TI1 n remmeHtmm nHTeEN-
nexkTyaymsanym 2C.

OrMeuaeTcs, uTo a1 MBIIUIeHNs onteparopos LIYC xapakTepeH crerim-
aJIBHBIV SI3bIK OTHOIIIEHWI I CBSI3€Vl, TIOCPEICTBOM KOTOPOTo CyOBeKT IIoITy-
4JaeT BO3MOXXHOCTh BHYTpeHHeV paboThl C pecypcaMy, He JaHHBIMU B BOC-
IPUSATUN 11 HAXOIAIIVIMICS BHe cpepBbl ero HeIlloCpeICTBeHHBIX KOHTaKTOB C
OOBEKTMBHOV peasTbHOCTBIO. PackphITo comepskaHVe KOHIIEIITOB «KOHIIEII-
Tyamsalms» U «CTpyKTypuposanme» SOC, mocpencTsoM OTOOpakeHMs
KOTOPBIX YeJIOBeK-OllepaTop BOCIIPOWM3BOAMT, MOMEIMPYeT W «BIVICHIBAeT
cebs1» B OKpY>KaIoOIIyIO AeVICTBUTEIBHOCTb.

WccaedoBarue Bvinoanero npu gpunarcoboil noddeprke PODU 8 pamxax HayuHoeo npo-
exma Ne 19-07-00208.
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M. Bordag, 1. G. Pirozhenko
THE CLOSED PIECEWISE UNIFORM STRING REVISITED

We reconsider the composite string model introduced 30 years ago to
study the vacuum energy. The model consists of a scalar field, describing the
transversal vibrations of a string consisting of piecewise constant sections
with different tensions and mass densities, keeping the speed of light constant
across the section. We consider the spectrum using transfer matrices and
Chebyshev polynomials to get a closed formula for the eigenfrequencies. We
calculate vacuum and free energy as well as the entropy of this system in two
approaches, one using contour integration and another one using a Hurwitz
zeta function. The latter results in a representation in terms of finite sums
over polynomials. Several limiting cases are considered as well, for instance,
the high-temperature expansion, which is expressed in terms of the heat kernel
coefficients. The vacuum energy has no ultraviolet divergences, and the

corresponding heat kernel coefficient a, is zero due to the constancy of the

speed of light. This is in parallel to a similar situation in macroscopic electro-
dynamics.

Mut 3amn060 paccmampubaem modeab KYcOUHO-00HOPOOHOU  CHIPYHbL,
npedaoxennyto 30 aem Hazad 045 moeo, umobwl uccaedoBams IHepeuto
Baxyyma. Ilonepeunvie KoAebAHUA CMPYHBL, COCMIOAUell U3  KlJCOUHO-
NOCIOAHHBIX Ce2MeHTN0B ¢ pasHLIMU HAMANKEHUAMU U NAOTHOCTIAMU MACCHI,
onUCLIBAIOMCA CKAAAPHBIM 1104eM, npuveM 6 0anHHOU Modeau ckopochs cBema
npu nepexode 00H020 Y4ACMKA CIPYHDLL K OpyeoMy coxpausemcs. Vcnoav3ys
T-mampuysr u noauromsr HebbiuieBa, Mvl nosyuaem samkHymyw gpopmyay
044 cobcmbennbix uacmom u HaxoOuM cnexmp. Mot Bvruticasem Baxkyymuyio
u  cBobo0HyI0 3Hepeuto, 4 MAKKe IHMPONUI IMOU cucmemvi 0BYMA
cnocobamu: memoooM KOHMYPHO20 UHIMeZPUPOBAHUA U C NOMOWLI0 03ema-
pynxyuu T'ypBuya. Bmopoi cnocob npuBodum x npedcmabaenuto 8 Guode
KOHEUHbIX CYMM MHO204AeH0B. Paccmompenst makxie HECKOALKO 1peoesbHblxX
cayuael, nanpumep BvicoxomemnepamypHas ACUMNIMOMuUKa, Komopas Goipa-
Jkaemcs uepe3 koaghpuyuenmol menaoBoeo A0pa. Baxyymuaa suepeus He
umeem yavmpacgpuosemoBuix pacxooumocmed, u coombemcmByoujuil ko3gh-
uyuenm menaobozo adpa a, paben Hyaw Bcaedcmbue nocmoarcmba cxo-

pocmu cBema 004b cnipyHbl. AHAN0SUUHOE COKPAUYEHUIO PACXOOUMOCHIEN HA-
04100aemcsa 6 Maxpockonuueckotl 2AeKmpooUHaMuKe .

Keywords: piecewise uniform string, vacuum energy, heat kernel coefficients,
zeta function, Chebyshev polynomials, high temperature expansion

KnroueBsie cj10Ba: KyCOUHO-OMHOPOIHAsI CTPyHa, BaKyyMHas 3Heprusi, Kodd-
VIIMEHTHI TETUTOBOTO AMpa, A3eTa-PyHKIV, TTOTMHOMBI YeObITIeBa, BEICOKOTEMITE-
paTypHoOe pa3joXeHue

1. Introduction

In the piecewise uniform string model [1], a closed or open string is
considered, which consists of two or more segments. This is a generalization
of a homogeneous relativistic string with the same string tension T

© Bordag M., Pirozhenko 1.G., 2021
Becmnux barmuiickozo hedeparvroeo ynubepcumema um. V. Kanma.
Cep.: Dusuko-mamemamuueckue u mexruveckue Hayku. 2021. Ne 1. C. 51— 72.
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everywhere. In opposite to the standard case of a homogeneous string, this
string consists of homogeneous segments with different string tensions T,

and mass densities, p,, such that their ratio is just the constant speed of
light,

T
c=|—. 1)
P

We assume that alternating sections with different T, and p, repeat

periodically and that the string is closed.

The canonical quantization of this model, which is also called composite
string model, requires a target space with the dimension D=26 [2].
However, in the string potential, the dimension appears just as a factor
(D-2) in front of the first quantum correction (the Casimir energy). The

latter is calculated in (1+1)-dimensional space of the string world surface
and coincides with the renormalized vacuum energy of a scalar field which
describes the transversal vibrations of the string. This scalar field ¢(o,7)

obeys the (1 +1)-dimensional wave equation

o0 &
_— = 0/ 2
(612 oo’ }é @
with the matching conditions
0 0
Pt 0= Pl o T, ¢ =T, ¢ y ®3)
00 |i=10 00 |s=110

at the junctions, which imply the continuity of the displacement of the string
and of the restoring force. Obviously, because of equations (1) and (2), the
model is relativistic.

In this model, we are primarily interested in the dispersion relation and
the band structure of the string excitation spectrum. Second, we consider the
vacuum energy of excitations, that is, the Casimir effect associated with this
system. Finally, we introduce finite temperature and examine the correspon-
ding thermodynamic quantities. The inclusion of impurities may be of ad-
ditional interest. The merit of this model, which it shares with several others,
is its simplicity, which makes it possible to study the physical quantities
mentioned most explicitly and easily.

The piecewise uniform string was first considered in [1], and shortly
thereafter in [3] a much simpler representation was found for the model,
which in [4] was generalized to a string with 2N equal sections. In [4], a
string with three pieces was studied. Its vacuum energy has shown a non
monotone (in opposite to the two-piece case, see below) dependence on the
two ratios of the tensions. We mention also an open composite string model
[5].

In the papers [2; 6] the thermodynamic quantities were calculated for a
two-piece and 2N-piece strings, and the Hagedorn (critical) temperature was
found, which increases with the number of string segments and inverse
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proportional to VD -1 . The negative Casimir energy of the composite string
has prompted some speculations about the importance of the model for
cosmology [6]. In [7], a twisted string was considered together with possible
relations to processes in the early universe and to gravity. A generalization
to a charged string placed in a magnetic field was studied in [8]. In this
paper also a variational principle for the string was set-up. In [9] an
interesting scaling property was found. It appears that the ratio of the
vacuum energies, f(x)=E,(x)/Ey(0), is approximately independent of N,
provided N 22, and lies in the interval 0< f(x)<1.

There are interesting links to the composite string model and
neighboring topics. Let us start with an analogy in macroscopic
electrodynamics. If one considers some material body having permittivity &

and permeability u, the speed of light inside is c=1/ @ . In such systems,

the vacuum energy of the electromagnetic field has specific ultraviolet
divergences which are even today not fully understood. For the first time
this problem was observed in [10], in detail it was investigated in [11]. This
divergence is absent if the speeds of light inside and outside the material
bodies are equal. It must be mentioned that even for equal speeds of light
across an interface, the electromagnetic fields are different, obeying well-
known matching conditions on the the interface. Boiling down to (1+1)
dimensions, in the composite string model we observe the same situation.

Further similar (1+1)-dimensional periodic objects are nanowires and
optical lattices. There is a huge amount of papers on this topic and we let us
mention only the first, [12], which introduced the Kronig-Penney model. Of
special interest for their simplicity are also models with background
potentials with zero range support; for a recent review see [13] and for the
most general case in the sense of selfadjoint extensions see [14]. There is an
analogy between closed composite 2N string discussed in the present paper
and a ¢ -ring, which is a chain of & -potentials placed on a circle. In the
recent papers [15; 16], a formalism was put forward for calculating the
vacuum energy in one-dimensional periodic backgrounds formed of
generalized & -potentials. The use of Chebyshev polynomials allowed to
significantly simplify the calculations. In Sect. 2 we apply this approach to
the 2N piecewise string. In [17] Casimir energies for self-similar (fractal-like)
sets of parallel plates with J-potential separated by distances
a,%,%,g... were studied. It was observed that these systems manifest an
analogy to the theory of the piecewise uniform string.

In most of the above mentioned papers on the composite string model,
much effort was put into the investigations of different regularizations of the
vacuum energy of the string. However, looking from the point of the heat

kernel expansion on these, one observes that the decisive coefficient g,
(which comes in (1+1)-dimensions in place of a, in (3+1)) is zero (see below

in Sect. 4.3). In such case, as known from the general theory (see, e.g., Chapt. 4

53



54

ﬁ Teopemuuecka i IKCnepuMeHmalvian usuxa
)
S

in [18]), all divergences can be removed uniquely, not leaving room for any
ambiguity. In some regularizations, for instance, in the zeta functional one,
there are no divergences at all. For this reason, we will be very brief on this
topic.

Another interesting observation concerns entropy in Casimir effect like
configurations, where negative entropy was observed, first in [19], for a
recent overview see the introduction in [20] and for single standing objects
see [21—23]. Thus, it is necessary to consider the question of what entropy a
piecewise uniform string will show.

In the present paper, we reconsider the closed composite string and
calculate vacuum and free energies as well as the entropy using integral
representation and sum representation as well.

We use zeta functional regularization and calculate the heat kernel
coefficients, pointing out the uniqueness of the result. Also, we get the high
and low-temperature asymptotics of the free energy and demonstrating how
the general scheme is applied in the given case. We add not much, but we
are interested in a more streamlined and most transparent and unified
formulation of this topic.

Throughout the paper we use units with c=#n=k; =1.

2. The piecewise uniform string and its spectrum

We consider a piecewise uniform closed string composed of 2N
segments. After Fourier transform in 7, the solution of the string equation,

(0" -0;)¢(0) =0, )
consists of plane wave segments,
#(0)=24,(0)0,(0), ¢,(0)=A"" " +B,e ", ®)

and we use the notation

0 (o

n

( ={1, a(n-1)<o<an, ©

0, elsewhere.

The limits of fields and their derivatives at the string junctions are
denoted by

)
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the expression (7) can be rewritten as

) ( A, +B, J
¢, = =KY,, )

iwA, —iwB,

n

A —iam+B ioa
+ =[ € € WJ =KQVY,,,,

iwA, e —iwB,e

with the matrices

1 1 e—iwa 0
K= , = . 10
(ia) —ia)j Q ( 0 J (10)

The matching conditions (3) at a junction can also be written using a
matrix, M ,

n

Mn¢r: = ¢r:r (11)
For the piecewise uniform string this matrix reads
1 0

Memlo e ) 02

where x is the ratio of the string tensions

T,

x=—L (13)

TH

For comparison, we mention the corresponding matrix,

1-p 0

m=| 1P , (14)
«_ 1+p
1-p* 1-p5

where o and B are some couplings, for the more general setting of

generalized delta functions at the junctions, as used, for example, in [23].
The transfer matrix T, is defined as to relate the solutions in neighboring

n

segments,
LY, =Y. (15)
Inserting (9) and (10) into (11),
M KY,=KQVY,.,, (16)

we get

T, =Q'K'M,K. 17)
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For two neighboring segments of the string, having with (12)

1 0 1 0
oddn: M, = , evenn: M, = , (18)
0 x, 0 1/x
we define
T = Tn(add) ° Tn(even)‘ (19)

This matrix does not depend on n and it takes the form

W Z
T= [ s J (20)
Z W
with
W =%((1+x)262”"“ ~(1-2)?), 1)
— 1_x2 2iwa
= i (—e +1).

In (21), the parameter a is the length of a single section. It is connected

with the length L of the string and the number N of the pairs of sections by
L

o=t 22

N (22)

For a string with non-equal segments one would have to put different a's

into the Q's, (10), corresponding to the two matrices entering (19). Accor-

dingly, the expressions in (21) would become more complicated.

The transfer matrix has the property

detT =1, (23)

preserving unitarity. In fact, (21) and (22) correspond to Egs. (13) and (14) in
[24].
Now, repeatedly applying (15) , we get with

Wonia =TnTon - LY, (24)

a relation between the first element of the string and any other element. To
obtain the closed string with 2N elements we demand periodicity,

Yo =¥ (25)

At this place, it should be mentioned that a quasi-periodic closure of the
string,

W,ug =Y, (26)

2N+1

results also in real eigenfrequencies. The interpretation could be a charged
string, allowed to oscillate only in parallel to a magnetic field penetrating the
loop (other couplings to a magnetic field were considered in [8]). In the
antiperiodic case, ® = 7, one comes to the twisted string considered in [7].
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With (25), we are faced with a homogeneous system of equations and its
determinant must vanish. We define with

Alw) = det(TZNTmf1 LT —1) (27)
the mode generating function. Its zeros, i.e., the solutions of the equation
Alw) =0, (28)

are the eigenfrequencies for the vibrations of a closed composite string. Since
we consider a string of equal pairs of sections, all T; in (27) are equal and the

mode generating function simplifies to
A(w) = det(T" -1). (29)

Now, as a matrix obeys its characteristic equation, using the property
(23) and introducing the notation

£= % BT, (30)

one arrives at the relation
T? = 26T -1. (1)

Repeatedly multiplying the equation (31) by T and each time substitu-
ting the right-hand side of the equation (31) for T?, we obtain

T” = Tun—l (é:)_un—Z (5) (32)
Here, the u, are Chebyshev polynomials,

_sin((n+1)y)

, , cos(y)=¢. (33)
sin(y)

u, ()
For a chain of delta functions, the approach with Chebychev polyno-
mials was used in [25] for a finite size Kronig-Penney model. Applied there
to expressions like (24) with T, =T, these relations gave closed, explicit
expressions for the amplitudes of the wave function. The same would
happen for the composite string; however, we do not go into that detail. We
mention, the in [24] a recursive formula was found, which gives the same
results as the application of the Chebyshev polynomials.
Using the above formulas we get from (29)

A(w) = det(Tuy_;(§) — (uy_,(£)+1)), (34)
=1y 4 (&) =281y 4 (§)(uy 5 (E)+ 1)+ (uy ,(£)+ 1),

for the mode generating function. After inserting (33), this expression can be
simplified and we obtain

A(w) = 451‘12[% 7j. (35)
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Rewriting the above equation as A(w) =2—(eiN’ +e N ) and defining

a= 1_x , one can convert the expression (35) into the form,
+x

Aw)=2-1-a*)N (AN + M),

A, = cos(am)—a’ + \/(COS(Zaa))—OCZ)Z -(1-a?),

(36)

which was obtained in [24].
It should be mentioned [24], that the result (35), i.e., the expression for
the determinant, can be obtained also in an easier way. Let 4,, be the

eigenvalues of the transfer matrix T,

det(T - 4,,1)=0. (37)
With (23) we get
Ao =Exiy1-¢7, §=%trT. (38)

Now we consider (29) and diagonalize the matrix, not changing this way
its determinant,

= /11N -1, 0 — (N N
Aw) = de’{ 0 _1] =(A -1)(2' -1) (39)
and inserting cos(y) for £ we come also to (35) .

We use the mode generating function in the form (35) as it allows one in
the most instructive way to analyze the structure of the spectrum. The
solutions of (35) are

_2jm

7; N (j integer ). (40)

Computing 2¢& as the trace of the transfer matrix whith elements given
by (20) and (21), we obtain from (33)

cos(y) = ﬁ(—(l —x)* +(1+x)’ cos(2am)). (41)

This is the dispersion relation for the string under consideration.
Obviously, y is the quasi momentum. To have a real spectrum, the

condition
(1-x)* +(1+x)* cos(2am)

1<— <1, 42
4x (42)

must hold, defining the zone structure. It should be mentioned, that the
spectrum is completely discrete (since the closed string has finite spatial
extend), and, strictly speaking, there are no bands. This is obvious especially
in the case x =1 of a completely homogeneous string having an equidistant
spectrum. However, with more sections on the string, the eigenvalues start
to group; forming zones eventually when their number reaches infinity.
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Eq. (41) can be inverted easily,
4x cos(y)+(1—-x)?

cos(2aw) = , 43
(2a0) = = 3)
and with y;, (40) , we get explicit expressions,
w; +27n 1 N 01 "
o, =——, |j=1..,|=—|, n=01,..]|,
Y j 5 (44)
2r—w; +27n
0, =—], j=O,...,[ﬁ]n=0,1,... ,
& 2a 2

where we defined

4xcos(;/j)+(1—x)2] (@5)

®, = arccos
/ ( (1+x)?

for the eigenfrequencies. The arccos is defined on its main branch. The
constant mode, i.e., =0, is excluded since it does not contribute to the
energy. An example is shown in Fig. 1. The degeneracy of the modes results
in a weight function

N
1 for N evenand j=—,
5= 173 (46)
2 otherwise.

cos(y)

X
02 0.4 06 08 10 1.0 \ Fal £

; \ I 1 F

~ \ [ \ [

~05 o5} \ I\ [
\ [ 3 |

\ | \
’ L L
00 -

-0.51

-1.01

-2.0

Fig. 1. The spectrum according to eq. (41) for a string with N =40 sections,
x=0.3 and L =1. The dots denote the eigenvalues. For N — © or L — o
these approach the solid line

The degeneracy is 2 except for the modes with j = % foreven N.

3. Vacuum energy

In zeta functional regularization, the vacuum energy is defined as

2s
E, = %Za)(ln’)zs. (47)
(1)
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The sum goes over all nonzero eigenvalues @, with the corresponding

multiplicity. In our case, the eigenvalues are specified by (44). The arbitrary
parameter 4 comes in with the regularization and is chosen as to preserve

the correct dimension of the regularized energy.

It should be mentioned that frequently the vacuum energy is considered
relative to the vacuum energy of the empty space. Accordingly, in all papers
on the composite string, it is considered relative to that of the homogeneous
string. To be more precise, people consider the difference between the
vacuum energy of the composite string and that of the homogeneous string.
This procedure is meaningful in the case of an infinite space since its
vacuum energy is proportional to its (infinite) volume. In the case of the
closed string, which has with its finite length a finite 'volume', we consider
the mentioned subtraction as superfluous and consider the complete
vacuum energy.

There are two (main) approaches to calculate the vacuum energy. One is
to transform the sum in (47) into an integral and to move the integration path
towards the imaginary axis. This way is especially preferable, not only by
avoiding to work with oscillating quantities as one has typically for real
frequencies but for easy separation of the volume contribution for problems in
infinite volume. Also, it allows for an easy generalization to Matsubara
representation (at finite temperature). The other way is a direct summation in
(47). This is especially preferable for a linear spectrum, allowing easily for
results in terms of the Riemann zeta function or related zeta functions. Many
examples of this kind are collected in [26]. Below, we discuss both approaches.

3.1. Vacuum energy in integral approach

In this approach one starts from the frequencies w, ; as solutions of the
equation (28). With

M@= 450, g(@)=sin[ 37, 8)

where y is given by (41), we define a modified mode generating function
g(®) having zeros in the same locations as (28), but as single zeros.

We are going to transform the sum in (47) into a contour integral. For
that, we define with

No(1
o) =12, g ()= HLZ2, ()
8o(@) 4x

a function whose logarithmic derivative has single zeros in the eigenfrequ-
encies, @, ir and which vanishes at the origin,

W) ~ o (50)

w—0
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With these, the vacuum energy becomes
By = i [ 22 020 (o), (51)
w2ri

where we accounted for a factor of 2 which results from switching from the
mode generating function A(w) to g(®) in eq. (48). The contour C encircles
the real o -axis. We mention that we excluded any contribution from the
origin by dividing by g,(®) in (49). This way we exclude the constant mode

which is in this case with a massless field a zero-mode and which should not
enter in zeta-functional regularization.
We continue with the Wick rotation, @=1i¢, on the upper half of the

integration path C, and @ =-i{ on the lower half. We get with

©

B, =~ 2 fag o120 i), 62

T

a representation in terms of imaginary frequency ¢, which is, as usual,
convenient for further work. The function h(i¢) has a quite simple explicit
form,

h(ig) = ln[sinh (ﬂ arccosp “0=0 (L4 coshi@ed) ]] _ln(Nzﬂ‘;a i X)j (53)
2 ,

4x 4x

which is in terms of real functions.
We mention the asymptotic properties

MiC) ~ &% hGE) ~ ¢ (54)

allowing the integration in (52) to converge for 1<s < % .

We have to construct the analytic continuation to s = 0. For this, we defi-
ne functions

=1 WW=EEHN—Dm(O+”}m{5£) (55)

1+ 2 24x 2
hsuh = h _hus
having the properties
hsub ~ 2 , hsub ~ —2 , 56
S G (56)

as -2 as
h ¢ %Oé’ ’ h {0 g
Here we dropped for a moment the arguments of the functions to

simplify notations. The function h™ is just the asymptotic expansion of I,
(53), for ¢ — o0 up to exponentially decreasing terms. We split the vacuum

energy according to

E,=E"+E", (57)
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into finite and asymptotic parts with

_ (1-2s)cos(zs
7

1o, . ) sty o
fin _ sub as 2s 257, as
E —;J'Odg“h , E p jodg; he. (58)

In E we could remove the regularization by putting s=0 due to the
decrease (56). Also, we integrated by parts which is possible without surface
terms, also due to (56). This expression has to be evaluated numerically.

The asymptotic part, E® in (58), can be integrated explicitly with the
result

pe - (WL/NY (25 —1) cos(zs)

sin(g(Zs + 1)jco52(’6’(4s + 1)) ’ ©)

x[[Zcos(?j+1j[(N—l)ln Yo —1n(N)]++Ncos(73[(45+1)]+N+2;[sin(4gsj+\;%}

The analytic continuation to s =0 reveals no pole. This way, within the
zeta functional regularization there is no ultraviolet divergence. This is in
accordance with the heat kernel coefficients which will be discussed in
Sect. 4.3. Finally, for s =0, the asymptotic part reads

4 N N =«
Ef=———|((N-DIny,-InN)+—+—|. 60
3\/§L((( )Iny, ) 5 3\/§J (60)
To compute the vacuum energy we scale out the dimensional
parameters, { — 25 , to rewrite the finite part of the energy, (58), in the form
a
N = L
Eff ="\ d¢ch|ic =], 61
S fpae w1 6D
where the integral is now dimensionless. Examples for E, are shown in Fig. 2.
Eo
* : : : ~ X
0.2 04 0.6 0.8 1.0
-0.5¢
-1.0}
-15}F
20!

Fig. 2. The vacuum energy E;, (57), (61), for a composite string as
a function of the ratio x, (13), of the string tensions for several numbers N
of sections of the string. N increases from top to bottom (color online).
The length of the stringis L =1
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3.2. Vacuum energy in sum approach

The sum representation (47) of the vacuum energy needs to be specified in
terms of the eigenfrequencies (44). Accounting for the multiplicity (46), it reads

1 -2s 2
E, =W ;;;(] (a)]. +27m)1 ’ +j=20;;(j (27z—a)j +27m)1 al (62)

It should be mentioned, that the account for the multiplicity, which here
is taken care of by the function y;, happens automatically in the integral
approach.

The sums over n define Hurwitz zeta functions, as first in this context
mentioned in [3], and we arrive at

1-2s {%] [%]
_1(x @; @i
Fo = _(Ej ijf on (25 _1’5] 2 6n (25_1’1 _ZJ - ©®)

2 j

Now the analytic continuation in s is given by the properties of the
Hurwitz zeta function and we arrive immediately at

3 H
- @; @;
E, __a le}(jé’}{{_LEJ"‘FZOZ,'C;H{_Ll_E] . (64)

Again, as in the preceding section, we observe no pole in s. We mention
the known relation ¢, (-1,1-a)= ¢} (-1,a), allowing for some insignificant
simplification. Further, we mention that the Hurwitz zeta function with
negative integer argument has an explicit expression in terms of Bernoulli
polynomials. Specifically in our case

Co(-1,a)= —%G—aﬂf] (65)

holds, showing that we have with (64) an expression for the vacuum energy
of the composite string in terms of finite sums over polynomials. This
representation is, of course, equivalent to (64) and (57) in the sense that these
and (64) are different representations of the same quantity. The sum repre-
sentation (64) appears to be somehow simpler.

4. Limiting cases of the vacuum energy and the heat kernel coefficients
4.1. The cases x=0 and x=1

The limiting cases x =0 and x=1 (homogeneous string) can be easiest
obtained from the sum representation (64). For x =0 we mention with (45)

o, =0 and with ¢};(-1,0)= —% we get a sum over the j's in the form
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HINE

22+ 2 ;= 2N. (66)

=1 =0

For x =1 we note w, =y, and use the property

n k _ _L
sz“ (_17) C 12n 67)

of the Hurwitz zeta function. The sums in (64) collect just into the form (67).
As a result, for this two cases we get

2
zN T
7

R A 68
0]x=0 6L Ojx=1 6L ( )

The same results can be obtained from the integral approach.
4.2, Limiting cases N —

We consider this limit in both representations and start with the integral

representation, Sect. 3.1. First, we consider E™ , (58). It is possible to perform
the limit N — o under the sign of the integral. We get from (53) and (55)

hsub ~ hsub (69)

N-oowo inf

N
W = arccosh

—(1-x)* +(1+x)* cosh(¢) 1 [£+Nln(1+xn

o dx 1407 2 2Jx
We denote the finite part of the vacuum energy in this limit by El’z}’ and
with (69) it has the representation
ks ,
fin _ sub
Einf - ;_[0 dé, hinf . (70)

From the asymptotic part, (60), we have in this limit

L AN () (1ex) 1
EE, 3\6(111[2\/;}2} (71)

and together we get

E, ~ Ef+E}

Nooo inf inf * (72)

which is proportional to N, and after restoring the dimensions to N*.
Another approach starts with the sum representation (64). In the limit
N — o, the sum over j turns into an integration according to the rules

2]

VN4 N (=
L L Z—)Zjody. (73)
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In this limit, the differences between the starting points in the two sums
in (64), as well as the factor y;, become unimportant and we end up with

with
(y) = arccos dxcos(y) + (21 — %) . (75)
(1+x)

Both expressions, (72) and (74), represent the same limit of the vacuum
energy. The first one involves infinite integration, the other a finite one. Both
integrations cannot be done analytically; however, it is easy to evaluate them
numerically. A plot is shown in Fig. 3. In this plot, for x =0, we note from
(75) @(y)=0 and we get E, ~-N?/6L.In x=1 we have o(y)=y and the

integration over y gives zero.

w(Xx)

-0}
-0.2}
-0.3f

-0.4}

-0.5

Fig. 3. The limiting slope w(x) of the vacuum energy (74) for N — o

as a function of the ratio x

4.3. The heat kernel coefficients

The heat kernel expansion and its coefficients are the universal tool to
investigate the ultraviolet behavior of the vacuum energy. At once this is a
semiclassical expansion since in powers of # and, at once, in inverse powers
of the mass (if present). In terms of eigenvalues, the heat kernel and its
expansion are defined as,

—th
= (n) n
Kity=2e 0 e — >t (76)

(n) n>0
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where d is the space dimension, d =1 in our case, and the a, are the heat
kernel coefficients. To calculate the coefficients we use the relation to the
zeta function ¢ (s), (93), of the composite string. Using an integral represen-

tation we get

I dt b ey et E
0

”) 07 @K(t) (77)

The behavior of the integrand for small ¢ results in poles which can be de-
termined by inserting the expansion (76) into (77). Integrating ¢ from 0 to 1
one gets the pole part,

1

T (78)

6r(%) = Zx;\/_r

s+n——
2

and the dots denote the regular part. This formula allows calculating the
coefficients from the residua,

a, = res NATT(5)¢, (s). (79)

s=——n
2

. . 1 .
As a special case we mentions that for n = > the relation

a, = 274, (0) (80)
follows.
Next, we use the information on ¢;(s), which is collected in the Ap-

pendix, eq. (97). For n=0, we have the pole of {,(s) in s= % For n= % we

have the pole of the gamma function in s =0 and for n =1 we have no pole.
Accordingly, the coefficient is zero, which is in agreement with the absence
of ultraviolet divergences observed earlier. With there remarks, the coef-
ficients become

a,=L, a, ==/, a,=0. (81)
2

All higher order coefficients are zero. This is in agreement with the
observation that there are only exponentially small corrections to the

asymptotic expansion h", defined in (55), of the mode generating function
h, (53),in (52).

It should be mentioned that the coefficient a,, which is non-zero, does

2

not depend on the parameters of the string. For instance, it does not
disappear when taking the limit of the homogeneous string (x — 1). Similar
features were observed in [27] for a flat plasma sheet in the TM-mode and,
similar, in [28] for a spherical plasma shell. As discussed in [21] (Sect. 4), this
is related to the Klauder-phenomenon stating that some singular perturba-
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tions (like the jump between the sections of the string in our case) cannot be
turned off to restore the unperturbed situation. Doubts in the physical
meaning of such a situation were discussed in [29].

5. The free energy

At finite temperature, there are basically two approaches. One is in
terms of the Matsubara frequencies, the other in terms of real frequencies. In
the first one, which was used also in the literature [6; 30; 31], one starts from
the integral representation in terms of imaginary frequencies like (52) after
integrating by parts,

g, = S22 o g s 2 i, )

and substitutes the integration by a sum,

JJ6£©) > TY. faT), (83)

(the contribution from /=0 enters with weight %). As mentioned, this

expression contains the ultraviolet divergence. In the given case, the
simplest way to get rid of it is to subtract the homogeneous string contri-
bution and to treat it separately. After that, one can put s =0 and comes to
the conventional shape of this representation.

The other representation is

-3

The first term in the parenthesis is the vacuum energy and the second is
the temperature-dependent part, A F, of the free energy. In the following,

@,
2

+T1n(1—eiw”’j/T )] (84)

we focus on it and on the entropy S = —2—5 . We represent these in the form

ATF=TZf(w;fJ, s=Z{%} (85)

n,j

with

fl@)=In(1-¢*), g(@)=-In(1-¢*)+ R (86)

With the summations defined as in (62), since these sums are fast con-
verging now, one can easily produce numbers and plots. Examples are
shown in Fig. 4. As can be seen, the free energy is monotone and so is the
entropy. It has the right sign and vanished at the origin. Thus, the thermody-
namics of the considered system does not bear an interesting feature like

that mentioned in the Introduction.
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Fig. 4. The free energy (lower curve) and the entropy (upper curve)
of the composite string for N =1 (left panel) and N =16, x =0.9 (right panel)

The limiting cases for small and high temperatures can be obtained
easily, following Chapt. 5 in [18], for instance. The low-temperature beha-
vior, since the spectrum is discrete, is determined by the lowest non zero

4x cos(i\[ )+ (1-x)

eigenvalue, w,, = —arccos ,in (44), to be
8 o, (1+x) (44)

ATFTgoT(l —e /T ) (87)

For the high-temperature expansion we use the heat kernel expansion.
The ready-to use formula (5.53) in [18] is for (3 +1)-dimensions. Therefore we
go back to (5.43),

P Y () (88)

where & =27TI are the Matsubara frequencies, and we have to put s=0 at

the end. This is an expression of the free energy in terms of the heat kernel.
The high-T expansion follows from the heat kernel expansion. Inserting (76)
with d =1, and separating the contribution from [ =0, we arrive at

T wdt £ 2 & 2
Fo~—=0 u* N+yYa | ————2 ¢ 7
5 M é}( ) Z n'[o ¢ \/EF(S)

n=0

(89)

=1

Now the integration over t can be carried out. Subsequently, the sum
over | gives a Riemann zeta function and we arrive at

F(s+n—1)

N_Z 2s 27 1-25-2n _
Fr~ 265,u §P(S)+;un o) (27T) 24, (2s+2n-1)|, (90)
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which for d=1 comes in place of (5.49) in [18]. Now we take the derivative,
put s =0 and arrive at the high-T expansion in the form

~ E 2 M l 2 i 4T 4
FT:W—6110T —[2\/; a%+2§1,(0) T+4ﬂ ln—ﬂ -7 la,+O(T™). (91)

Inserting the coefficients (81) we arrive at the expansion

F = _’;—LTZ +%(ln(T)—§lL(O))T+... 92)

The corrections are exponentially small like in the case of the Casimir
free energy for ideal parallel plates in accordance with the vanishing of the
higher-order heat kernel coefficients. The first term is black-body radiation

in the given case.

6. Conclusions

The composite string is an interesting model to study vacuum (Casimir)
energy and thermodynamic properties in a non-trivial, but simple model. It
allows us to demonstrate the basic technical tools and to get the most explicit
results. The model itself is not very interesting; however easy generaliza-
tions may reveal more interesting features like Hagedorn temperature or
instabilities, to mention two which were discussed in the literature.

In the present paper, we recalculated the mentioned quantities in two
representations. We used only zeta functional regularization well knowing
that all other regularizations will be equivalent. The system has a vanishing
heat kernel coefficient a,. Thus, there are no ambiguities in its renormaliza-
tion and in zeta-functional regularization no renormalization is needed. The
thermodynamic properties are most simple, free energy and entropy are mo-
notone functions; in opposite to some mentioned other simple systems.

The authors hope that the above presentation of the topic may serve as a
good starting point for more interesting applications and further develop-
ments.

This paper is an extended version of a talk one of the authors (I.G. Pirozhenko) gave on
The 10t International workshop «Waves in inhomogeneous media and integrable systems»,
held in September 24 — 25, 2020, at IKBFU (Kaliningrad, Russia), and we thank the organi-
zers for the opportunity to present this talk.

Appendix: The zeta function of the composite string

The zeta function ¢} (s) of the composite string is the zeta function asso-
ciated with the operator P which is determined by the equation (2) and the
matching conditions (3) and (25). In terms of its eigenvalues, @, it is given
by

So(s)=D ™. (A1)

(n)
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This is similar to the definition (47) of the vacuum energy and the
relation

B9 =26 65-) (A2)

holds. Using the same steps which resulted in eq. (63), we get

(13 N |
é}(s)=[%} =1"ng (25,;’—’}2;;@@ (25,1—;’—7;] : (A3)

i ) =

To continue we use the following properties of the Hurwitz zeta
function,

$u(2s,a)= +... for s—>%, (A.4)

2s-1
1
0,a)=——
Gi(0.0)=7~a

¢u(-1,a)= —%(%—aﬂzz).

Further, we need to know that £;'(0,a) (the derivative with respect to s)

is a finite function of x and N.
With these properties, it is easy to get the following relations,

(P(s)=%%+... for s—>%, (A.5)
7N
¢p(0)= _T'
In the first one we used
HEE
Z;(j+ Z;(j =2N (A.6)

j=1 ]=0

and for the second one, with the second line in (A.4), we note

H H
2 1 a)] 2 1 w]

J=—=1+ | —=+—|=-1. A7
;Zf(z 2n] Zoll’[ 2 27 (A7)
Here all terms except the first one (j=0) canceled and @, =0 holds.

Finally, we mention that the value of ¢,(s) at s= —% is the vacuum energy,

(A.2), and the derivative in s = —% is a finite function.
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L.A. Bordag

PORTFOLIO OPTIMIZATION IN THE CASE
OF AN EXPONENTIAL UTILITY FUNCTION
AND IN THE PRESENCE OF AN ILLIQUID ASSET

We study an optimization problem for a portfolio with a risk-free, a li-
quid, and an illiquid risky asset. The illiquid risky asset is sold in an
exogenous random moment with a prescribed liquidation time distribution.
We assume that the investor chooses an exponential utility function. Study of
optimization problems with three assets including an illiquid asset leads to
three-dimensional nonlinear Hamilton — Jacobi — Bellman (HJB) equations.

It is well known that the exponential utility function is connected with
the HARA utility function through a limiting procedure if the parameter of
the HARA utility function is going to infinity. We show that the optimization
problem with the exponential utility function is not connected to the
optimization problem with the HARA utility by the limiting procedure and
we obtain essentially different results. We provide the Lie group analysis of
the corresponding HJB equation.

For the main three-dimensional PDE with the exponential utility
function, we obtain the complete set of the nonequivalent Lie group invariant
reductions to two-dimensional PDEs according to an optimal system of
subalgebras of the admitted Lie algebra. We prove that in just one case the
invariant reduction is consistent with the boundary condition. This reduction
represents a significant simplification of the original problem.

Wsyuena npobaema onmumusayuu ubecmuyuontoeo nopmeeas, 6xaio-
uaoujeeo be3puckoBuiil akmub, Bvicoxkorubkbuonbill U HeAukBUOHbBLIL aKmuBeL.
Ilpu smom HeauxBudHwill akmub moxem Ovims npodan 6 HesaBucumolil
CAYUAtiHbIL MOMeHT BpeMenu, U 045 Heeo pacnpedeerue Bpemeny Auxbuoa-
yuu usbecmuo. Mol npednosaeaem, umo unBecmop npeonowumaen 3KCHOHeH-
YUALLHYIO (hyHKYu0 nosesHocmu. V3yuerue npobiem onmumMusayui ¢ mpe-
MA akmubamu, Bkaouas HeaukBuOHwI axmuB, npubooum K mpexmepHbsiM
HeaunetnuiM Yypabrenusm Famusvmona — xobu — Beasmana (H]B).

Xopowio usbecmo, umo IKCNOHEHYUANBHASL (PYHKYUA NOAeSHOCU CBSI-
sana ¢ eunepboauteckoi GyHxyuen nosesHocmu (2unepboiuteckoe Henpus-
mue abcoarommuoeo pucka — HARA) nocpedcmbom npedeavtozo nepexoda,
npu Komopom napamemp eunepbosuveckol (pyHKyuU nosesHocmu cmipe-
mumcs x beckoneurocmu. Mol noxasviBaem, umo npodiema ONMUMUIAYUL
UHBeCUYU0HH020 Nopmgess ¢ IKCNOHEHYUAALHOT (DYHKYUel 10Ae3HOCHIU
He cBa3aHa npede/bHbiM 1epexo0oM ¢ npodAeMOll ONMUMUSAYUL ¢ 2unepbo-
AUNeCKOUl PYHKYUeTl N0Ae3HOCU, U 044 Hee NOAYHeHbl CYuecBerHo Opyeue
pesyAbmantol.

Mui npoBodum  meopemuxo-epynnoboii  anasus coomBemcm8yiouyeeo
ypabuenus Tamusvmona — fkobu — beasmana 6 cayuae ucnoavsoBanus
IKCNOHEHYUAAbHOT PYHKYUU nosesHocmU. [l eaabroeo mpexmepHoeo ypab-
HeHUs 6 uacmHbix npo36oOHbIX Mbl NOAYUAEM NOAHbLIL HADOP HeakBubareHm-
Howx JIu epynnobix unbapuanmmusix pedykyutl k 08ymepHbiM ypadrenusm 6
UACMHBIX NPOUSBOOHBIX CO2AACHO ONMUMAALHOLL CUCIeMe 100as2edp MaKcu-
manvhoti Jlu aneebpui, donycxkaemoii amum ypabrenuem. Mot doxasvibaem,

© Bordag L.A., 2021
Becmuux baamuiickoeo gpedeparvioeo ynubepcumema um. Y. Kanma.
Cep.: Dusuko-mamemamuueckue u mexrudeckue Hayku. 2021. Ne 1. C. 73 —102.
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4mo moavko 6 00HOM cAyude uHBApUAHMHAA peOyKyUs coBMecuma ¢ 1no-
CmabAeHHbIM epaHudHbIM Ycaobuem. Dma pedykyus npedcmabasem coboil
cyuyecmBenrioe ynpoujerue UCX00HOT 3a0auu.

Keywords: portfolio optimization, illiquidity, Lie group analysis, invariant re-
ductions

KnroueBsie cy10Ba: onTvMmsanys MopTderns IIeHHBIX OyMmar, HeIMKBUIHOCTB,
JIu rpyTImioBovI aHaIV3, MHBapVAHTHEIE PeTyKIN

1. Introduction

We study an optimization problem for a portfolio with an illiquid, a
liquid risky, and a risk-free asset in the framework of continuous time. We
suppose that the illiquid asset is sold in an exogenous random moment T
with a prescribed liquidation time distribution.

Optimization problems, where the time-horizon is an exogenous random
variable, may arise in different situations. The international financial crisis
2008 —2009 initiated a change in the financial policy towards new, stronger
regulations in many countries and also to some special insolvency regula-
tions in EU countries. The actual corona crisis differs from the previous crisis
2008 —2009 because of its strong global impact on economics. As a con-
sequence, optimization problems with an exogenous random time of liqui-
dation become right now very topical for most countries in Europe. Many
small and medium-sized companies are forced now to liquidate their fac-
tories or houses because they cannot pay obligations in time. During this
crisis, many investors changed also their risk tolerance towards a strong
conservative one and the exponential utility function became more relevant
than the HARA utility function. One can find many references on this topic
in the short review [9] (which became especially actual right now), which is
devoted to assessing risk tolerance in dependence of economic cycles as well
as to a discussion of different parameter choices and forms of utility
functions. This supports our assumption that during an economic crisis
some investors will prefer to use instead of a HARA utility function a CARA
utility function, for instance, an exponential utility function.

There are a large number of papers that generalize the famous Merton's
model [16], for instance, some of them introducing a stochastic income in the
Merton's classical portfolio as in [8], and others are devoted to the classical
optimal investment problem with a random endowment such as works [7;
10]. The main new feature in our problem is that the portfolio includes an
illiquid asset with a prescribed liquidation time distribution. For the first
time, the optimization problem in this form with the HARA utility function
was introduced in the paper [4] and later studied in papers [2; 3; 5]. If the
illiquid asset in the portfolio is a real estate, a factory, a plant, or store then
you can sell it as a whole only. It is a typical situation with the selling of
houses, small factories, or shops that you know the market situation and a
typical liquidation time distribution. For instance, in a seller market, the
liquidation time distribution will be rather an exponential distribution. If it
is the buyer market then it will be closer to a Weibull distribution. We study
in this paper both liquidation time distributions as special cases.
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The influence of the risk tolerance preferred by the investor on the
solution of an optimization problem was studied before for different
portfolio settings with and without an illiquid asset. We review here some
results which are relevant for the selection of the utility function.

In the paper [18], the authors started with the classical Merton's
optimization problem used in [15; 16]. The portfolio contains one liquid
risky asset and a risk-free money market account. The trading takes place
within a fixed finite time horizon. The authors explore the question of risk
management under different risk preferences of the investor. They study the
optimal wealth process and the portfolio process across different utilities
and provide transformations between two such processes corresponding to
two arbitrary utilities. It is possible to find a deterministic transformation
using the local absolute risk tolerance function associated with the
corresponding utility function. This transformation is defined by a solution
of a linear heat equation with the risk tolerance function as a coefficient by
the second spatial derivative. Because of the classical problem features, it is
possible to study the influence of the chosen utility and the risk tolerance on
the wealth process and the different characteristics of the optimal portfolio
in detail. The authors prove that the curvature of the risk tolerance function
of the preferred utility function plays the main role. Certainly, we cannot
expect such tractability from an optimization problem with an illiquid asset,
but we can use this model as a benchmark for the case if the volume of the
illiquid position of the studied portfolio vanishes.

The dependence of optimal liquidation strategies from the risk aversion
of investors was studied in [23]. The authors consider the infinite time
horizon in the optimal portfolio liquidation problem and use a stochastic
control approach. In this model, a large investor trades one risky and one
risk-free asset. Thereby due to insufficient liquidity of the risky asset the
investor's trading rate moves the market price for the risky asset. The
authors obtain nonlinear parabolic partial differential equations (PDEs) for
the value function and the optimal strategy. They have to determine the
adaptive trading strategy that maximizes the expected utility of the proceeds
of a large asset sale. Withal authors studied the financial influence of
different types of investor's utility functions. They found that the optimal
strategy is aggressive or passive in-the-money in dependence of the
investor's risk tolerance, i.e. if the utility function displays increasing or
decreasing risk aversion. The authors proved that such strategies are rational
for investors with different absolute risk aversion profiles.

Another approach to a liquidation problem of an illiquid asset is
provided in paper [17]. It is devoted to the problem of how efficiently
liquidate large assets positions up to an exogenous fixed terminal time. The
author supposes that the investor prefers the exponential utility function
and seeks to maximize the expected utility of the terminal value of his
wealth. The portfolio contains an illiquid asset called a primary risky asset, a
liquid asset that is imperfectly correlated with the primary asset and is
called a proxy risky asset as well as a riskless money market account that
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pays zero interest rate. In practice, the investor tries to reduce the price
impact by trading a large number of assets and to hedge market risk of the
liquidated portfolio. As a common strategy one chooses splitting of the
given order into smaller pieces and to trade these pieces sequentially over
time. The author can find optimal strategies explicitly and study their
properties. The strategies depend on time and parameters of the model only
and are solutions of a linear ordinary differential equation (ODE) of the
second order. The author proves that this case is a generalization of the
original Merton's model studied in [15; 16]. He also noticed that the explicit
and simple results for optimal strategies were possible to obtain just by
using finite terminal time and because of the investor used the exponential
utility function. A more realistic setting, for instance, where the investor
receives multiply orders at random times or the liquidation time is not fixed
in the beginning leads to an essential more complicated model. In
comparison to our case, the illiquid asset in [17] does not pay any dividends
and the investor can also split the illiquid asset and sell them piece by piece
as well as the investor has no consumption during the lifetime of the
portfolio.

Study of optimization problems with three assets including an illiquid
asset leads to three-dimensional nonlinear Hamilton — Jacobi — Bellman
(HJB) equations. The corresponding nonlinear three-dimensional PDEs
include a lot of parameters describing the behavior of assets and are challen-
ging for analytical and numerical methods. To simplify the investigated
problem one tries to find an inner symmetry of such an equation and reduce
the number of independent variables at least to two or if possible to one.
Usually, lower-dimensional problems are better studied and are, therefore,
easier to handle. We use in this paper the powerful method of Lie group
analysis. This method is very well known for more than 100 years. It is very
often used in the area of mathematical physics or to study nonlinear
diffusion in porous media where similar nonlinear heat equations arise (see
[24—26]). Over the past 20 years this method also used in financial
mathematics [1]. Nearly all known explicit solutions to ODEs or PDEs were
found or can be found algorithmically (i.e. without guessing) by this
method. This method is up to now the most appropriate method to find
algorithmically substitutions to reduce a higher-dimensional PDE to a
lower-dimensional one or even to an ODE.

The Lie algebraic structure of the corresponding HJB equation is one of
the two main results of this paper. The Lie algebraic structure of the HJB
equation reveals important structural properties of the considered equation.
For instance, for the linear Black-Scholes equation, the corresponding Lie
algebraic structure gives rise to famous substitutions which reduce it to the
heat equation or it allowed to obtain the fundamental solution and the
explicit formulas for European Call or Put. For a nonlinear equation like that
studied here, we cannot get any fundamental solution but we can obtain
reductions of the high-dimensional HJB equation to simpler ones. We study
the complete set of all possible reductions and describe the unique reduction
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to a two-dimensional PDE which satisfies the boundary conditions. We
present also the explicit form of the corresponding investment-consumption
strategies in invariant variables. This reduction also means that for all
further investigation it is sufficient to use the two-dimensional PDE instead
of the three-dimensional main HJB equation.

Our paper is organized as follows. In Section 2 we introduce the
economic problem features in detail. We provide there a theorem stating
that the HJB equation with a HARA utility function possesses a unique
viscosity solution which was earlier proved in [4]. This Theorem will be now
modified for the case of an exponential utility function. In Section 3 we
provide the Lie group analyses of the optimization problems with a general
liquidation time distribution and different utility functions. We prove that
the cases of a HARA utility and an exponential utility are completely
different. The usual limiting procedure between the HARA and exponential
utility functions gives us wrong results for the corresponding Lie algebraic
structures. In Section 4, for the optimization problem with the exponential
utility function, we chose an optimal system of subalgebras of the admitted
Lie algebra and provide the complete set of all invariant reductions of the
corresponding three-dimensional PDE. Because this is an essential step, the
complete prove with all details is given and the meaning of each reduction is
explained. In each case, we prove if the invariant substitutions are
compatible with the boundary condition. In Section 5 we discuss the
connection between different results and see that the radical change of the
investment-consumption strategies is connected with the chosen exponential
utility function.

2. Economical setting

We study an optimization problem for a portfolio in the framework of
continuous time. An investor has a portfolio with three assets: an illiquid, a
liquid risky, and a risk-free asset. The investor has an illiquid asset that has
some paper value and can not be sold until some moment T that is random
with a prescribed liquidation time distribution. The investor tries to
maximize her average consumption investing into a liquid risky asset that is
partly correlated with the illiquid one. The investor is free to choose a utility
function in correspondence with her risk tolerance. In our previous papers
[3—5] we assumed that the investor chooses a hyperbolic absolute risk
aversion (HARA) utility function or a logarithmic (LOG) utility function as a
special case of the HARA utility. Now we suppose that the investor has a
quite different risk tolerance as before and chooses an exponential utility
function. We notice that a risk tolerance R(c) of an investor is defined as

R(c)=- llll”((C)) for any utility function U(c), c €[0,). For the HARA utility
c

function, the risk tolerance R(c) is a linear function of ¢ and for the

exponential utility function, it is a constant.
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Because the form of utility functions define the form of HJB equations
and the limiting procedures connecting the HARA utility with the loga-
rithmical and exponential utility functions play an important role in this
paper we describe these relations in more detail. In the previous papers
[2—5] we used the HARA and LOG utility functions and studied the
connection between both optimization problems. We used the HARA utility
function in the form

UFARA(C)zl_Ty[(ﬁjy_l], 0<y<l. 1)

It is easy to see that as y — 0 then the HARA utility function written as
(1) tends to the LOG utility

U™ (c),_, = U"%(c) =Inc. )

7—0

In common literature is often noticed that we obtain an exponential
utility function as a limit case of a HARA utility function by y — . This
assertion is correct just if the HARA utility function takes a special form, for
instance, for the HARA utility in the form (1) it is not the case. It is easy to
prove that if we take the HARA utility in the form

Vs
u;*ARA(c)=1_—7( ac +1j , 0<y<1,a>0, 3)
r \1-7¢
then we obtain by the limiting procedure an exponential utility function
(), > U () = -6 @

It is a so-called exponential utility function (denoted as EXP). The most
common form of the exponential utility function is

u(cy= %(1 —e),a>0. (5)

We call it a positive exponential utility function (and denote it as EXPp).
Both (4) and (5) utility functions differ just by an additive and a

multiplicative constant 1 We will prove later that both optimization
a

problems, with EXP and EXPp utility functions are equivalent.

The forms U;*** and U;"*** of the HARA utility function are often used
and from an economical point of view, both of them have properties of a
HARA type utility function. From the analytical point of view, the HARA

utility functions U/** and U}*** are different.

In the case of U;"*

, we obtain by limiting transition y -0 a LOG
utility function (2). As we mentioned before the risk tolerance, in this case, is

equal to

= Q)
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and by y >0 we obtain R,,;(c)=c as it to expect. But we get neither a

HARA
ul

finite limit by y — o« of the function (c) nor a relevant value for the

risk aversion R, (c) in this case.
In the second case for the utility function U}*** (3), we obtain for the
risk tolerance the expression

Ry(c)="=F=_° 42 7)

Here U;**" tends by the limiting transition y — o to the EXP utility
function (4) and the risk tolerance takes a constant value R,(c)=a' as it is
to expect in the case of an exponential utility function. But here in
contradiction to the first case of U;**", we cannot obtain any meaningful
expression by the limiting procedure y —0, it means we do not obtain a
transition to the LOG utility function.

In other words to study the connection between two optimization
problems with a HARA utility function and with a logarithmic utility
function we should use the HARA utility for instance in the form U;***(c)
to be able to provide the limiting procedure y —0 in all formulas. For the
study the connection between two optimization problems with a HARA
utility and with an exponential utility we should use another form of the
HARA utility, for instance, of type U,“**(c) to be able to make the limiting
transition for y — o in corresponding formulas.

Because of the relation (4) to correct comparison of the results for the
optimization problem with the HARA utility function Uj;"**(c) with the

results for an optimization problem with an exponential utility function we
need to study first the optimization problem with the exponential utility
function U""(c). The optimization problems with exponential utility
functions (4), (5) describe economically equivalent situations. There exist
one-to-one analytical substitution which provides the equivalence relation
between two of these optimization problems which we show explicitly later
in Section 3.2.

From (6) and (7) follows that the functions R,(c),R,(c), R, (c) are linear
functions of c. It means also that the absolute risk tolerance is increasing or
decreasing with the consumption c in these cases. For an exponential utility
function the risk tolerance is a constant. In other words, all the time the
absolute risk tolerance stays unaltered in the framework of these
optimization problems.

We see that even though both the LOG and EXP utility functions can be
regarded as a limit case of the HARA utility function they describe quite
different economical situations: in the first case, the risk tolerance changes
with the consumption ¢ and in the case of the EXP utility function the risk
tolerance do not depend on the level of the consumption at all.

It means that now the investor has a constant risk tolerance. Maybe it
explains that both optimization problems studied before and presented now
have quite different analytic and Lie algebraic structures as we show it later.
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2.1. Formulation of the optimization problem

We introduce a filtered probability space (Q, F,F,P), where F = (F,),,, is
the natural filtration, generated by two independent standard Brownian
motions W' and W?, and verifying usual properties: it is completed and
right continuous (see [12]).

The liquidation time T of the portfolio is a non-negative random
variable on the same probability space (Q,F,P), and this allows us to

introduce an additional source of uncertainty that is not connected to the
randomness of the financial market. We suppose that the cumulative
distribution function @ of the random variable T is known and related to

thelaw P of T inthe usual way: VteR, ®(t) =P, (]-,t]).
The probability density function of the liquidation time distribution is

denoted by ¢(t), whereas a(t) denotes the survival function, also known as

a reliability function, a(t) =1-®(t). We skip here the explicit notion of the

possible parameters of the distribution to make the formulas shorter.
In dependence on the rate of illiquidity, the liquidation time distribution
can take different forms. Typically one uses the simplest one parameter

exponential distribution with the reliability function ®(t)=e™, where « is
the parameter of the distribution or a more advanced Weibull distribution

with 5(:%) =" with two parameters, 4 and k. We will take these two
distributions as examples in our investigation. We notice that the
exponential distribution is a special case of the Weibull distribution by k=1
and x=1/4.

Assumptions and constrains.

We suppose that a utility function U(-) satisfies the following
conditions:

Lim®(H)E[U(c,)]=0, D(t) ~e™, k>0 or faster as t — oo. 8)

t—o0

For a variable ¢ €[0,) the function U(c) is strictly increasing, concave
and twice differentiable in ¢, further on

U(c)<M(1+c), 0<y<1, M>0, )
and either limU'(c) =+, limU'(c) =0, (10)
c—>0 c—>+0

or U'(c) _ =const.>0, 1imU'(c)

- c—>+o0

0. (11)

The investor's portfolio includes a risk-free bond B, , a risky asset S, and
a non-traded asset H, that generates stochastic income, i.e. dividends or
costs of maintaining the asset. The risk-free bank account B,, with the
interest rate r, follows
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dB, =rB,dt, t<T, (12)

where r is constant. The lower case index ¢ denotes the spot value of the
asset at the moment ¢.
The stock price S, follows the geometrical Brownian motion

ds, =S, (adt +cdW' )t <T, (13)

with the continuously compounded rate of return «>r and the standard
deviation o . The illiquid asset H,, that can not be traded up to the time T

and its paper value is correlated with the stock price and is governed by

B = (u-ayitsn{ paw; + 1= g% W) <, (14)

t
where u is the expected rate of return of the risky illiquid asset, (W,',W;”)

are two independent standard Brownian motions, ¢ is the rate of dividend
paid by the illiquid asset, 7 is the standard deviation of the rate of return,

and pe(-1,1) is the correlation coefficient between the stock index and the
illiquid risky asset. The parameters u, &, 7, p are all assumed to be

constant.
The randomly distributed time T is an exogenous time and it does not
depend on the Brownian motions (W,', W) as we mentioned before.

Given the filtration [, we assume that the consumption process (c,),, is
an element of the space £, of non-negative IF-progressively measurable

processes such that E(J‘Otcsds) <o, te[0,T].

All the income is derived from the capital gains and the investor must be
solvent. In other words, the liquid wealth process (L,),.., must cover the

consumption stream. The wealth process (L,),..; is the sum of cash
holdings in bonds, stocks and random dividends from the non-traded asset
minus the consumption stream, i. e. it must satisfy the balance equation

dL, = (rL,+0H, + (¢ —1)—c)ds+m,ocdW}, t<s<T. (15)

The set of admissible policies (7,,c,),, is standard and consists of
allocation-consumption strategies such that: (c,),,, belongs to L, ; (7,),., is

F -progressively measurable and J‘:(ﬁ,)2 dr<ewo a.s. for any t<s<T;

(L;);cser » defined by the stochastic differential equation (15) and initial
conditions L,=[>0,H,=h>0 a.e. The consumption stream (c,),, is

admissible if and only if it is positive and if there exists a strategy that
finances it. We assume that the investor consumes at rate (c,),., from the

liquid wealth and the allocation-consumption plan (z,,c,),., consists of the
allocation of the portfolio with the cash amount (7,),,, invested in stocks,
the consumption stream (c,),,, and the rest of the capital kept in bonds.
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Remark 1. Further on we sometimes omit the dependence on ¢ in some of
the equations for the sake of clarity of the formulas.

The investor wants to maximize the overall utility consumed up to the
random time of liquidation T, given by

ue,) = EU:@(t)U(ct)dt] (16)

as it was shown in [4]. It means we work with the problem (16) that
corresponds to the value function V(l,h,t), which is defined as

V({l,h,t)= maxEUtwa(s)U(CS)ds |L,=LH,=h, Lh> 0}, (17)
(”trft)

where | could be regarded as initial capital and h as a paper value of the

illiquid asset. The value function V(l,h,t) satisfies the HJB equation

V,(l,h,t)+%772h2vhh(l,h,t)+(rl+5h)V,(l,h,t)+

(,u—5)th(l,l’l,f)+m7.;:1xG[7Z']+maXH[C] =0, (18)

c20
Glz]= %sz (Lh,t)z*c® +V, (L, h,tnproh+z(a—r)V,(L,h,t), (19)

Hic]=—cV,(Lh,t)+ D(H)U(c), (20)
with the boundary condition
V(I,h,t) >0, as t > . (21)

In [4; 5] the authors have already demonstrated that the formulated
problem has a unique solution under certain conditions. Namely, the
following theorem was proved

Theorem 1 [4]. There exists a unique viscosity solution of the corresponding
HJB equation (17) — (21) if the conditions (8), (9), and (10) are fulfilled.

In this paper, we restrict ourselves to the case of an exponential utility
function that satisfies three first conditions (8), (9) of Theorem 1 by
definition. We checked the proof of the theorem in [4] and see that the Inada
condition (10) can be replaced by the condition (11) and the existence and
uniqueness of the viscosity solution of HJB equation is still guaranteed.

Further, we will use instead of the fourth condition in Theorem 1 the
condition (11) which will be satisfied by an exponential utility function. It
means that there exists a unique viscosity solution to the HJB equation (17)—
(21) with an exponential utility function.

Now we can adjust and reformulate Lemma proved in [4] about the
properties of the value function as follows

Lemma 1. Under the conditions (8), (9) and the condition (11) the value
function V(t,1,h) (17) has the following properties:

(i) V(I,h,t) is concave and non-decreasing in | and in h,
(i) V(I,h,t) is strictly increasing in I,
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(iii) V(I,h,t) is strictly decreasing in t starting from some point,

(iv) 0<V(Lh,t)<O(|1] +|h|) uniformly in t.

In the next sections, we will first study three-dimensional PDE which we
obtain from the HJB equation after formal maximization, then we will try to
simplify this three-dimensional PDE as far as possible using its internal
algebraic structure. The properties of the value function listed in Lemma 1
we will use to define the reduction which keeps all properties of the original
optimization problem. It follows that if one can find a solution to the
reduced equation it will be also the unique viscosity solution of the optimi-
zation problem.

3. Lie group analyses of the optimization problem
with a general liquidation time distribution
and an exponential utility function

First, we study the case of an optimization problem with the EXP utility
function (4). As usual, we provide a formal maximization of (19) and (20) for
the chosen utility function in the H]JB equation (18) and get a three-dimen-
sional nonlinear PDE.

The HJB equation (18) after the formal maximization procedure will take
the form

Vt(Z,h,t)+%n2h2vm(l,h,t)+(rl+5h)V,(l,h,t)+(y—5)th (1,h,t)

(=1 VA (LI, 1) + 2@ —r)mphV, (L1, )V, (LB, 1) + 77 00 H2V, 2 (L, )
267V, (1, ,t)

+1V,(l,h,t)1nV,(l,h,t)—l(1+ln5(t))V,(l,h,t)—In—aVl(l,h,t) =0, (22
a a a

V —>0,t— o0

Here the investment z(l,h,t) and consumption c(l,h,t) strategies look

as follows in terms of the value function V/(I, h,t)

npohV, (L, 1) +(@=r)Vi(,ht)

z(l,h,t)= ) , (23)
_L (o0
(ht)=-1 (a\/l(l,h,t)} (24)

Equation (22) is a nonlinear three-dimensional PDE with the three
independent variables I,h,t. Such equations are demanding by study with
analytical or numerical methods. The Lie group analysis of a nonlinear PDE
is a proper tool to obtain the Lie algebra admitted by this equation. Using
the generators of this symmetry algebra one can reduce the dimension of the
equation (22) and make a problem better tractable.
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Roughly speaking to obtain internal Lie algebraic structure of a
differential equation on any function V(I,h,t) we present this equation as an

algebraic equation, for instance like A(l,h,t,V,V,,V,,V,,V,,V,,V,)=0 in
some special space called the jet bundle. This space is denoted by j™, where

n is the order of the highest derivative in the differential equation. All
derivatives will be now considered as new dependent variables. Thereafter
we study the properties of the solution manifold of this equation, which is
now a surface in the jet bundle ;. We take a generator U of a point

transformation in the corresponding jet bundle and act on the solution
manifold to define invariant subspaces. One obtains a large system of partial
differential equations on the coefficients of the generator U. Usually, this
system does not have any nontrivial solution at all, and correspondingly the
studied differential equation does not admit any symmetry. In seldom cases,
one gets nontrivial generators of the point transformations admitted by the
equation. The symmetry properties will then used to simplify the studied
equation and one obtains a so-called reduced equation. In detail, one can
find the description of this method in [11; 19], or in [1] where a short and
comprehensive introduction in this method is given as well as applications
to other PDEs arising in financial mathematics.

Here we formulate the main theorem of Lie group analysis for the
optimization problem with the EXP utility function.

Theorem 2. The HJB equation (22) with the EXP utility function (4) and with
a general liquidation time distribution ®(T) admits the four-dimensional Lie al-

gebra LY spanned by generators U,,U,,U,,U,, i.e. [} =<U,,U,,U,,U,>,
where

1o 0 -0 -
arol oV ov
1 — 0 10 0
U, =——(e"|le"dIn®(t))—+——, U, =e"—
’ ar( I ( )) ol rot ! ol
with following nontrivial commutation relations
U, 0,]=10,, [U;,U,]=1,, (26)

ie. L} is of the type A, ® A, after the classification provided in [22].
Except for the finite-dimensional Lie algebra L (25), the equation (22)

admits also an infinite-dimensional algebra L, =< y/(h,t)%> where the

function y(h,t) is any solution of the linear parabolic PDE

1
(0411, () (1= )y, (1, 1) = 0. (27)

Remark 2. First the formulation of this theorem was presented in [6].
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Proof. As it shown in [19], [11] or [1] we introduce the second jet bundle j®
and present the equation (22) in the form A(l,h,t,V,V,,V,,V,,V,,V,,V,,)=0 as
a function of these variables in the jet bundle j®. We look for generators of

the admitted Lie algebra in the form
U=t V) S a e (6 V)Lt a1, 6, V)L (L1, V)=, (28)
1 7 rvr al 2 7 rvr ah 3 7 rtr at ’71 7 rtr 6V 7

where the functions ¢&,¢,,&;,7, can be found using the overdetermined

system of determining equations

UPAWL LV ViV, Ve Vi Vi Vi) Lo = 0, (29)

where U? is the second prolongation of U in j®. We look at the action of
U® on A(,h,t,V,V,V,,V,,V,,V,,V,,V,) located on its solution subvariety
A =0 and obtain an overdetermined system of PDEs on the functions ¢, &,,
&, ,and n; from (28). This system has 130 PDEs on the functions &,,¢,,&;,7, .

Most of them are trivial and lead to the following conditions on the
functions

(6 =0,(5)v =0,(5)y =0,(&5), =S (t),
(&), =0,(&)y =0,
(&) =0,(5), =0,(&)y =0,

() =0,(m)vy =0,(m)y =1, (1, 1)

Consequently, the unknown functions in (28) have the following
structure

S(Lht,V)=8,(l+&,(t), &Lt V)=E(ht), &(LhtV)=E(t),
(LI V) = 1y (1, )V + 7, (B, ). (30)
Here &,(t),&,(8),&,(th), & (), n, (8, 1), and n,(t,h) are some functions
which will be defined later. To find these unknown functions we should

have a closer look at the nontrivial equations of the obtained system, that are
left. After all simplifications, we get the system of seven PDEs

21,2

h
7711‘ +UT771hh + (/u _5)]/”71/1 = O’ (31)
§3t _églz = Or
1
(u—=0)(&, —h&y, +héy,) _Eﬂzhzfzhh + 772h27711h =0,

hé&y, +2(&, —hé,,) =0,
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1 1 1
Sy ArE — =+ 86 —=—&, =0,
a a a ®

(@ =1)&s, +2nphm,y, =0,
(a=7)(& —hé,, +hés,)+ 77,00'211277111« =0.

2
We introduce the differential operator L= 2 + l772h2 6—2 +(u-o )hi
ot 2 oh oh

using this operator we can rewrite the first equation in the above system as
conditions on the functions 7,,(h,t) and 7,,(h,t) which appears in the last
equation of (30) correspondingly as L, (h,t)=0 and L, (h,t)=0. Other
equations in the above system do not contain the function 7, (h,t) at all. If
we now denote 7,,(h,t)=w(h,t) then we see that we proved the last
statement of the theorem, see (27).

Solving the system (31) for an arbitrary function ®(t) we obtain
& =cpe” +my L. & le” e gdt, 6 =0,
ar a @

& —const., g, =1y, V +1y, +y (i), Cy1Thy s Thyy — CONSE. (32)

The equations (32) contain four arbitrary constants &,c,,,7,,,7,, and a
function 7,,(h,t)=w(h,t) which is an arbitrary solution of Ly(h,t)=0.
Formulas (32) define four generators of the finite-dimensional Lie algebra
L7 (25) and the infinitely dimensional algebra L_ (27) as it was described
in Theorem 2.

Remark 3. The found four-dimensional Lie algebra describes the
symmetry property of the equation (22) for any function a(t). In [4; 5] we

have proved the theorem for existence and uniqueness of the solution of HJB

t

equation for a liquidation time distribution for which a(t) ~e ™ or faster as

t — o, therefore we will regard this type of the distribution studying the
analytical properties of the equation further on.
First, we explain the meaning of some generators of the Lie algebra

listed in Theorem 2. We start with the second generator U, = % It means

that the original value function V(I,h,t) which is a solution of the equation
(22), can be shifted on any constant and still be a solution of the same
equation. Neither allocation 7 nor consumption function ¢ will change
their values because they also depend only on the derivatives of the value
function. In some sense, it is a trivial symmetry, since the equation (22)
contains just the derivatives of V(I,h,t) so we certainly can add a constant to
this function and it still will be a solution of the equation. Following this
symmetry does not give a rise to any reductions of the studied three-
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dimensional PDE and this symmetry does not satisfy the boundary
condition V(I,h,t) —0,t — c because of that, it is not interesting by solving

of the possed optimization problem.

The fourth generator U, = e”% means that the value of the indepen-

dent variable ! can be shifted on the arbitrary value de”, i.e. the shift

I —>1+de", d—const. leaves the solution unaltered. From an economical
point of view, it means that the absolute value of the initial capital is not
important for this problem. We can arbitrarily shift the initial liquidity ! on
a bank account d,d >0 or credit d,d <0 yet [+ de" should be positive in the
initial time moment. The value function V(I h,t) as a solution to the
equation (22) and the allocation-consumption strategy (7,c) will be unal-
tered. This symmetry is trivial and it does not provide any reductions of the
original three-dimensional PDE.

We also get the infinitely dimensional algebra L, =< y/(h,t)% > where

the function y(h,t) is any solution of the linear PDE

1
Vit Sy + (u=8)hy, =0,
see Theorem 2. It has a special meaning - we can add any solution w(h,t) of
this equation to the value function V(I,h,t) without any changes of the
allocation-consumption strategy (z,c). From an economical point of view, it
means that the additional use of some financial instrument which is the

solution of , +%772h21//,,,, +(u—9)hy, =0 do not change the investment-allo-

cation strategies in this optimization problem. The boundary condition
V(l,h,t) > 0,t > leads to the following boundary condition on the

solution of this equation w(h,t)—>0,f—>c. It means it is a financial

instrument which value is defined just by the paper value of the illiquid
asset and time only, can not change the allocation-consumption strategy

(7,c). We notice also that after the substitution h=e*, t=-27/7°,

(u-o=3P) /P ~(u-0-3P e/
e

y(t,h)=h
parabolic equation of the type v, =v

v(r,x) we obtain on the function v(z,x) the

..~ which is well studied. The solution

methods as well as the fundamental solution of this equation are well
known.

3.1. Relation between two optimization problems:
one with the HARA and one with the EXP utility function

In our previous papers, we studied the optimization problem with an
illiquid asset in the case if the investor used the HARA utility function (1) or
the logarithmic utility function (2). It is well known that both problems are
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connected by limiting procedure if y —0. In the previous paper [3] we

proved that also analytic and Lie algebraic structures of both optimization
problems also connected with the same limiting procedure.

We noticed before that the EXP utility function is connected to the HARA
utility function UZ*** (c) with the limiting procedure by y — w0, see (4).

It means also that we cannot use directly the results of the Lie group
analysis obtained in previous works [2; 3] to compare the admitted Lie
algebras for the optimization problem with the HARA utility function in the
form U;"*(c) with the results in this work for an optimization problem
with an exponential utility function. Because of that, we should recalculate
the results of the Lie group analysis for the new form of the HARA utility
function. We remember that we first provide the formal maximization in the
HJB equation (18) and correspondingly to the chosen utility function we
obtain a three-dimensional PDE. In our previous works [2; 3] we used the
utility function U;**(c) in the form (1). Now if we insert in the HJB
equation (18) the HARA utility function U}*** (3) then we obtain the PDE

in the form
Vi(t,1,h) +%772h2v,m (t, L)+l +Sh)V,(t, 1 h)+(u—-8)hV,(t,1h)

(=12 VE (1, 1) + 2(a = r)mphV, (LI, (1,1 1) + 77 * 02V, (1,1, h)
267V, (t,1,h)

2 1 /4
+(1 _7/7) (BT V,(t,1h) T —1;7\/1(15,1,}1) =0, V.. -0 (33)
The previous equation and (33) differ analytically in the last terms, from
an economical point of view they describe equivalent optimization
problems. The Lie group analysis of the previous equation was provided in
[3]. We can use the same method and find the admitted Lie group for the
equation (33) or use a substitution. Indeed if we take the substitutions

Z=l-1‘7,fz=h,?=t,17=V+1‘—7j5(t)dt (34)
ar /4
then the HJB equation in [3] on the function V(I,7,7) will be replaced by the
equation (33) on the value function V(I,h,t).

We formulate the results of the Lie group analysis in the following

theorem

Theorem 3. The equation (33) admits the three-dimensional Lie algebra Ly 2

spanned by generators L};ARAZ =<U,,U,, U, >, where

U1 =£, U2 = ertgl U3 =( +1__ng+}1£+}/‘/£, (35)
ov ol ar Jol  oh ov
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for any liquidation time distribution. Moreover, if and only if the liquidation time

distribution has the exponential form, i.e. ®(t)=de™, where d,k are constants

the studied equation admits a four-dimensional Lie algebra L2 with an additio-
nal generator

0 P
U, =2 v 36
T Moy (36)

HARA.
2
L4

ie. =<U,,U,,U,, U, >.

Except for the finite-dimensional Lie algebras (35) and (36) correspondingly
equation (33) admits also an infinite-dimensional algebra L, =< y/(h,t)%> where

the function y(h,t) is any solution of the linear PDE

1
(411, () + (= )y, 1, 1) = 0. (37)

A

The Lie algebra Ly"""? has the following non-zero commutator relations

[U,,U,]=yU,, [U,,U,]=1,. (38)
The Lie algebra LZARAZ has the following non-zero commutator relations
[U,,U,]=»U,,[U,,U,]=-«U,,
[U,,U,]=1,, [U,,U,]=-U,. (39)

We will not provide the proof of Theorem 3 because it is quite similar to

the proof of the previous Theorem 3 for the equation (22).

It is easy to see that both algebras L, ! presented in [3] and L,

have the same commutation relations (39) and are isomorph. We prove that
the admitted Lie algebras are also similar because of the substitution (34). It
means that the optimization problems with the utility functions U;*** and
with Uj*** are equivalent not only from an economical and an analytical
but also from the Lie algebraic point of view.

Now we have a correct form of generators of the Lie algebra to study a
limiting procedure by y — . Indeed using the properties of the generators

of the Lie algebra we obtain from (35)

Uf=i, U;°=e” 0/ U;:lg_ i
ar Ol ov

z 40
ov ol (40)

Now we compare this Lie algebraic structure with the described in
Theorem 2. First, we see that both three-dimensional PDEs have the same

infinite-dimensional algebra L, =< w(h,t)% >. Then we compare the finite —
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dimensional algebra (40) with (25) and see that the finite-dimensional
algebras in these cases are essentially different. In the case of the U;"**(c)

utility function and a general liquidation time distribution, we have after
limiting transition y — oo the three-dimensional algebra (40) and in the case

of the EXP utility function, we got the four-dimensional algebra (25). These
algebras do not connect with the limiting procedure by y — o as well as

both three-dimensional PDEs (33) and (22) are not connected with this
limiting procedure. Also the HJB problems have different analytical
structures. Other sides it is easy to see that all three generators (40) coincide
with the three of the four generators (25). Lie algebra (25) is in some way
extension of the Lie algebra (40). It means that using the exponential utility
function makes the corresponding optimization problem smoother from the
Lie algebraic point of view.

We see that by limiting procedure y — e neither the analytic nor the Lie

algebraic structure of the optimization problem will be preserved. If in the
previous cases [3] of the HARA and LOG utility functions it was sufficient to
study the case of the HARA utility and then just take a limit by y -0 to

obtain the corresponding results for the optimization problem with LOG
utility function now we should study the optimization problem with the
exponential utility function in own rights step-by-step independently from
the case of the HARA utility function.

3.2. Relation between two optimization problems correspondingly
one with the EXP and one with the EXPp utility function

The EXPp utility function (5) is very close to the EXP function (4), the
functions are connected by an affine transformation. Analogously to the
previous chapter we can formulate and prove the main theorem of the Lie
group analysis for the HJB optimization problem with the positive
exponential utility function. We skip this part because we are able to provide
an analytical substitution which connect both problems. It is easy to see that
if we make following transformations of the variables I,h,t,V in equation
(22)

I=1+—, h=h, t=}, (41)

V(8= V(i F)+ L [@(t)at,
a

then the final equation in variables I,h,f,V coincide with HJB equation with
the EXPp utility function. Because of the substitution (41) is an invertible
analytical one-to-one substitution we have to do with two identical
optimization problems. The analytical and the Lie algebraic structures of the
optimization problems with the EXP and EXPp utility functions are
equivalent and it is enough to study one of these problems in detail.
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4. Optimal system of subalgebras of L;*" and related invariant reductions
of the corresponding three-dimensional PDE

To find all reductions and in this way to find all classes of the none-
quivalent group invariant solutions of a differential equation Ovsiannikov in
[20] has introduced the idea of an optimal system of subalgebras for a given
symmetry algebra of the differential equation. This idea is now widely used
for PDEs and systems of ODEs arising in different areas of sciences [13; 14; 21].

Now we will study a complete set of possible reductions of the three-
dimensional PDE (22) to two-dimensional PDEs. For this purpose, we need
an optimal system of subalgebras of L. As before in [3] we use an optimal
system developed in [22] for the real four-dimensional Lie algebras of this
type. To make the comparison of the results transparent we introduce in this
Section the same notations for the generators of L;*" as in [3; 22].

On the basis (25) of L, there are only two non-zero commutation
relations (26). If we introduce notations like in the paper [22], i.e. we denote
U, =¢; where i=1,...,4 then we can rewrite the relations (26) as

[e1rez]=ezr [63’e4]=e4' (42)

Now we can see that L}** corresponds to the algebras of the type A, ® A,

in the classification of [22] where also optimal systems of subalgebras for all
real three and four-dimensional solvable Lie algebras are provided. The
corresponding system of optimal subalgebras of L}*" is listed in Table.

The optimal system of one-, two- and three- dimensional subalgebras of L}*",

where @ is a parameter such that —c0 <@ <

Dimension of System of optimal subalgebras of algebra L}*"

the subalgebra

1
hl =<eg, >,h2 =<e, >,h3 =<e, >,
h, =<e, +we, >, h; =<e, te, >,

h, =<e, te, > h, =<e, te, >

2
hy =<e,, e, > hy, =<e,,e, >,
th =< 62’63 >’h11 =< 62’64 >’
h, =<e, +we,,e, > h, =<e,+we e, > h,=<e *e,e,>,
h=<e,te,,e, > h,=<e +e,e, te, >
3

hy, =<e,,e;,e, > I =<e e, e >,

hyy =<e,,e;,e, >Ny =<e,,e;,€,>,

hy =<e, te,,e,,e, > hy, =<e, +we,,e,,e,>
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Now we are going to study all possible invariant reductions of the main
equation (22).
Let us first note that the subgroups H,, H,, and H, generated by

subalgebras h, =< S , hy=<e" %5 and h, =< IEEICEN correspon-
ov ol ov ol

dingly, do not give us any interesting reductions so we omit the detailed study
of these cases here. We start with the first interesting and nontrivial case.
Case H,(h,). The subalgebra h, is spanned by the generator e,

= = 1 rt —rt T a 1 a
h, =< e, >=< —;(e e dlnd)(t))5+;—>. (43)
To find all invariants of the subgroup H, we solve the related
characteristic system of equations
dl dt _dV _dh

rt —rt - 1 O 0
(e Ie dln <I>(t)) .

_ L
ar
where the last two equations of the system present a formal notation that

shows that the independent variable /1 and the dependent variable V are
now invariants under the action of the subgroup H,. We can obtain other

independent invariants solving the system above. So we obtain a set of
independent invariants

inv, = z= 1+ Lo fedna(t) —llnE(t) —l(1 +Ina), inv, =h,  (45)
ar ar ar
inv, = W(z,h)=V(l,h,t). (46)

The invariants (45) can be used as the new independent variables z,h
and the invariant (46) as the new dependent variable W(t,z) to reduce the
three-dimensional PDE (22) to a two-dimensional one

%nthWhh +(u—S8hW, +(rz+ Sh)W, +1WZ InW, (47)
a
_(@=rf W+ 2a=nnphWW,, +1°p o W5 _

20°W,,

In (21) we describe the boundary condition and in Lemma 1 we
formulate the main properties of the value function. Now we have to
reformulate the boundary condition on the function W(z,h) after the

substitution (45). To make further remarks transparent we take first as an
example the simples form of the liquidation time distribution and suppose

that ®(t)=e™, i.e. we have to do with exponential liquidation time
distribution. Then the new variable z will take the form

z=l+£t+l(£—1—lna) (48)
ar ar\r
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It means that z is increasing if [ and/or ¢ are growing up. But it leads
to contradiction between the properties of the function W(z,h)=V(l,h,t).
On one side the boundary condition demands that the value function tends
to zero for t — o, other sides that the same function is strictly increasing by
I - . Because after the invariant substitution the new variable z is the
sum of these two old variables | and ¢ we are not able to solve this contra-
diction. A similar inconsistency problem arising if we use another form of
the function ®(t). Following this reduction cannot be used to solve the

optimization problem.
Case H,(h,). Now we look for invariants of the subgroup H,. The

corresponding subalgebra /i, is spanned by the generator e, + we,, i.e.

0,00 vy 0, (49)

h, =< l(l—a)e”J.e_”dlma(t))EJr r ot ov

ar

We need to regard two special cases @ =0 and @ # 0 here. If ® =0 then

16 . 0
h, =< S>=< ——_V —>, 50
e P (50)

The invariants of the group H, are
inv, =h, inv, =t, inv, =W(h,t)=V(,h,t)e".

From the last relation follows that in this case, the value function has the
form V(I,h,t)=e " W(h,t), and the complete dependence on I is described
just by the factor e ™. It means that we obtain a decreasing function
V(l,h,t) in the variable | in contradiction to the properties of a value

function (see Lemma 1). It means that this reduction does not provide any
meaningful solutions to our problem.

Now we can move according to a standard procedure to find the
invariants of H, when @ # 0. We obtain three independent invariants using

a corresponding characteristic system
) 1 .= 1. — t .
inv, =z=I+—e .[e dIn®(t)-—In®(t)——, inv, = h, (51)
ar ar aw

inv, = W(z,h)=V({,h,t)e . (52)

Analogously substituting expressions for the invariants z as the new inde-
pendent variable and W(z,h) as the new dependent variables into (22) we get

%nzhzl/\/,l,l +(u— MW, +(rz+Sh)W, +1wZ InW,
a

(@ =1 W, +2(a—rnphWW,, +n’ p*a’ i’ W,
- 262 W (53)

—1(l+(1+lna)jWZ—LW=O.
a\ [0
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We prove now a compatibility of the invariant substitutions (51) and the
boundary condition (21). As before we look for the new invariant variables

(51)—(52) in the case of exponential liquidation time with a(t) =¢ ™ then
these formulas take the form

2=1+22" 140 & ino, =k, (54)
arw ar
V(t,1,h)=W(z,h)e *, @#0. (55)

From (54) follows that if we chose an arbitrary parameter @ =r /x then

the variable z up to a constant shift coincides with the old variable . The
relation (55) shows that the boundary condition (21) is met with every
solution to (53). We see also that for other positive values of the parameter
o the invariant variables (54)—(55) are compatible with the boundary
condition (21).

Similar to the case of the exponential time distribution we can study
other types of liquidation time distributions. For instance, we look at the

frequently used Weibull distribution with a(t) = ¢ /" where the invariant

variables will take the form

k "
e"T'(k,rt)+
arkt A (k,rt) ar

z=1+

t —it, inv, =h, (56)
aw

/Ik

V(L) =W(z,he *, o0, (57)

here I'(k,rt) is the upper incomplete gamma function.

For the studied optimization problem, the most interesting case appears
if the liquidation time distribution has a local maximum as we expect it in
the real world. The Weibull distribution has a local maximum for the
parameter k>1. Because of the asymptotic behavior of the expression
e"T(k,rt) > r"'t*" as t—>o we obtain that for k>1 the variable

z—>1+ t* as t > oo. It means that also for the Weibull distribution we

arA*
have compatibility of the invariant substitutions (56)—(57) with the
boundary condition (21).

We notice that the investment 7(z,/1) and consumption c(z,t,h) in the

case H, look as

7Z(Z,h) = [_ 77/00'th112+ (a _T)Wz j, C(Z,t,h) - lln(%J-{—Lt, o> 0,
oW a aw. aw

zz

z

where W(z,h) is a solution of the equation (48).
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Case H,(h;). According to the first line of Table the subalgebra h,
corresponding to the subgroup H; algebra is spanned by

1 0 0
h.=<e te, >=<| —x¢" | ==V —>. 58
57 AT (ar ¢ j@l ov 58)

Using a standard procedure to determine the invariants of the subgroup
H. we obtain three independent invariants as a solution of the characteristic

system, they have a form

ar

1
inv, =h, inv, =t, inv, = o(h,t) = e*" V(I h,t). (59)

It means also that the complete dependence of the value function

ar

- I
V(l,h,t) on the variable [ is described just by the factor e =" . If

t>lln(ar) then the value function will be decreasing function in [ by
r

ar

choosing the plus sign in the denominator of the fraction — I and it

rt

1+tare
will be increasing function in [ if we choose the minus sign in the
denominator of the fraction.

Because the value function for the optimization problem should be
increasing function in I so we need to study just this one case. Therefore we

ar

1
choose as a new dependent variable the function v(h,t)=e'"" V(I,h,t).
Substituting the new dependent variable v(h,t) into (22) we get a two-
dimensional PDE

Ut+l772h20hh+(#_5)hvh++ ach—-1+1In r(Dt(t) v+vlnov
2 are”" -1 g

are —

(a=r)  (a=ryph = (are" =1)'n’p’h" v,

=0, v(h,t),,, —>0.

2 02 0_2 h 2 a2 1"2 v t—o0
After Lemma 1 the value function V(I,h,t) cannot have exponential
growth in [ as we obtain it now. It means that the invariant substitution (59)
is inconsistent with the possed optimization problem.
Case H,(h,). The last one-dimensional subalgebra in the list of the

optimal system of subalgebras in Table is spanned by e, +e,

0 16] 8> (60)

_ _ l rt —rt T P T _
h, =<e, te, >—<i(—ar(e je dlnq)(t))al+rat +8V

According to a standard procedure, we obtain following invariants of
the subgroup H,

inv, =z= 1+ Lo J‘e’”dlna(t)—llna(t), inv, =h, (61)
ar ar
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inv, =W(z,h)=V(t,[,h)Frt. (62)

Using these invariants (61), (62) as the new variables z,h,W(z,h) and
substituting them into (22) we obtain a two-dimensional PDE on W(z,h)

%nthWhh +(u—S8)hW, +(rz+ Sh)W, +1WZ InW,_+r (63)
a

B ) 2 B 2 2 2712 2
(a1 W2+2(a r)n/ZhWZWzﬁU p oW, +1(1+1na)WZ =0
20°W,, “

In this case, we see the inconsistency between the boundary condition
(21) which demands that V(t,[,h)—>0 as t—> o and the invariant
substitutions (61), (62) which say that the expression V(t,I,h)+rt depends
juston z,h and not from the variable f.

There are a total of four meaningful reductions of the three-dimensional
PDE (22) for the case of the EXP utility function and the general liquidation
time distribution a(t) by using one-dimensional subalgebras of the algebra
LX" . Just one of these reductions which correspond to the case H, with
®#0, i.e. the substitutions (51), (52) are consistent with the boundary
condition (21) and the two-dimensional PDE (53) is a corresponding
reduction. This equation can be studied further with numerical methods.

In Table are listed also two and three-dimensional subalgebras of L}*".

Using these subalgebras maybe we can find the deeper reductions of the
PDE (22) for instance to ordinary differential equations.

Case Hg(hy). We take the first two-dimensional subalgebra listed in
Table, i.e. the subalgebra hy;=<e¢,,e,>. We rewrite the characteristic
systems to the first generator e, in terms of the invariants of e, (45), (46)

then e, takes the form e, = laﬂ—wi Solving a corresponding chara-
ar oz

cteristic system we obtain a new invariant
inve1 =ov(h)=W(z,h)e™, (64)

which we use now as a new dependent variable to reduce the equation (47)
to an ODE

1\ 2
; 2 2 0 _ 2 _ .
lnthU‘ _ 77 p hZ ( ) +((ILI 5)0- (a r)npjhv

2 2 v o?

2

—(aréh + (a—r)° jv —roln(-arv) = 0. (65)
20
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In terms of original variables [,h,t, and V(I,h,t) the substitution looks

as follows

V(I h,t)=v(h)e ™, (66)

z= l+le”je-”d1n5(t) —llnE(t) —l(1 +Ina).
ar ar ar

Now we obtain a reduction of the three-dimensional PDE (22) to an
ODE. But we cannot use this reduction, because it is inconsistent with the
properties of the value function V(I,h,t) listed in the Lemma 1. The value

function is an increasing function in variable ! and V(I,h,t)>0, it means
also ©v(h) should be a positive function. From the first expression in (66)
follows that V(I,h,t) is decreasing in z and following in the variable [ and
from the equation (65) follows that the expression In(—arv) is well defined
just for negative functions v(h).

Case H,,(h,,). Similar to the previous case we study now the case of
h,, =<(e, + we;),e, > and after the substitution

V(t,1Lh) = o(h)exp(—arl - " e dInd(t) + In d(t)) (67)

we obtain an ODE on the function v(h)

1\ 2

; 2 2 0 _ 2 _ :

%nthU‘ _ 772[) hZ ( ) +((ILI 5)0- (a r)npjhv
0

—[ar§h+(az_—z)zjv+r(l+ln a)v —rvln(-arv) = 0. (68)

If we can find a positive solution to this equation then we get the
solution to the original optimization problem. It is easy to see that the last
term in the equation (68) will be complex-valued if the function v(h)>0. It

means that it is not possible to find a positive solution to this equation. This
reduction is not compatible with the conditions possed on the optimization
problem. Like in the previous case we see that also other properties of the
value function listed in Lemma 1 cannot be satisfied if the value function
takes the form (67).

All other two — and three — dimensional subalgebras listed in Table do
not give any meaningful reductions of the original equation (22), so we will
not regard them in detail.

We studied the complete set of all possible reductions of the original
three-dimensional PDE (22) to simpler differential equations. We see that not
all of the reductions are reasonable for the optimization problem. Just one of
them represented by the two-dimensional PDE satisfies all conditions. It is
the main result of this Section and we formulate this result as a theorem
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Theorem 4. The main three-dimensional H|B equation (22) admits the unique
symmetry reduction to the two-dimensional PDE (53) after the substitutions (51) —
(52) which satisfies all conditions of the posed optimization problem. The
corresponding investment — consumption strategies are given in (58).

5. Conclusion

In this paper, we study a portfolio optimization problem for a basket
consisting of a risk-free liquid, risky liquid, and risky illiquid assets where
the investor prefers to use an exponential utility function. The illiquid asset
is sold in a random moment T with a known distribution of the liquidation

time. It is a distribution with a survival function a(t), satisfying very
general conditions (8). Typically one suppose that the liquidation time

distribution is an exponential one, i.e. 5(t)= e, t>0,x>0, or of the

Weibull type with ®(f)=¢ ", with >0,k>0,4>0. The Weibull
distribution turns to the exponential distribution by k=1 and one can
understand it as a generalization of the exponential distribution. Based on
the economical motivation we choose k>1 because of in this case the
Weibull probability density function has a local maximum.

Before in papers [3; 5] we studied similar portfolio optimization
problems where the investor used the HARA and LOG utility functions
correspondingly instead of the exponential utility function as in this paper.

Both the HARA utility function as well as the LOG utility function were
widely used before in optimization problems with a random income and for
different settings of the portfolio optimization problems. Usually, it was
going on the optimization problems with a portfolio that includes an illiquid
asset that was sold in a deterministic moment, i.e. on a portfolio
optimization problem with a finite time horizon. Other authors supposed
that the illiquid asset is not sold at all, i.e. they studied a portfolio
optimization problem with the infinite time horizon. In previous papers [3],
[5] we demonstrated the connection between these two problems. We also
showed that for y >0 we obtain U;"* ) —>U"", as well as formally a
three-dimensional HJB equation (18) corresponding to the HARA utility
function transforms into the HJB equation with the LOG utility function.
Then we proved independently from the form of the survival function a(t)

that the Lie algebraic structure of the PDE with Lie logarithmic utility can be
seen as a limit of the algebraic structure of the PDE with the HARA utility
functionas y —> 0.

Now we provided a complete Lie group symmetry analysis for the
optimization problem with an exponential utility function, i.e. for the three-

dimensional PDE (22) which contains an arbitrary function ®(t) . The results
are formulated in Theorem 2. We obtained that this PDE admits the four-
dimensional Lie algebras L. We prove also that the optimization
problems with different forms of exponential utility functions are equivalent
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up to the one-to-one analytical substitution. In other words, the optimization
problems are identical from any point of view: an economical, analytical or
Lie algebraic one.

We also investigated a connection between the optimization problem
with the HARA utility function (3) and with the EXP utility function in
Section 3.1. Even though the HARA utility function is connected to the EXP
utility function by y — « as we mentioned in (4) we do not get the expected

connection between the corresponding optimization problems. Instead of
that, we obtain quite different structures of the invariant variables by the
study of the symmetry reductions of the main equation (22). In the case of

the HARA utility function, typical invariant variables were the fraction é

and time ¢. It means that in the case of the HARA or LOG utility function
the value function depends in the first place from the relation between the
values of the liquid and illiquid assets. It is completely independent of the
absolute value of his liquid part or from the absolute value of his illiquid

part of wealth, but it depends on é . For instance, the investor in the HARA
case, as we proved it before, should increase his consumption rapidly if the
relation % falls, independently how many millions of dollars the investor

has as liquid part at the moment.

Here in the case of the exponential utility function, the situation is quite
different. As follows from equation (46), the behavior of the investor depends
now on two variables, on the value of the illiquid asset & and on the
combined variable z which contains the liquid part of wealth and an
economically modulated time. As a consequence, the absolute value of the
illiquid part of wealth plays a large role. The variable z tells us that the
influence of a large amount of a liquid asset plays the same role as the
possibility to wait a long time. By the way, this difference in the behavior of
the invariant variables and the radical change of the investment-consumption
strategies is to explain by the fact that the risk tolerance in the case of the
HARA utility function is a linear function of the consumption ¢ and in the

. - . .. 1
case of the exponential utility the risk tolerance is just a constant R(c) =—.
a

A further difference between the optimization problems with the HARA
and an exponential utility function is related to the structure of the admitted
Lie algebras. In the cases of the HARA and LOG utility functions, the
corresponding three-dimensional PDEs have admitted three-dimensional

main Lie algebras. Just by the special choice of a liquidation time

Kt

distribution, i.e. only for the exponential function 5(t)=e’ we got an

extension of these Lie algebras to the four-dimensional ones. Here in the case
of the exponential utility function, we obtain from the beginning the four-
dimensional Lie algebra as the symmetry algebras of the corresponding
PDE. It is remarkable that in this case the four-dimensional Lie algebras do
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not allow any extension independently from the form of ®(t) . It can be seen

by the solving of the system of equation (31) in the proof of Theorem 2.

In the previous paper [3] we proved that the algebra L;°° can be

ARA,

obtained as a limit case of L'** by y—0. Here we see that L (or

HARA2 )

correspondingly L, and L} are quite different and they do not

connect by y — o as well as they do not have any connections between

analytical structures of their generators independently on the form of the
liquidation time distribution.

In our paper, we pay attention to the internal structure of the admitted
algebra L7 to obtain convenient and useful reductions of the main

equation (22). Further on we use the system of optimal subalgebras provided
in [22] and get corresponding nonequivalent invariant reductions of the
three-dimensional PDEs (22) to two-dimensional PDEs. They describe the
complete set of solutions that can not be transformed into each other with
the help of the transformations of the admitted symmetry group. We show
that the three-dimensional PDE can be reduced to corresponding two-
dimensional ones in Section 4. The low-dimensional PDEs are much more
convenient for further analytical or numerical studies. We also provide the
formulas for the optimal investment-consumption policies in invariant
variables using solutions of the reduced equation. We demonstrate that
between meaningful reductions there exists one (53) which is consistent with
the boundary condition (21) and with the expected properties of the value
function.

We remark also a different level of influence of the parameters on the
HJB equation and the admitted Lie algebraic structure. The HJB equation
contains seven parameters t,a,0, i,0,1n,p which define the behavior of
the liquid and illiquid asset, and one parameter a which is fixed by the
exponential utility function. There are also some parameters which define

the liquidation time distribution, for instance, it is the parameter x if we
—xt

take the exponential distribution with a(t) =e

k if we take the Weibull distribution with ®(t)= e/ 2" If we look at the
structure of the Lie algebra provided in Theorem 2 we see that the
generators of the Lie algebra depend on the parameters r,a, and parameters
of the liquidation time distribution only. The algebra changes their structure
if one or some of these parameters vanishing. Roughly said the most
influence on the form of the solution of this optimization problem has
interest rate r, the type of the investor's utility function, and a marked
defined liquidation time distribution for the illiquid asset. These parameters
define the invariant variables and the analytical structure of the solutions.
Summing up, we carry a complete Lie group analysis for the
optimization problem with the exponential utility function and for a general
liquidation time distribution. We determine the reduced equation and
corresponding optimal policies as it formulates in the Theorem 4.

or two parameters A and
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B.E. Honumamxun, C.I. IlInusreban
B.A. Toeaeb, B. U. Bypmucmpob

INEPEOJAIOIITASL AHTEHHASI CUICTEMA
T PAOVMOYACTOTHBIX METOOJOB MCCIIEJOBAHWMII BEIIIECTBA

PaccmampuBaemcsa  koHcmpykyua nepeoaoujeil AHIMEHHOU CUCHeMbl,
1peoHA3HAUEHHOU 045 UCN0Ab306aHUs 6 mexHUKe paouo4aCTOMHbIX Memo0os
uccaedobanua Bewjecmba, obocrobuibatomces ee npeumyujecméa. Ycemporicmbo
1eAecoobpasHo ucnoab3obams npu uccaedoBanuu 0bsexinob, Haxo0Auuxca 3a
npedesamu npuemo-nepeoarusux konmypob. Ilpu amom pabouue uacmomesi, Ha
KOMOpble OHO PACCUUMAHO, SAHUMAIOM WUPOKUUL cnexmp, Bkatouaiouutl oua-
nasoxsl om mupuamenpobuix 0o dexamermpoBuix Boan, umo npednosaeaenn Bbi-
oKyt pabHoMepHOCHTb UsAYHAeMOT MowHOCHU. Vcnoav3obanue npediaeaemorl
KOHCMPYKYuL no360Aum noboicums pesyAbmamuBrocis Memooux, npumens-
eMbiX 045 DeCKOHMAKNIHO20 NOUCKA coe0UHeHUTI onpedesenHo20 Buoa.

The paper considers the design of the transmitting antenna system in-
tended for use in the technique of radio-frequency methods of substance re-
search and justifies its advantages. It is advisable to use the device when stud-
ying objects located outside the receiving and transmitting circuits. At the
same time, the operating frequencies for which it is designed, occupy a wide
spectrum, covering the ranges from myriameter to decameter waves, which
implies a high uniformity of the radiated power. The use of the proposed de-
sign will improve the methods used for contactless search for connections of a
certain type.

KirogeBble cj10Ba: Iepefaloliasi aHTeHHas CHCTeMa, HOPMaJIbHO IOJIIPU30BaH-
Has BOJIHa, TPaHWUIIA pasfieria cpell, paarovYacTOTHOe O0JIydeHIe, SIepHbIV KBaapy-
TIOJIBHBIVI PE30HAHC, O€CKOHTAKTHBIE METOIBI VICCIIeIOBAHIS

Keywords: transmitting antenna system, normally polarized wave, media inter-
face, radio frequency irradiation, nuclear quadrupole resonance, contactless research
methods

PamgmodacToTHBIE METOAMKY MCCIIEIOBAHNMS BelllecTBa, B TOM YMCIIe VC-
IIOJIB3YIONIME Pa3HOBUIHOCTU SI€pPHOr0O KBaJpYIIOJIbHOIO pe3oHaHca B IO-
JIMKPUCTa/UINYECKNX COeIVIHeHWSX, ITpVYMeHseMble I pelleHus. pas/id-
HBIX IIPUKIaOHEIX 3amdad [1; 2], mpegycMaTpuBaioT perucTpanmio 3JIeKTpo-
MarHUTHBIX CUTHAJIOB, HABOIVIMBIX B VICCIIEAYE€MBIX OOBEKTAX, PacIIOIOKeH-
HBIX 3a HpefelaMy pafyo4YacTOTHBIX ITpyeMOo-TIepe/JarolX KOHTYPOB.
B mannOM cirydae s moydeHMs HpueMIIeMOVl YyBCTBUTEILHOCTM MeTona
HeoOxoayMo obecriednTh ITOIBEEHNME IIOCTATOYHOW 3JIeKTPOMArHWTHOM
MOIITHOCTM K JIeMeHTy BO30yXIeHNs, Haxo[AIleMycsl B cpefie ¢ HeoIIpeie-
JIEHHBIMM MarHUTHBIMM U AUJIEKTPUYECKMMM CBOVICTBAMU. DJIeKTpoMar-
HUTHas BOJIHA, M3JIydaeMasl CUCTEeMOV HaKaukW, JOJDKHA IPOVITHU TPpaHWUILYy
paszesa BO3oyx — cpela, YTO B peasIbHBIX YCIIOBUSIX COIPOBOXKIAeTC sIBIIe-
HUAMM OTpakeHUs U IpesiomieHns. Hapsny c mpesioMyieHHBIMY BOJIHAMU,
3a cUeT KOTOPBIX SHepruis Iajarollerl BOJIHBI U3 BO3/lyXa YaCTMYHO Ilepexo-
IUT Yepes I'paHMIly pasfesia BO BTOPYIO Cpelly, CYIIeCTBYIOT M BOJIHBI OTpa-

© INouumarkus B.E., lImieas C.I'., T'omtes B.A., Bypmucrpos B.V., 2021
Becmuuk baamuiickoeo gpedeparvioeo ynubepcumema um. U. Kanma.
Cep.: Dusuko-mamemamudeckue u mexrudeckue Hayku. 2021. Ne 1. C. 103 — 111.
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JKeHHble, pacceVBarollye IIOTOK ITaJaroIiero msydeHms. [1ockoibKy Ipe-
JIOMJIEHVIE B HaIlleM CjIydae He SIBJISeTCS IIOJIHBIM, IS CHVYDKEHVIS II0Teph U
HIOBBIIIeHMS 3 (PEKTVBHOCTY VICIIOJIb3yeMbIX METOAVIK MPaKTUIECKYO BaXK-
HOCTb MIMeeT OIIpeziesieHVie IIPOCTPAaHCTBEHHOV OpMeHTalVVI, aMIUIUTYIbL U
¢a3bl BeKTOPOB 00JTydaroIero mosIs, a Takke YCIOBU (POPMUPOBaHMS W3-
JIy4aTresieM OTpaKeHHOVI ¥ IIpeJIOMJIEHHOVI BOJIH.

B OoJIbIIMHCTBe CIyuyaeB I'paHWIIBI pasfiesia Cpej] C JJOCTaTOYHOV TOYHO-
CTBIO MOXHO CUMTaTh IDTocKmMM. [Tpur 3TOM 3ajava penraeTcss OTHOCUTEIb-
HO IIPOCTO, C MICIIOIb30BaHMeM 3akoHoB CHerumyca [3]:

sinf, =sinG,; sindy, _ Kk _ Jow Ha
sind,  k, Sz Mar

B obmiem ciryuae amaiieKTpudecKas I MarHUTHAS IIPOHMUIIAEMOCTH M3Y-
JaeMOoVI Cpeflbl OIIpeHesIsioTC KOMIUIEKCHBIMY BeJIIMHaMMI

bp=é—iZwmg g i T a1
@ g, g,

Ho =y~ 2w gy =gy Ty T
2 a)/UO wﬂa

rie MHVMBIe YacTV BbIpaKeHWUV XapaKTepu3yIOT COOTBETCTBEHHO 3JIeKTPU-
4JecKye ¥ MarHUTHBIe IIOTepy, BHOCUMBIe cpefoil. Vlcxons 13 3Toro, BTOpom
3axkoH CHesUTIIyca MOXKHO 3aIliCaTh B BUTIE

Sin 92 — 5117(1 ./Llllk‘l _ §K1§0 ':uk'l:uO _ §K1 ./lel

Sin 00 é:ald : IuaKZ f}chO ' IUKZIUO §K2 : luKZ

OTKy,I[a 3Ha4eHVe KOCMHYCa yIJjla ITpeJIOMJIEHVIA 92 BbIpa’kaeTcs dyepes
CMHYC yTJIa ITaI€HV M ITapaMeTpPbI BEIecTBa:

Sttt sin® ), . 1)

cosf, = 1—E
w2 " Hio

HarmpsbkeHHOCTH 110JI TTafarolieil ¥ IIpeJIOMJIEHHON BOJIH CBA3aHBI KO-
appurmenramu Openerts [3], MMeomMMM pa3INIHOe 3HadeHVe IS CITy-
JaeB Bepmuxaiviorl (MapajUIesIbHOV) MONISpU3alui (P, N, ), KOTda BEeKTOp
HAITPSDKEHHOCTH 3JIEKTPUUYECKOTO IIOJI JIEXWUT B IUIOCKOCTH PacIIpoCTpaHe-
HVISL, VI 20pU30HMaAbHoll (HOPMaIbHOVI) MOJIApU3atvv (P, N, ), KOrjga BeKTop
HAIIPsDKEHHOCTHU 3JIeKTPUYeCcKOro IOJIS IepIIeHAVIKYIIIpeH IIOCKOCTYL pac-
OPOCTPaHeHWs BOJIHEL:

P - E,, _z cos@, —z, cosb, PN = E, 2z, cosb, :
m— - -
E,, zcosf,+z,c086, " E,  zcosb,+z,cosb,
P E{,m,, _ 2,086, — z, cos 0, P E,  2zcos6,

L == .
E . z,cos6,+z cosb, E z, cos 6, +z, cosb,

nao
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YuursBast, uto z= [y /¢, , TpeobpasyeMm Ko3(phUIMEeHTBI Ipeomie-
Hst PpeHess K CIIefyoIeMy BUIY:

Haa cosf, — Hac cosf, 2 /““KZ cosb,

Eal a2
’ II
Z““ cosf, + Z"“ cos ), u““ cosf, + ’u““ cos@
{lkl m<2

’u‘“ cosf, — /’u"“ cosf, 2 M"”‘z cosH

Pl aK2 axl
M"“ cosb, + fu"“ 0056 /M‘”Z cosf, + /M““ cosb,
aKZ aKl

Paspens mowIeHHO YMC/IUTEIIb 1 3HAMEHATe b Kak/I0T0 13 BhIPaKeHWT
Ha [}, 7, ¢ yaeroMm (1) v BBILIOJIHUB Psii HECJIOKHBIX ITpeoOpasoBaHmNi,

TI0JIyYVIM:

\lgxz:uxl 086y — /&b 1_%Sin2 6,

P = ) . )
V&b cos b, + m/"xz\/ Satha. sin’ 0y
a2 Ha
24& 1, O8O,
N, = 2 ; ®)
V&eatt €080y ++ xn“;\z\/ St sin” 6,
o2 o
VEaber €080y = Eeathyy l_gkl.#smz 0,
K. '#K
p - ks @
V&l €080, ++/€ le\/ St g2 0o
K2 K2
N, = 2/&th, €O, . (5)
V&t €080y ++Eathy \/1 —?Asinz b
w2 " Mo

Tenepr ci1emyer paccMoOTpeTh Cilydart, KOrja BTOpas cpera obramaer
MarHUTHBIMV CBOVICTBAMM, COXPaHssl IIPW 3TOM CBOVI AM3JIeKTpUYecKue
CBOVICTBa, TO €CTb &, =1, &, =&, u, =1, u,=u - [aHHas cuTyanms mpe-
CTaBJIsieT OCOOBINI MHTEpeC, IIOCKOJIBKY MMeeT IpsIMOe OTHOIIEHVe K pelllae-
Mot 3agade [1; 2; 4]. KoaddrmenTs: Ppeners (2) — (5) B aToM ciIydae Ipu-
MYT BUJL

J& cosb, —Ju, J1- L gin? 0,
P = &y : (6)
\/500500—1—\/;2\/1— sin’ 6,
2 2
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N, = 2./, cosb, : ?)
J& cos, + i, [1- L gin? 6,
& by
f, 086, —+J& [1— sin’ @
po N & ®)
Ji cosb, +4J&, [1— L gin? 6,
&y
N - 2./, cosb, ' )
Ji cosb, +4J&, [1— L gin? 0,
&1y

Ha ocHoBanmm BeIpakeHUVT (6)—(9) MOXHO CHenaTh BBIBOZ, UTO C
HaVIMEHBIIVIMYL TIOTEPSIMI B IIOJIMKPUCTAUINYECKYIO Cpeny OymeT IIpoHM-
KaTb HOPMAABHO NOAAPU306aHHAA IIEKTPOMAarHWTHAS BOJIHA, CJIefJOBATEIIbHO,
panyodyacToTHOe O0JIydeHMe oOpaslia Iiejlecoo0pasHO IIPOM3BOAUTH JIEK-
TPOMarHWTHBIM I10JIeM IIPeVMYIIeCTBEHHO TaKOVI IIOJISIPI3all L.

Ha pucyske 1, a mpepcrasiieHsl TpadVKy 3aBVICMMOCTY KO3 duIeHTa
P, OTPaXeHWs NapaiieAbHO NoAApU306anHoll ITeKTPOMAaTHUTHOV BOJIHBI TIPU

ee IaJleH1N M3 BO3[lyxa Ha cpefly ¢ MarHUTHBLIMV CBOVICTBAMM, a Ha PUCYH-

ke 1, 0 — rpacduku 3aprcumocT KoadduimenTa P, OTpakeHWsS HOPMALbHO

104Apu306a1HOIl 3JIEKTPOMarHUTHOV BOJIHBI OT yIJla IaleHus IS Cpel C
PasIVMYHOV MarHUTHOV IIPOHMIIA€MOCTBIO.

P
e o ©
1 = ©

=
=Y

noIAPUS0BAHHO I BOTHE]
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wn
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e = < @
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Puc. 1. I'pacdukm 3aBrcumMocT K03dpuimeHTa OTpaskeHMs BOITHBI

OT BEJIMYIVHBI erIa ITaJIeHMA Ha l"paHT/H_Iy pasgeiia:
a — IlapajuleJIbHO HOJISIpVISOBaHHOVI SJIEKTpOMaI“HI/ITHOVI BOJIHBI,
0 — HOpMaJIbHO HOJ'[SIPVBOB&HHOVI 3HeKTpOMaFHI/ITHOI7I BOJIHBI
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V3 prcyHKOB CTaHOBUTCSI OYEBUIHBIM, UTO IS HapaUle]IbHO IOJISpU-
30BaHHOVI BOJIHBI HaOJTIOMaeTcs MPaKTITIecKy II0JIHOe OTpakeHve BOJIHBI OT
TpaHMIIBI pa3zieria Cpel BO3MyX/BeIecTBo, a IjI1 HOpMaJIbHO IOJISIPM30BaH-
HOVI — IPaKTUYeCcKM ITOJIHOe IIpeJIoMIIeHVe BOJIHBI BO BTOpyIo cpeny. [Ipu
1, > &, KO3hDUIMEHT OTpakeHWs INapaUIeIbHO IOJIAPU30BAHHON BOJIHBI

TepsieT yroisi bprocrepa [3] u acuMnTOTIUeCKM CTPEMUTCS K IPAMOVL P, =1.

[11s1 HOpMaJIbHO HOJIAPW30BaHHOV BOJIHBI, HA000pOT, yroi bpiocTepa mosis-
JIIETCs TOJIBKO B TOM CJTydae, Korja ., > £,, Vi IO Mepe pocTa g, OH CTpe-

mmTcs K 90°.
PaccMoTpum citydari, Korza BTopast cpera, oOnamas MarHUTHBIMU CBOVI-

CTBaMM, BHOCUT MarHUTHBIe rotepu, To ectb & =1, &, =&,, U, =1,
U, =U,—i0,,/ou,. Torma xosdpdumentsr mnpenowrenus Ppenerns

IIpVIMYT BUL,

1

€ cosl, — | |1—i-Z2| 1— sin* 6,
Wy, é—z ‘i, 1—i 02
w
A= a ; (10)
- O 1 12
\/gcost%Jr | 1—1i 1- sin” 6,
a2 62 'Mz [1 71 0,112
Wy,
2 /,uz 1— -T2 cosf,
w,
N, = Hao : (11)
\/gcosgo—l—\/uz 1—i-% sin’ ),
wlu’az Ez /1'2 1—1i 0.112
W,
i, 171 cosé’ N sin® 6,
o
" oo ,,2]
_ Wﬂaz . (12)
L )
\/,uz[l— ]cosﬁo—i-\/g sin” 6
o,
& :Ufz 171 ]
Wy,

2 ’Mz 1—1 cosf,
N = o T

1
\/yz [1 ]cos@ +4& 1 b e 0,
Wi, .

o
& |1 2

2%

PesyrpTaTel pacyeTos, BBIIOJIHEHHBIX Ha OCHOBE ITOCJIEOHMX BBIpaXKe-
gy (10) — (13) opencrasieHs! Ha rpadmKax (puc. 2), TIOJTy9eHHBIX IIPY Ya-
cToTe 3JIeKTpoMarHuTHoro BosOyxmenus 10 MIh, & =10 n o, =10, a
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TaKXe pasJIMYHBIX ITOKA3aTeIsIX 4, YTO aeT MarHUTHbIE TIOTEPU B obractu
sHaueHut 107...107°, COOTBETCTBYIOIIMX CBOVICTBAM MAarHUTOIIPOBOIOB W3
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Puc. 2. Tpaduxm 3aBucumocty koacpdpumuenTos P, (a) PH 6)

IIpV ITaI€HVIN BOJIHBI 113 BO31yXa B Cpelly, oGHa):[anmon MarHUTHBIMIM CBOVICTBaAMI

Tak xe, KkaK 1 B oIy4vae ¢ KOMIUIEKCHOV IM3JIEKTPMYECKOV IIPOHMIIae-
MOCTBIO, HAJIMYME O, , BBI3bIBAET M3MEHEHVE dasel BeKTOpa 3JIeKTPUIecKo

HaITpsDKEHHOCTU 3HeKTpOMaFHVITHOI7I BOJIHBI, OJHaKO IIpV MaJlbIX MarHWuT-
HBIX ITIOTEPAX M3MEHEHWA CpaSBI He3Ha4dYlTeJIbHbI.
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ITorrygeHHBIe pacdeTsl 1A Cpel, 00JIaJaroIX MarHUTHBIMIL CBOVICTBA-
MM, TI0Ka3bIBAIOT, YTO OTPaKeHVIs ITa/IafoIerl BOJIHBI MYHUMAIBHBI IIPU pa-
BEHCTBE OTHOCUTEIbHBIX AMIEKTPUYECKOV ¥V MarHWUTHOW IIPOHMIIaeMo-
CTell, JaXKe ecIM TI0 OTHEJIBHOCTV AaHHBIe KO3 (PUIIMEHTB! MMEIOT JOBOJIb-
HO BBLICOKOe 3HadeHMe. B paccmoTpenHowm ciyuae, npu gy, =&, =10, Hop-
MAABHO NOAAPU30BAHHAA BOJIHA IIPAKTUYECKV He OTpakaeTcs. AHaJIOTVYHBIN
pe3ysIbTaT HaOJIIoqaeTCs U PV IPYTVIX 3HAUeHUsIX L, = &, .

Hwxe paccMaTpuBaeTcss KOHCTPYKLIMS, IIO3BOJISIOLIAS peay30BaTh
o0ocHOBaHHEBIe IIpemMyIecTBa Metonuku. Obrydaromas cucrema (puc. 3)
V3JIydaeT IIpeVIMYIIeCTBeHHO HOPMaJIbHO IIOJISIPM30BaHHBIE 3JIeKTpOMar-
HWUTHBIE BOJIHBI C PaBHOMEPHBIM paclipelleJIeHMeM SHepriu B 3alaHHOM
nmartazoHe yactoT (0,01 —10) MI'g [5—7].

b W »/ I'parnna paznena
hy Hr-c cper

bececcccccccccccsccscccccsccscsccsssscsccssePoccscnccnccncncnnnad

Puc. 3. CTpyKTypHast cxeMa IIpefyTaraeMoro BapyaHTa 00JTyJaloIer CYICTEMEI

Ha pucynke 3 mpericrapiieHa CTPyKTypHasi cxeMa Ilepefarolerl aHTeH-
HOV CUCTEeMBI, IOSCHSIOMAs IIPUHINIT (PYHKIMOHVPOBAHMS W3ITydaTerIs.
YerporicTBo BO30yKITaeT HOpMaIbHO HOJISIPU30BAHHYIO 3JIEKTPOMArHUTHYIO
BOJIHY, XapaKrepmsyeMyio Bekropamu Er m Hr BOmsm rpanwmsl pasmerna
BO3OyX — wccilemyeMasi cpefda (Kak ¢ OOBIYHBIMM, TaK ¥ C MarHUTHBIMU
csovictBamm). CricTeMa cogepXuT peppuToBble MarHUTOIIPOoBOABI D1 11 D2
IVIMHAPUYECKOT (pOPMBI, pacroyoXeHHble TOPW3OHTAJIBHO 1 00pasyto-
IIVe eVIHBIN M3/IydaTe/lb HOpMaJIbHO IIOJIIPU30BaHHOV BOJIHEL JIBe paMOd-
Hble niepenaromye aHTeHHb! K1 n K2 ¢ paBHOMepHBIMI 9aCTOTHBIMW CBOVI-
CTBaMM BXOIHOI'O COITPOTMBJIEHM: B YKa3aHHOM [Malia3oHe 4acToT [7], pas-
MellleHHbIe Ha ¢deppuToBbIx cepaeunnkax d1 u d2; corsacymolye TpaHc-
dopmatoper Tp.1 — Tp.n MAeHTUUHON KOHCTPYKIIMW C OTHOV IIepBUYHON
(1)  mBym™mst BrOpraHBIMU (2.1 11 2.2) 0OMOTKaMM; corylacyloIee yCTPOVICTBO
nepepnarorient cucreMmbl. Comtacyromum TpaHcdopmarop Tp.1 nepsudaHom
0OMOTKOVI COeVIHEH C OHVM M3 BBIXOIOB COIJIACYIOIIErO YCTPOVICTBA IIepe-
TafoIIeNt CVICTEMEI (BBepxy pwuc. 3).
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Bropwdanas obmoTrka TpaHcdopmaropa Tp.1 BBIIIOIHEHa IBYXCEKIIVIOH-
HOVL: HepBas cekiusa 2.1 coevHeHa KJIeMMOU «a» ¢ KileMMout X1 mepsoit
pamouHOV Tepenatomert aHTeHHB! K1, a xIemmont «6» — ¢ xiIemMMon X2
epBon pamMouyHOM Iepenaroiert aHTeHHb! K1; BTOpas cexuus 2.2 TpaHc-
dopmaropa Tp.1 coenmHeHa KIIEMMOTI «T'» C KJIEMMOVI X3 BTOPOV PaMOYHO
nepegarmolient anTeHHbl K2, a KjieMMo «B» — ¢ KJIIeMMOW 4 BTOpoW pa-
MOYHOVI ITepeIaroIei aHTeHHbBI K2.

Crpykrypa mainydaterss P1 (P2) xak OFHOTO M3 JIEMEHTOB B COCTaBe
KakIOTO M3 N M3JIydaresieV IIpelcTaBjleHa Ha pucyHKe 4. V3ny4aTerns co-
TOepXuT Tpu peppuToBBIX cepiedHmKa [8] Kaxmpmi anamerpoMm d=4 MM,
BBITIOJTHEHHBIX II0 TEXHOJIOTMW W3 TPEeXKOMIIOHEHTHOV CTPYKTYPHI C Mar-
HUTHOV IpoHmiaeMoctbio p=1000, p=100 u p=10. IToBepx cepreyHMKOB
pa3MelaTcs BUTKY POBOAHMKOB 0OMoTok 06.1, 06.2 1 O0.3 pamouHOI
aHTeHHBI c ceueHMeM IpoBogHuKos 0,5 Mm. Ha xaxgom ceppeuHuke mim-
Hom =3 cM pacriosnaraeTcs 1o 35 BUTKOB IIPOBOJIa, IIpydeM Bce TPW paMod-
Hble aHTeHHBl BK/IIOUEHEI IIOC/IeOBATeIbHO ¥ O0pa3yIoT eOuHYIO Lielb C
IIPOCTPaHCTBEHHO ONHOHAIIPABIEHHBIM TOKOM i, IIPOTEKAaIOIINM MEXIY
xi1eMMamm X1 1 x2.

Puc. 4. CTpyKTypa MHAYKTVBHOV JacTy OTHOTO 13 m3mydaTesient P1 (D2)

IIpenyraraemoe ycTpoVICTBO IIO3BOIUT (POPMUPOBATH IIepeMeHHOe 3JIeK-
TpOMarHuWTHOe II0JIe, XapaKTepr3yeMoe MaKCVMaIbHOV TJIyOMHOV MPOHMK-
HOBEHMsI B VICCIIEyeMyIO CpeJly, YTO JOCTUraeTcs IIpuIaHVeM HY>XHBIX
CBOVICTB O0JIyJaloIlelt crcTeMe, TIOCTPOeHHOI C VCIIOJIb30BaHeM 3JIeKTPo-
MarHUTHBIX KOHTYPOB CcIelyasbHOM KoHdurypanym. OmvcaHHasi KOH-
CTpyKOus oOiIydaTesiers, oOecIieumBalolias CO3OaHVeE IPeVMYIIeCTBeHHO
HOpMaJIbHO HOJIAPM30BAaHHOV BOJIHBI, IIpefCTaB/IseT IepCreKTUBY s 3d¢-
dexkTUBHOTO BO3OYXIEHMs SAepHOro KBaJpyIIOJIbHOIO pe3oHaHca B yia-
JIeHHOM pexkxmMe [8; 9], uTo maeT BO3MOXKHOCTB MCIIOIIB30BaTh METOI B pellle-
HWUV IIpaKTI49ecKy 3Ha4MMEIX 3a7ad B 00J1acTi OeCKOHTaKTHOI'O VICCIIeIoBa-
HM BelllecTBa.
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TPEBOBAHMA M YCJIOBVIS ITYBJIMKALIMY CTATEV
B BECTHUKE b®Yy VM. 1. KAHTA

ITpaBmia myGmKarum crTaTen B XKypHasle

1. Ipepcraprsiemas AyIst My OIVIKAIVVL CTaThs JIOJDKHA OBITH aKTyaIbHOVI, oOJIaziaTh HO-
BU3HOV, COfIep>kaThb IIOCTaHOBKY 3ajiay (I1po0s1eM), oIvcaHve OCHOBHBIX pe3yJIbTaToB VCCIIEIIO-
BaHIs1, ITOJTyYeHHBIX aBTOPOM, BBIBOJIBI, & TAKKE COOTBETCTBOBATH IIpaBiIaM 0OPMIIEHVISL.

2. Marepwas1, ipefjlaraeMblvi [jIst 1Ty OIvIKalum, JOJDKeH OBITh OpWUIMHAJIBHBIM, He
Iy G/IMKOBABIIVMCS PaHee B APYTHX IeUaTHHIX M3gaHusx. IIpu oTnpaske pyKommicy B pe-
TaKIVIO XypHajla aBTOP aBTOMATMYeCKM IMPUHMMaeT Ha cebst obs3aTestbcTBo He myOm-
KOBaTh ee HY ITOJTHOCTEIO, HI YacTUYHO 0e3 cormacys pefakIiL.

3. PekoMeH10BaHHBIVI 00beM CTaTbM ISl JOKTOPAHTOB M JOKTOPOB HayK — 20—30 ThIC.
3HaKOB ¢ Mpo0esTamy, TIs IOIeHTOB, IIpertofjaBaTeller M aclpaHToB — He Oosee 20 ThIC.
3HAKOB.

4. Crivicok IUTepaTyphl I0JDKeH cocTaBiIAThk oT 15 1o 30 ncrounukos, He MeHee 50 %
KOTOPBIX JIOJDKHBI IIPEZICTaB/ISATh coBpeMeHHble (He crapuie 10 jreT) myGrmkanvv B m3a-
Husx, perieHsupyeMbix BAK m (wm) MexayHapogHbIx m3gaavax. ONTHMaIbHBI YPOBEHb
caMOIMTVIpoBaHMs aBTopa — He Bbiire 10 % OT cIvcka MCIToIb30BaHHBIX ICTOUHMKOB.

5. Bce mpucitanHBle B peqakuio paboTEI IIPOXOIST BHympennee Vi Breutee peyen-
3upoBanue, a TaKKe IIPOBEPKY CUCTEMOV «AHTUIDIArMAT», 11O Pe3yJIbTaTaM KOTOPbIX IIPH-
HVMAeTCsl pelieHye 0 BO3MOXKHOCTY BKJTIOUeHS CTaTh B XKy PHaIL

6. CTaThsi Ha pacCMOTpeHVe PedaKI[MOHHOW KOJUIETViell HallpaBJIseTCsl OTBEeTCT-
BEHHOMY pefjakTopy Ito e-mail. KoHTakTel OTBETCTBEHHBIX pelakTopoB: http.//journals.
kantiana.ru/vestnik/contact_editorial/

7. CTaThy Ha pacCMOTpeHMe TIPVHMMAIOTCS B peXVMe OHJTavH. [Ij1s 3Toro aBTopaM
HY>XHO 3apeTMCTPUPOBaThCs Ha TopTasle EOuHOVM peqakimyy HaydHBIX XypHaioB LDY
vm. V1. Kanra httpy//journals.kantiana.ru/submit_an_article v cjiemoBaThk TOfICKa3sKaM B pas-
nerte «[TogaTk cTaThio OHJIAVIHY.

9. Pemenme o myOnmkanyy (Wi OTKJIIOHEHMM) CTaTbU IPWHWMMAETCSH peraKiy-
OHHOVI KOJUIEeTrVieVi Ky pHasla II0CJle ee pelleH3MpOBaHs 1 00Cy KIeHVs.

10. ABTOp MMeeT ITpaBo Iy0JIMKOBAThCS B OTHOM BBIITycKe «BecTHumka banruiickoro
denepaisHoro yausepcurera nM. V1. Kanra» ofguH pas; BTopoit pa3 B COaBTOPCTBE — B VIC-
KITFOUMTEIILHOM CJTydae, TOJIBKO IO PeIlleHV O peJaKIIOHHOV KOJUTET VL.

KomriuiekTHOCTS M Q)OPMQ IIpeacraBjIe€HMs aBTOPCKMX MaTepyaIoB

1. CtaThsi JOJDKHA COfepKaTh CIIeyIOIIye SJIeMeHThI:

1) mrnexc YK — Ho/DKeH HOCTaTOYHO HOAPOOHO OTpaXkaTk TEMATHKY CTaTbV (OCHOB-
Hble ITpaBwIa HAekcuposanys 1o YK cm.: httpy/fwww.naukapro.ru/metod.htm);

2) Ha3BaHVie CTaThVI CTPOYHBIMY OyKBaMVI Ha PYCCKOM U aHIJIMVICKOM si3bIKax (00 12 c106);

3) aHHOTALMIO Ha PYCCKOM M aHITIMICKOM s3bIKax (150 — 250 ca06, mo ecmv 500 ne-
uammbLx 3Hako6). Pacriosaraercs nepeyt KIIIOYEBBIMY CJIOBAMM II0CTIe 3aTJIaBys;

4) wOUeBkble CJI0Ba Ha PYCCKOM W aHIJIMIICKOM sA3bIKaX (4 — 8 c106). Pacnionaratorcst
TIepesT TeKCTOM II0CTTe aHHOTaITVVL;

5) crmcok smTepaTyphl (npumepHo 25 ucmounuxo8) opopmMiIsieTcsi B COOTBETCTBUM C
TOCT P 7.0.5. — 2008;

7) cBeneHVs1 06 aBTOpax Ha PYCCKOM M aHDJIMVACKOM si3bIKax (. V1. O. oIHoCTBIo, yue-
HEIe CTeIleHW, 3BaHWs, JTOJDKHOCTB, MeCTO paboTel, e-mail, KOHTaKTHBIV TeTlepOH);

8) cBemeHI O SI3bIKe TEKCTA, C KOTOPOTO IIepeBeleH Iy OIIMKy eMbIli MaTepraJl.

2. CcpUIKM Ha JIMTEPATYPy B TEKCTe CTaTeVl JAIOTCS TOIIBKO B KBa[PaTHBIX CKOOKax ¢
yKasaHyeM HOMepa VICTOYHVKA M3 CIIMCKA JINTepaTyphl, IIPVUBENEHHOrO B KOHIIEe CTaThI:
nepBas 1 pa — HOMEP MCTOYHVIKA, BTOpasi — HOMep CTpaHMIIbl (Harpumep: [12, . 4]).

3. Pyxomicy, He oTBedarolye TpeOoBaHMSM, M3/I0KeHHBIM B ITYHKTe 1, B ITeuaTs He
IIPVHVIMAIOTCS, He PeIAKTUPYIOTCS Y He pelleH3VPYIOTCS.



O6mme npasmsia 0opopMIIeHNMST TeKCTa

ABTOpCKMe MaTepuaibl JOJDKHBI OBITH IOJITOTOBJIEHBI 8 JieKkmponnoi gopme B
dopmare mmcta A4 (210 x 297 Mm).

Bce TekCTOBEIE aBTOPCKME MaTepuasibl IPVHMMAIOTCS VICKITIOYUTENIFHO B hopMarte
doc m docx (Microsoft Office).

INonmpobras ungpopmayusa o npabusax ogpopmaenusa mekcma, B TOM UVICIe mabdauy,
PUCYHIKOB, CCOIA0K U CHUCKA AUmepamnypul, Pa3MellleHa Ha cavTe EqyHOV pefakiim Hayd-
HeIX XypHa10B bDY vm. V1. Kanra: httpy//journals.kantiana.ru/vestnik/monography.

PexomeHIyeM aBTOpaM O3HAKOMWTBCS C WMH(OPMALMIOHHO-METOAMYECKIM KOM-
mwiekcoM «Kak HamwvicaTs Hay4HyIO CTaTbIo»: hitp://journals.kantiana.ru/authors/imk/.

ITopsnok peneH3MpOBaHMA PYyKOIIMCeVI cTaTevl

1. Bce HayuHBIe cTaThy, IIOCTYNIVBIIVIE B peakorvtervio Bectauka BOY vm. V1. Kan-
Ta, TOIEeXaT obs3aTeTbHOMY pelleH3MpoBaHMio. OT3bIB HAYUYHOTO PYyKOBOAWUTENS VUIN
KOHCYJIbTaHTa He MOXKeT 3aMeHUThb pelleH3UIA.

2. OTBETCTBEHHBIVI PeNaKTOP Cepuy OIpeJeIseT COOTBETCTBUE CTaThy HPOdWIIIO
XypHasia, TpeboBaHMAM K 0POPMJIEHMIO ¥ HallpaBJisieT ee Ha pelleH3MpoBaHMe CIlelya-
JINCTY, JOKTOPY WIV KaHAWIATy HaykK, MMelolleMy HanOoslee OJIM3KyIO K TeMe CTaTbu
Hay4HYIO CIIeIasIi3alliio.

3. Cpoxm pereH3MpoBaHMsl B KaXIOM OTHEIbHOM Cilydae OIIpeleIIiOTCs OTBeT-
CTBEHHBIM PeIaKTOPOM CEPUN C YUeTOM CO3JaHVs YCIIOBUI [IJIsl MaKCUMasIbHO OIlepaTuB-
HOVI ITy O/IMKaIym CTaThu.

4. B perieH31M OCBEIIAIOTCS CJIETYIOIIVIE BOITPOCHL:

a) COOTBETCTBYeT JIV COflepyKaHVe CTaThbV 3asBJIEHHOVI B Ha3BaHWUM TeMe;

0) HaCKOJIBKO CTaThsi COOTBETCTBYET COBPeMEHHBIM JOCTVDKEHNSM HayJHO-TeopeTH-
YeCKOVI MBICIIVE;

B) JIOCTYIIHA JIVI CTaThs YMTATEIsIM, Ha KOTOPBIX OHA PacCUMTaHa, C TOUKV 3peHVs A3bIKa,
CTWIsI, PaCTIONIOXKeHMs MaTepyala, HarJITHOCTY TabJInLL, IyiarpaMM, PUCYHKOB 1 popMyJT;

T) IeslecooOpa3Ha JIv Iy OIMKAIINS CTaThV C YIeTOM paHee BBIIYIIIEHHOV! 110 JaHHO-
My BOIIPOCY JIUTePaTyphbl;

1) B 94eM KOHKPeTHO 3aKJIFOYAIOTCsI TIOJIOKMUTeJIbHBIE CTOPOHEL, a TakKe HeTOCTaTKI
CTaTbM, KaKWe VICIIpaBJIeHVIs Vi [IOTIOHEH s JJOJDKHBI ObITh BHECEHBI aBTOPOM;

€) pexkoMeHjIyeTcs (C y4eTOM WCHpaB/IeHMsI OTMEUYeHHBIX pelleH3eHTOM HelocTaT-
KOB) VIV He PeKOMEHJIyeTCsl CTaThsl K IyOnmmKamm B XypHale, BXOHsAIIeM B [lepeueHs
BeAyIIVX Ieproandeckux m3ganm BAK.

5. PenensupopaHue IIpoBoAUTCS KOHMMIEHIMAILHO. ABTOP pelleH3UpyeMot CTa-
TBY MOYKET O3HAaKOMWTBCS C TEKCTOM peleH3nn. HapyiieHne KoHUIEHIINAIBHOCTH [10-
ITyCKaeTCcsl TOJIBKO B CJIydae 3asiBJIeHNs pelleH3eHTa O HeJIOCTOBepPHOCTM i daytbendu-
Kalyy MaTepuasioB, M3JI0KeHHBIX B CTaThe.

6. Ecyint B perieH3sym cofep>kaTcsl peKOMeHJAIINI TI0 VICITPaBIIeHMIO 1 TopaboTKe cTa-
TbM, OTBETCTBEHHBIVI PeJaKTOP Cepuy HallpapsisieT aBTOPY TeKCT PeLieH3MN C IIpefijioxe-
HVeM y4ecTb X IIPY IIOATOTOBKEe HOBOTO BapMaHTa CTaTbhy VUIM apryMeHTHMPOBaHHO (Yac-
TUYHO WIV IIOJIHOCTBIO) VX ONpPOBePTHYTh. [lopaboTaHHas (1epepaboTaHHast) aBTOPOM
CTaThsl TOBTOPHO HAIIpaBJIgeTCsl Ha pelleH3poBaHme.

7. CraTbsl, He peKOMeH/IOBaHHasl PelleH3eHTOM K ITyO/mKaIym, K IIOBTOPHOMY pac-
CMOTpeHMIO He IpuHMMaeTcst. TeKcT oTpuiiaTeIbHOV pelieH31N HallpaByisieTcs aBTopy 110
3JIEKTPOHHOVI TI0YTe, (PaKCOM VIV OOBIYHOVI IIOYTOVL.

8. Hayrume 1os10XMTeIIbHOV pelieH3UN He SBJISeTCS TOCTaTOYHBIM OCHOBaHVIEM IS
ryOnvkanym craTby. OKOHUaTeIbHOe pellleHNe O 11e/1eco00pasHOCTY Iy OJIMKavy IIpu-
HVIMAaeTCsl pefIKOJUIeTVIeVt CepUA.

9. Ilocste IpUHATYMS PeAKOIUIETMEV CePVIV PeIIeHsl O JIOIyCKe CTaThy K ITyOimKa-
LIV OTBETCTBEHHEIV CeKpeTaph cepvyt MHbOpMUpyeT 00 3TOM aBTOpa U yKas3bIBaeT CPOKM
1y OnvKarym.

TexcT pelieH3MI HaIIpaBIAeTCs aBTOPY 10 JIEKTPOHHOV ITouTe, haKcoM WiIn 0ObIY-
HBIM TIOYTOBBIM OTIIpaBJIEHVIEM.

10. OpurymHasIbl pelieH3UN XPaHATCS B PEIKOUIETMM CepuN 1 pefakimm «BecTHyKa
basrruiickoro dpenepanbHOro yHusepcurera mM. V. Kanra» B TeueHme msiTv JIeT.
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